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Introduction

The Xbox 360 DVD-ROM drive firmware hack is currently the only
modification or hack available for the Xbox 360 that allows you to play
properly created backup copies of Xbox 360 games. The firmware hack
does NOT allow homebrew programs to run and does NOT bypass region
protection. If a video game is locked to a particular region, then it will only
play on an Xbox 360 of that same region. Before jumping into this
modification, it is a good idea to learn how this hack works.

In the most basic form, an Xbox 360’s game protection comes from two
security measures. First of which is encryption. Nearly all files on an Xbox
360 game disc as well as the Xbox 360 hard drive are signed with
Microsoft’s private key. If anything in these files, even just a single bit, is
changed, the signature is broken and the Xbox 360 refuses to run the file.
The second security measure is media locking. The default.xex (game
executable) is restricted to run only from a certain type of media. For
example, all Xbox 360 games are restricted to run only from “Xbox 360"
media. Before the firmware hacks, if you were to copy an Xbox 360 game
and try running it from “DVD+R DL” the Xbox 360 would obviously see that
it wasn’t “Xbox 360” media and refuse to run it because of the media
restriction.

This media restriction is what the firmware hacks bypass. The firmware
fakes out the Xbox 360 into thinking that any media is “Xbox 360" media.
You copy your game to DVD+R DL, insert it into a firmware-hacked drive,
and instead of returning “DVD+R DL” to the Xbox 360, the drive says it is
an “Xbox 360" disc and it then plays the game. As you can see, the
firmware hack does not bypass any signature protection whatsoever. That
is why the Xbox 360 backups have to be 1:1 unedited backups of the Xbox
360 games.
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Warnings

The Xbox 360 firmware hack may be illegal under the Digital
Millennium Copyright Act (United States), the European Union Copyright
Directive (Europe), or other copyright laws in your country. Downloading,
installing, and using this firmware could potentially be illegal. You are
doing so at your own risk.

Copying or downloading games that you have not legally purchased
or own is illegal in all countries. This violates not only laws in your own
country, but international copyright laws as well. The purpose of the
firmware hack is for making backup copies of games that you legally own.
Software piracy is illegal, carries a huge penalty if convicted, is ethically
wrong, and hurts the game companies. Support the game developers by
purchasing the games you play. You wouldn’'t work for free, would you?

Using this firmware hack and running your backups on Xbox Live
violates the Xbox Live Terms of Service agreement that you agreed to
when you signed up for the online gaming service. Microsoft withholds the
right to terminate the Xbox Live service from you for any reason, at any
point, with no warning, and no refunds. If you do get banned from Xbox
Live, it is the system that is banned permanently. Simply put, if you are
worried about Xbox Live, do not install this firmware modification.

Finally, upgrading your Xbox 360 firmware requires you to open your
Xbox 360, open your PC, and connect the Xbox 360 DVD-ROM drive to
your computer via a SATA cable. This will void your Xbox 360 warranty.
Also, this firmware upgrade is not recommended for novices. A technical
level of computer knowledge is required, with an understanding of how to
configure your PC BIOS, use MS-DOS, or the MS-DOS command prompt,
and the use of CD/DVD software. If, after reading through this tutorial, you
still do not understand it completely, either ask questions in forums until
you do or get an experienced installer to do the job for you. Read through
the entire tutorial before attempting to modify the system. This is not a
guide to be read for the first time while you're doing it, it should have
already been read in full before attempting the modification.
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Costs

You will most likely have to spend a good amount of money in order to do
this. Flashing the Xbox 360 firmware usually requires a specific SATA
chipset, so if you don’t have a SATA chipset that is compatible for flashing
your drive, you have to purchase a compatible PCI Sata card. Many
people purchase the VIA VT6421 PCI SATA cards that usually cost around
$20 USD. That is just for flashing the drive. In order to make game
backups you need something to rip them with and something to burn them.
First, let's skip to burning. You're going to need a DVD burner that can
burn Double Layer DVD+R DL discs. You may also want to look into
seeing if your burner supports something called “bitsetting” to DVD-ROM.
A cheap, quality drive that automatically bitsets for you is the Pioneer
112D. You can find these online for around $40 USD. A burner isn’t going
to do you any good without discs to burn them to. So get some DVD+R
DL. My recommendation: use Verbatim brand discs, as they are the
highest quality and you will not suffer from read errors if they are burned
correctly. These discs, at the cheapest, will set you back around $2 USD a
disc. Ripping games is somewhat complex. There are three different
methods for ripping an Xbox 360 game. One is using an opened, external
PC DVD-ROM drive and hotswapping a large DVD movie with the game,
then dumping the game with WxRipper and merging a few patch files in
later. So that won't cost you any, but it's a pain to have to keep a drive
opened and outside of your PC all the time. There is another method, that
IS easier, but it requires purchasing a “Kreon” PC DVD-ROM drive. If you
install this drive into your PC, ripping a game is as simple as inserting the
game into the drive, loading Xbox Backup Creator, and one click on the
“Backup” button. But the drive will cost you somewhere around $50 USD.

You may already have some of these, but if you have none of them, you're
looking at quite a bit of money. $20 USD for a SATA card, $40 USD for a
burner, $40 USD for some DVD+R DL (assuming you want to backup 20
games), and $50 USD for a Kreon drive comes out to be $150 USD. You
have to ask yourself if it is worth it or not.
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SATA Compatibility

Before you go taking apart your Xbox 360, you might as well make sure
you have the right equipment to flash your drive. The Xbox 360 DVD-ROM
drive uses a Serial ATA (SATA) interface, so you will need SATA ports on
your desktop PC’s motherboard. The picture below shows what a SATA
port looks like. Having SATA is not enough though; you must have the
right kind - the chipset that controls the SATA functions must be compatible
with your version Xbox 360 drive.

Samsung MS25

Samsung MS25 drives can be flashed with many SATA chipsets. Silicon
Image, Promise, and NForce2 chipsets are known to NOT be compatible
for flashing Samsung drives. There are possibly more that cannot flash a
Samsung MS25. Intel ICH5/6/7/8 chipsets, NForce 3/4, SiS, Uli, Jmicron,
and VIA chipsets are all known to be compatible — others may also be.
You cannot flash a Samsung drive using a SATA-to-USB adapter. If you
are unsure whether your SATA is compatible or not, the best advice is to
just try it out. If the SATA isn’t compatible, the drive won't be recognized.
You won't brick your drive if the SATA is incompatible, it just “won’t work” —
so you're not losing much by just trying out what you already have. If you
do not have SATA or yours is incompatible, you should look into
purchasing a VIA VT6421 PCI card. You can find links to retailers here.

Samsung MS28

Samsung MS28 drives can be flashed using two methods, the VIA bad-
flash recovery method and the VCC method. You are best off purchasing a
VIA brand card to do the bad-flash recovery method. You can find links to
retailers here. Even with the VCC method, you would need a chipset


http://www.360mods.net/Forums/viewtopic/t=155.html
http://www.360mods.net/Forums/viewtopic/t=155.html
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compatible with MS25 drives, since the VCC method is the equivalent of
temporarily “dropping down” to MS25. It is just easier and safer using a

VIA brand SATA chipset. You cannot flash a Samsung drive using a
SATA-to-USB adapter.

Hitachi 46 / 47 /| 59

These “older version” Hitachi drives can be flashed with basically all SATA
chipsets. It should work as long as the SATA supports ATAPI devices
(optical drives). Another good thing about these drives is they are the only
Xbox 360 drives that can be flashed with a SATA-to-USB adapter. The
cheap generic one | bought on eBay worked fine.

Hitachi 0078FK

These drives can be flashed by most SATA chipsets. Silicon Image SATA
chipsets will NOT work; they corrupt the data and will give you an error.
Attempting to flash this drive with a SIL chipset could brick your drive.
Also, in rare cases, there are reports that VIA chipsets have problems with
some version 78 drives. Personally, my VIA 8237 is iffy. | have to play
with it for a while until | get it to read the drive. Shorter SATA cables seem
to help with my setup. Many other chipsets should work fine.

VIA SATA

Just some notes about users of VIA SATA chipsets. This is for both
onboard chipsets (like the 8237) as well as the PCI cards (6421).

A common problem is detecting the drive with MTKFlash with VIA chipsets.
For some reason, many people have this problem when using the external
ports on the VIA SATA cards, or the “1” port if using internal. What seems
to work best for most people is always using the primary “0” SATA port. On
the PCI SATA cards, this is almost always an internal port. If there are
multiple internal ports, use the port closest to the front of your PC.

If you still can’t get the drive detected, you can try —pk-‘s suggestions.

Also, the latest VIA SATA drivers are available here. When you run
through the installation wizard, uncheck (don'’t install) the VIA RAID Tool.
Just install the drivers.


http://www.360mods.net/Forums/viewtopic/t=838.html
http://www.viaarena.com/default.aspx?PageID=420&OSID=1&CatID=1180&SubCatID=117
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What Brand Drive?

Use the following image to see what brand DVD drive you have, then
follow this tutorial accordingly. Note that there are different versions of
these drives. You can only tell the brand of the drive by looking at the tray.
You can estimate the version of the drive by comparing your Xbox 360
information to the online drive database at http://360drives.com. The only
way to know for sure is to open the Xbox 360 and check the sticker on the
drive.

BenQ / Philips / LiteOn Hitachi Toshiba-Samsung

| BenQVAD6038 | HLGDR-3120L | TSSTH-943A |

After determining what version drive you have, please help the community
by submitting your information to the online drive database at
http://360drives.com. No registration or personal information is needed,
just your drive version and some system information. Your contribution will
help the database for a more complete overview comparing drives with
systems.



http://360drives.com/
http://360drives.com/
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Philips/BenQ/LiteOn VAD6038 Tutorial

You will need:

e VIA or NForce SATA chipset
e iPrep 101 v006

This method only works with VIA or NForce SATA chipsets. Any other
chipset requires soldering a switch to the drive and is covered in a tutorial
here.


http://caster420.360mods.net/VAD6038/vad6038.pdf
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Opening The Xbox 360

The outer Xbox 360 “shell” is entirely screwless. Plastic friction tabs hold
the case together. There are many different tutorials for opening the Xbox
360, with different methods. Here are some links to “opening the Xbox
360" tutorials. | decided not to cover opening the Xbox 360 in this tutorial
since it is already long enough and there are many other tutorials for
opening the Xbox 360. Notes:

- The Anandtech guide says you need to use a Torx 12 screwdriver.
There is no such thing. You need a Torx 10 screwdriver.

- Removing the grey side grill on the hard drive side is a little tricky.
The first friction tab is actually inaccessible from the top holes in the
case, so you need to stick your screwdriver in the hole by where the
hard drive button is and unclip it. (See Pic)

- In order to push in the back clips, you can do one of two things. You
can use a thin metal object such as a precision flathead screwdriver /
bobby pin / paperclip OR you can make an opening “key” out of a CD
spindle case. The key would not work for me, it was too flimsy, but it
works for some people. You can also purchase an “unlock kit.”

- If all you want to do is just flash the firmware, you only need to
remove the six long screws on the bottom. (See Pic)

Read all these guides and watch all the videos, figure out how you want to
go about opening the Xbox 360. It is not rocket science.

Anandtech Guide

InformIT Guide

Xbox-Accessories Disassembly

Hydra's Guide to Making a CD Unlock Key
Textbook's Video

acDC's Video



http://www.xbox-accessories.com/instructions/images/open3.jpg
http://www.xbox-accessories.com/instructions/images/open15.jpg
http://www.anandtech.com/systems/showdoc.aspx?i=2610&p=2
http://www.informit.com/articles/article.asp?p=430626
http://www.xbox-accessories.com/instructions/disassemble360.html
http://www.clevermod.com/index.php?article=24
http://www.360mods.net/News/article/sid=58.html
http://video.google.com/videoplay?docid=2886649985510902277&q=open+xbox+360&hl=en
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Downloading The Firmware

The hacked firmware may be illegal under the DMCA, EUCD, or other
local, national, and international copyright laws. It contains portions of
Microsoft's copyrighted firmware and therefore cannot be linked to or
downloaded publicly. Do not request the firmware on any forums because
you will most likely be banned. Use Xbins. Xbins is an IRC channel and
FTP server that hosts Xbox and Xbox 360 mod files.

If you have never used Xbins before, the easiest method is to use Ground
Zero’s automated Xbins downloader.

Download and run the xbins.exe file. It will ask you where you want to save
the files, choose your desktop. Now, go into the “Xbins” folder on your
desktop and run the .bat file. The program will connect to the IRC channel,
message the bot, and connect to the FTP server. When FileZilla opens
you should see the local Downloads folder on your left and the Xbins FTP
server on your right.

fZ FileZilla - Connected to distribution.xbins.org

Fle Edit Transfer View Queue Server Help
&- QB &R ®
Address: User: | Password: - Port: v
|Command: LIST -
Response 150 Opaning ASCIl mode data connection for directory listing
Respo 226 Transfer complete
Dwectory listing successful M
+ | Remote Site: |f‘ ¥
Filesize = Filetype Last Modifie S e DA
) Maximus-Gary... File Folder 10/6/2006 1 | =¥BOX F':e Fﬁ” os/2272
B MaximusGary... SMB WinRAR archive  10/13/2006 | =0"BOX 360 F¥e Powder 09/14/2
Your Computer Xbins
e 2l i8S &
1 folder and 1 file with 4701707 bytes. 2 folders.
Local Filename Size  Directon = Remote Filename Host Status
£ >
Ready @

The hacked firmware can be found in:
/IXBOX 360/firmware/hacked firmware/Beng VAD6038/

Simply drag the “Beng.iXtreme.vl1.4.rar” file over to the left side of FileZilla
and wait for it to finish downloading.


http://www.360mods.net/Downloads/details/id=29.html
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iPrep (USB Flash Drive)

The following process will set up a bootable USB flash drive with everything
necessary to read your original firmware and write the hacked firmware
onto the drive. We will use iPrep to automatically detect your SATA port,
format the USB drive, and copy the required DosFlash and hacked
firmware files onto it.

First, you need to make sure Microsoft .NET Framework v2 is installed. It
Is needed for iPrep to run. If you do not have this installed, you will be
prompted to download and install it.

Second, you need to make sure the drivers for your SATA chipset are
installed. Use either the CD that came with your computer/SATA card, or
use the manufacturer’s web site to install the latest drivers. The latest
drivers for VIA chipsets and Windows XP are here.

Once you have that taken care of, you can download and install iPrep.
Klutsh updates iPrep frequently, the latest version is always available on
his website at http://www.x-projects.org or on xbins in:

/IXBOX 360/firmware/firmware tools/iPrep 101/

The download is in the form of a RAR archive. Use WInRAR to extract all
the files to a new folder and run the installer to install iPrep.

Next we will update Firmtool to the newest version which is 1.2. There are
many improvements from 1.1 to 1.2 so it is recommended to update before
formatting your drive with iPrep and flashing.

To do this, download Firmtool 1.2 from here and extract the
“firmtoolvl.2.rar” file. Then replace the “firmtool.exe” file in the folder below
with the new one from the rar file.

C:\Program Files\X-Projects\iPrep 101\Resources\Tools

Since the firmtool.exe already exists, Windows should ask you if you want
to replace the existing file with the new one — click Yes.

Now run the program. The first thing you want to do is check for updates.


http://filehippo.com/download_dotnet_framework_2/
http://www.viaarena.com/Driver/v-raid_v560a.zip
http://www.x-projects.org/
http://caster420.360mods.net/firmtoolv1.2.rar
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. ' | Load Fimware |
Yersion:

MDS:
SATA Info

Patch MTEFlath

DosFlash compatible only
I'- ."I D Hast Controller |__'d

| Switch to IDE Based Contiollers |

Destination
T arget Diive: 1) B

Formnasl/ M ak & dewies Bool shils

Prepare Destination

It should find an updated definitions file. Choose “Yes” to install it.

| Update Status A

By & new bxDef xml is available
\‘) Install it now?

Hit the “Load Firmware” button on iPrep.
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W iPrep 101 v006 ™ &
Ele Options Tools Help

ilreme Firmweare

Sarmsung iirems Fifrware

.Uﬂti-:m:

MD5;
Benl i<treme Firmware

Version:
MDS:

SATA Infio
[_] Patch MTEFlash

MTKFlash and DosFlash compatible
(VI VT6421 RAID Controlle v
| Switchto IDE Based Contiollers |

Destination :
Target Diive: [HV (v |
] Format/Make device bootable

Donate to #-Frojects

PoyPar | Prepare Destination

When you hit this button, a “Load iXtreme” window should open for you to
browse for the iXtreme firmware. Browse and open the:

“Bengq.iXtreme.vl.4.rar” file
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“Luad iXtreme Firmware

My Documents
My Computer
. File narme: _Benq. Ptreme. vl drar E
My Metwork Files of type: :lxtreme Furmware [ ban, =.rar) B

You should then get a series of messages confirming that iPrep has found
the iXtreme firmware files inside the rar, the first one will be for the NON-
STEALTH version, click No.

<2 Found Ben®) idtreme v1.4 -
\') Do you wank bo use this file?

iIPrep will continue loading the firmware, click Yes to choose the speed that
you would like to use. (2x, 5x, 8x, or 12x)

Found Ben DEreme v1.4 - 8x
Do you want o use this file?

7 T
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There is no “right” firmware to use here, it is matter of preference. Normal
speed is 12x, the slower versions are quieter but the trade-off is longer load

times. Itis up to you to choose the one you want or you can simply go with
12x and there will be no change from normal.

'iPrep 101 v006 mE x|
CHle Options ook Help |

Ptreme Furnwate
S amsung i<treme Firmware

Version:

D5

Benl iheme Frrmware

\Firmware\Bend-CFW.bin

Wersion: Benl =<treme 1.1 rev2 - Bx
MDS: 3488803E4D 34BB0E ICEDAESFBTR20E 71

SATA Info

MTEFlash and DosFlash compatible
VIAVT6421 RAID Controller v

4 | SwitchtoIDE Based Contiolers |

D estination
Target Dinve: | H:\, v| 5
Farmat/Make device bootable
Donate to ¥-Projects
—— 3 Prepare Destnation

1. Confirm that your SATA chipset is selected in the dropdown menu.
You can click the “Switch to IDE/SCSI Based Controllers” button to
detect your SATA chipset.

2. Select your USB flash drive from the drop-down list. Check the box
to Format the flash drive and make it bootable. Remember to get any
important data off the flash drive first, it will be erased!

3. Click “Prepare Destination”.

If everything goes smooth you should get a “Preparation Complete”
message.
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Xbox 360 and PC Connections

Power off your PC and Xbox 360. Make sure the Xbox 360 power cable
and video cable are both plugged in. You do not need to hook up the video
to a TV, but it does have to be plugged into the back of the Xbox 360.

The Xbox 360 uses a floating point ground. Your PC uses a “true earth”
ground. This difference can cause excess voltage to travel through your
SATA cable and potentially damage your Xbox 360 DVD drive or PC
Motherboard / SATA card. Remedy this problem by connecting the Xbox
360’s ground to the PC’s ground. The easiest way to do this is by using a
“croc clip wire” and connecting the Xbox 360 metal casing to your PC’s
metal case. You can use anything conductive to connect the Xbox 360
case to the PC case - you could just tape some bare/stripped wire to each,
or even just set the Xbox 360 next to the PC so that they are touching.

Many people have flashed their drives completely ignoring this
recommendation. The possibility of damaging something by ignoring this
step is rare, but still possible. So, you could say grounding the PC and 360
together isn’'t absolutely necessary, but it is recommended. If you have the
ability to do so, it is safest to take the time to do it.

Disconnect all other drives in your PC. You should disconnect all hard
drives and DVD drives so they do not get accidentally flashed with the
hacked firmware. Disabling these devices in your BIOS may not work, so
physically unplugging them is the best solution.



X1 GIVIPIA

Booting From USB

You will need to configure your computer’s BIOS to boot from USB. Not all
computers or BIOSes support booting from USB. Since all BIOSes are
different, | can’t give you word-for-word instructions for doing this part.
Your best chance of figuring out if your BIOS can boot from USB, and how
to check the settings is to use a search engine and search your
motherboard model number and terms like “USB boot”. Generally, the
steps you need to follow should be similar to something like this:

When you power up your computer, you should see somewhere telling you
to “Press [key] to enter setup”

fard Nodular BIOS 6. 000G, An Encrgy Star Ally
Copyright (C) 1904-2001. Msard Sof tware, Inc.

b 19-000E For KT-333 POR Chipast

Rain Processor @ Unknow CMU Type 2130MM2(130x16.00,F38 266
Femory Testing @ SZ24208K OX
bRnn CLX @ XRe Type
Frimary Master @ PXTOR GLOAOJZE W3, 0500
Primary Slave ! ASS CO-55200n 1.4K
Socondary Mazter | Mone
Secondary Slave @ None

12 DEL to enter SETUF. ALT+FZ to eater MUDFLASH
190 2002 - UTEM 7 - 02 3 -G LUTVAI C -~

In this example, the key to hit is DEL (delete). So hit whatever key it's
telling you and you may see something like these following pictures.

For my particular BIOS, | need to go Advanced BIOS Features > Boot
Sequence, and then | can select the flash drive as the primary boot device.
F10 to save and exit, which should work with all BIOSes.
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CMOS Setup Utility - Copyright (C) 198%-2004. American Megatrends. Inc.

standard CHOS Features » Cell Menu
fidvanced BIOS Features Set Supervisor Password
Advanced Chipset Features Set User Password
Power Management Features Load Optimized Defaults
PHP/PCI Configurations Load High Performance Defaults
Integrated Peripherals Save & Exit Setup
PC Health Status Exit Vithout Saving
Tles:Hove Enter:Select +/-/:Ua llll!'- F10:Save ESC:Exit Fl1:General Help
F? :Load Fail-Safe Defaults
Set Boot Devices. Floppy function ...

wB2.58 (C)Copyright 1985-2004. American Megatrends. Inc.

CHOS Setup Utility - Copyright (C) 1985%-2004. American Megatrends. Inc
fdvanced BIOS Features

Hr‘lp Iten
Quick Boot [Disabled]
Full Screen Logo Display [Enabled] Specifies the
Boot Sector Virus Protection [Disabled] Boot Device
¢ Boot Sequence [Press Enterl Priority sequence.
Boot Up Mum-Lock LED [Onl
Halt on Eeyboard Error [Disabled]
Boot to 05/2 For DRAN > H4HB [Nol
APIC Interrupt Hode [Enabled]
HPS Revision [1.4]

Tles:Hove Enter:Select +/-/:Ualue F10:S5ave ESC:Exit Fl:Gemeral Help
F? :Load Fail-Safe Defaults
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CHOS Setup Utility - Copyright (C) 1985-2004. American Megatrends. Inc.
Boot Sequence

Ist Boot Device [USB:Kingston D] Help Iten
2nd Boot Device [CD/DUD:SH-LITE]l ¢}
Ird Boot Device (HDD : PH-5T 316021 Specifies the boot
Boot From Other Device [Yesl] sequence from the
it ior vailable devices.
PH-ST 3166212 device enclosed in
HDD: PS-4 D1 |B-00GUA renthesis has been
USB:Kingston DataTraveler sabled in the

{ N DUDRU SHU- 18 rresponding type

Tles:Hove Enter:Select +/-/:Ualue F10:Save ESC:Exit Fl:General Help
F6:Load Optinized Defaults F? :Load Fail-Sale Defaults

CHOS Setup Utility Copyright (C) 1985-2004. fmerican Megatrends. Inc.
Boot Sequence

Ist Boot Device [USB:Kingston DI Help Item
Znd Boot Device [CD/DUD:SH-LITE]

drd Boot Device [HDD : PH-5T 316021 Jpecilfies the boot
Boot From Other Device [Yes] sequence from the

available devices.

1 enclosed in
is has been
Save confliguration changes and exit setup? in the
ding type

[0K] [Cancel]

Tl :Nove Enter:Select +/-/:Ualue F10:5ave ESC:Exit Fl:General Help
Fb:Load Optimized Defaults F? :Load Fail-Safe Defaults
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Flashing The Drive (USB)
Reading The Original Firmware
Connect the SATA cable from the 360 to your PC / SATA card, then turn on

your PC and boot from the USB flash drive into DOS. The Xbox 360
should still be off at this point.
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Enter y to accept the iPrep Terms of Use.

projects .orgl

This iPrep Boot Disk is a collection of MSDOS applications that allow you to
re-— h an ¥hox 3 amsung andsor BenQ DUD drive.
The Disk cannot be used For any other type of DUD drive.

A-Projects take no responsibility for any damage that may be caused
to your PCrRbox 368 through the use these scriptssprograms.

Do you agree? [Y¥Y-N]
E,I
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Type in the following command, using your Xbox 360 serial number found
on the back of the Xbox 360 case.

(we’ll use the serial number 1234567 12345 as an example)

dBen 1234567 12345 [press enter]

iPrep Boot Dizk vB.8.5

-—[x—projects.orgl—

BenQ Usage:
To read Firmware and make a hacked Firmware ready for flashing:
dBen V—digit serial 5—digit serial
e.g. dBen 1234567 61885

flash Firmuvare:
fFBen 7-digit serial S5-digit szerial
e.g. fBen 1234567 61885

Samsung Usage:
To read Firmware and make a hacked Firmware ready for flashing:
dSam 7-digit serial S5-digit serial
e.g. dSam 1234567 61885

o flash Firmware:
fSam ?—digi rial 5-digit szerial
e.g. fSam 1234567 61885

H:“>dben 1234567 12345

Follow the prompts on the screen, make sure your 360 is OFF and press
any key to continue. Press Y to resend the MTK Vendor Intro.

LR R R R R R R R R R R R R R R R AR R R e
nsure your BenQ@ DUD drive is tuwned OFF
;2 any key to continue . .
ﬁliﬂﬂlﬂlﬂﬂlﬂlﬂﬂlﬂlﬂﬂﬁﬂﬂﬂﬁﬂﬂiﬂﬂlﬂiﬂiﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂ#ﬂﬂﬂ#ﬂﬂﬂ#ﬁﬂﬂﬂﬁﬂﬂﬂﬁﬂﬂﬂﬁ
For the following steps, vyou need to:
5 ?EJ to resend the MITK vendor intro command
the drive,. wait for status to change to D1

turn ubP the derive for 2 seconds

Turn ON the drive, reading should
HMTK Uendor» Intro [ ailed on port @
you should turn rh& drive off and

e Turn on the Xbox 360 and wait 2 or more seconds, status toggles
between 0x51 and OxD1.

e Turn off the Xbox 360 and wait 2 or more seconds, status will stay at
OxD1.

e Turn on the Xbox 360, you should get a good drive status 0x73 and
reading should begin automatically.
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All 4 banks should read OK and you should get a “Reading finished!”
message with a Datasum.

HTK Uendor Intro failed on powrt @BxCCAB. If you choose to resend the command
you should turn the drive off and on after you pressed "Yes'.

Do you want to reszend the command until the drive responds (YANXT y

Status Bx73

Reading Bank 8. ..0K*?

Reading Bank 1...0K?
Reading Bank 2...0K?
Reading Bank 3...0Kt
Reading finished? Datasum: 8216

Firmtool will then run automatically to create the hacked firmware...

Drive Key: 1517BF23FC8E64157E12B18C?A622D53

Original Firmware Uerszion: BenQ UADGA3B-64930C
idtreme Firmware Uersion: Ben@ UAD&A3E-64938C

Drive sepial L.u],:u.t_ﬂ

Your iXtreme firmwvare iz now ready to be flashed?

Ready to »un fBen 1234567 12345

If you get a message from Firmtool power off the 360 and
proceed to the flashing page. If you get any red error messages DO NOT
proceed with flashing.
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Firmtool Errors

Sometimes there are problems. If your firmware dump is not the
correct size, does not contain a valid key, or does not contain a valid
drive version, FirmTool will abort. If you get something like any of
these pictures, DO NOT PROCEED WITH FLASHING! Doing so
may brick your Xbox 360 and leave you without a valid drive key.
Something is wrong. Make sure you have unplugged all other drives
in your PC and try starting this tutorial over again.

INVALID DRIVE SERIAL

B3 C:\WINDOWS\system32icmd.exe =g
B

Drive Key: DEBS2?375E33FAA1CCSFACS262APAI?BF

Original Firmware Uersion: BenQ UADGAIE-64938C
idtreme Firmware Uersion: BenQ UADGA3E-6423AC

« SUCCESS e
Drive key copied.
BenQ Drive Serdial, SFFBO-FFFF, not valid. Missing ‘Wisely Loves Lan’ string.
our iXtreme firmuvare is now ready to be flashed?

Ben iltreme vl.1l firmware created: beng—ix_bin

Press any key to continue . . .

ORIG.BIN IS WRONG SIZE

B3 C:\WINDOWS\system32icmd.exe =g
B

BenQ idtreme vl.l firmware created: beng—ix.hin
-3oE-Jof- oo - Jof - oo - Jof- oo - Jof - oo Jof- oo Jof- oo -Jof- oo Jof- oo Jof- ook ek ef- ek -k eSS

Press any key to continue . . .

NO VALID KEY IN ORIG.BIN



ey Check locates the key hy comparing the all bytes of the key against
he other hytes in the 16 byte key. If there are more than 6 identical
ytesz in the 16 byte key. it moves to the next logical key location in
ey block. If all of the key locations have more than 6 identical

5, then it will respond with a valid key not found.

f irmtool also checks the key place holders of Samsung fivmware. If
here iz an incorrect hbyte in these place holders, it will also result
in this error.

PFlease check the key range of orig_bin.

ey block not copied — ABORTIMNGT??

Again, your screen should match the screenshot below before
proceeding:

B3 C:\WINDOWS\system32icmd.exe =g
B

Drive Key: B3FB5BA5B17DO547685C3BBAASD1BIYF?Y

Original Firmware Uersion: BenQ UADGAIE-64938C
idtreme Firmware Uersion: BenQ UADGB3IB-64930C

SUCCESS e
Drive key copied.
Drive serial copied.

our iXtreme firmuare iz now ready to be flashed?

BenQ iXtreme vl.l firmware created: beng—ix.hin

ress any key to continue .
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Flashing The Hacked Firmware

After reading the original firmware and firmtool has completed successfully,
you can proceed to flashing the hacked firmware. You should not need to
restart your PC in order to flash, but you will need to power off the Xbox
360.

Type in the following command, using your Xbox 360 serial number found
on the back of the Xbox 360 case.

(we’ll use the serial number 1234567 12345 as an example)

fBen 1234567 12345 [press enter]

H:=~>fben 1234567 12345

ELE LR R R KRR R R LR R R R R AR R R R R R KRR R R R R R R R R R R R R
Enszure your BenQ@ DUD drive is turned OFF

Preszs any key to continue .
H“ﬂﬂH“ﬂﬂH“ﬂﬂH“ﬂﬂu“ﬂﬂH“ﬂﬂH“ﬂﬂH“ﬂﬂ#“ﬂﬂ#“ﬂﬂﬂuﬂﬂ#“ﬂﬂﬂ“ﬂﬂﬂ“ﬂﬂﬂ“ﬂﬂﬂ“ﬂﬂﬂuﬂﬂﬂ“
For» the following steps,. vou need to:

Press YES to resend the MTK vendor intro command

Turn ON the d 2, erasing should start

If status starts to change he D1 and 51, tuen OFF deive for 2 seconds.
then turn ON the drive, erasi ould start

MIK Vendor Intro Failed on po ¢ If yo =h e tn resend the command
you should turn the drive off and t y

Do you want to resend the command until the drive responds \?/N AT

Following the prompts on the screen, make sure your 360 is OFF and
press any key to continue. Press Y to resend the MTK Vendor Intro.

e Turn on the Xbox 360 and wait 2 or more seconds, status toggles
between 0x51 and 0xD1.

e Turn off the Xbox 360 and wait 2 or more seconds, status will stay at
OxD1.

e Turn on the Xbox 360, you should get a good drive status 0x73 and
erasing should begin automatically.
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HTK Uendor Intro failed on port BxCCAA. If you choose to resend the command
you should turn the drive off and on after you pressed "Yes".
Do you want to resend the command until the drive responds (YANHXT gy

Status Bx73
Erasing...0K?
Erasing finished?

You will then see this screen which tells you to power OFF the 360:

b HEHANINERHE NS HRR R ERERUR ansn Iy
ire vour Bend I o LLL: ad OFF
ress any key to continue

PR IR hi g st s egegiainipugid B igeRhRiRgaden B egih g Regudisifig g iibipegsdiSIRTERAOISY

IMPORTANT! You must power the 360 back ON before pressing any key
to continue.

If you press any key to continue with the 360 powered OFF (as instructed
to do on screen) it will immediately freeze attempting to write Bank 0. This
is a bug in iPrep 006 and will hopefully be resolved in a future release.

So power the 360 OFF, wait a few seconds, power it ON, wait a few
seconds, then press any key to continue.

iR RIRERRRTRAR IR RREIR IR R R R R iR R R R AR RRRAR AR R R TRAR R RRCE IR IR R IR R RRCE R R AR R R RAR R
En"utP your Ben@ DUD drive is turned OFF
Press any key to continue

HEBBURHBERUHERHBHEHBERNEE AR B NN HRN BB RN R RN
For the following steps, vyou need to:
Press YES to IEand the MTK vendor intro command

Tu ON the deive, flashing should staxt
Uriting Bank B...0K!

Uriting Bank 1.. _l:ll{’.'

Writing Bank 2...0K?

Writing Bank 3...0K?

Writing finished? DataSum: 8216

Writing should begin as soon as you press any key to continue with the 360
already powered ON. All 4 banks should write OK and you should get a
“Writing finished!” message with a Datasum.
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iPrep (NTFS4DOS CD)

The following process will set up an NTFS partition (your Windows hard
drive) with everything necessary to read your original firmware and write
the hacked firmware onto the drive. One thing you should realize before
starting is that NTFS4DOS has been known to have some problems with
partitions larger than 32gb. You can try going ahead and using your large
partition, but if you experience problems or just want to make sure it will
work, you should make a small, logical, primary partition using something
like Partition Magic or a Gparted live cd. We will use iPrep to automatically
detect your SATA port and copy the required DosFlash and hacked
firmware files onto it.

First, you need to make sure Microsoft .NET Framework v2 is installed. It
Is needed for iPrep to run. If you do not have this installed, you will be
prompted to download and install it.

Second, you need to make sure the drivers for your SATA chipset are
installed. Use either the CD that came with your computer/SATA card, or
use the manufacturer’s web site to install the latest drivers. The latest
drivers for VIA chipsets and Windows XP are here.

Once you have that taken care of, you can download and install iPrep.
Klutsh updates iPrep frequently, the latest version is always available on
his website at http://www.x-projects.org or on xbins in:

/IXBOX 360/firmware/firmware tools/iPrep 101/

The download is in the form of a RAR archive. Use WIinRAR to extract all
the files to a new folder and run the installer to install iPrep.

Next we will update Firmtool to the newest version which is 1.2. There are
many improvements from 1.1 to 1.2 so it is recommended to update before
formatting your drive with iPrep and flashing.

To do this, download Firmtool 1.2 from here and extract the
“firmtoolvl.2.rar” file. Then replace the “firmtool.exe” file in the folder below
with the new one from the rar file.

C:\Program Files\X-Projects\iPrep 101\Resources\Tools


http://gparted-livecd.tuxfamily.org/
http://filehippo.com/download_dotnet_framework_2/
http://www.viaarena.com/Driver/v-raid_v560a.zip
http://www.x-projects.org/
http://caster420.360mods.net/firmtoolv1.2.rar

\
| \ | ®-
368WI0Ds
Since the firmtool.exe already exists, Windows should ask you if you want

to replace the existing file with the new one — click Yes.

Now run the program. The first thing you want to do is check for updates.

" =iPrep 101 V006

|
YWersion:

MDS:

Benl ireme Firmware

Yersion:

MDS5:

SATA Info

Halch Ly

DosFlash compatible only

SCSI/RAID Host Controller

(]

| Switch to IDE Based Controllers |

Destination -
Taiget Dave: | A\ f:]

Donate to #-Projects
PayPar

Frepare Destination

It should find an updated definitions file. Choose “Yes” to install it.

I.Upddte Status A

b d A new ixDef.xml is available
W) Install it now?
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Updﬂte Status

- | ) ixDef, xml v8 installed.

Hit the “Load Firmware” button on iPrep.
L iPrep 101 v006 M= x|
Ble Options Tocls Help

lreme Firmware
Samsung Freme Firmsars

'vmm
MDE:

Benl) itreme Firmware
Lioad Firrmweare

Wetsion:
MD5:

SATA Info
[] Palch MTKFlash

MTEFlash and DosFlash compatible
VA VTB421 RAID Controller v]

|  Switchito IDE Based Controlless |

Destination
Target Dirive:

B v

] Fomat/Make device bootable

Donate to X-Projects
il

| Prepare Destination

When you hit this button, a “Load iXtreme” window should open for you to
browse for the iXtreme firmware. Browse and open the:

“Bengq.iXtreme.vl.4.rar” file
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“Luad iXtreme Firmware

My Documents
My Computer
. File narme: _Benq. Ptreme. vl drar E
My Metwork Files of type: :lxtreme Furmware [ ban, =.rar) B

You should then get a series of messages confirming that iPrep has found
the iXtreme firmware files inside the rar, the first one will be for the NON-
STEALTH version, click No.

<2 Found Ben®) idtreme v1.4 -
\') Do you wank bo use this file?

iIPrep will continue loading the firmware, click Yes to choose the speed that
you would like to use. (2x, 5x, 8x, or 12x)

Found Ben DEreme v1.4 - 8x
Do you want o use this file?

7 T




\
o pa 'u,‘ i\ P
X1 VIO
There is no “right” firmware to use here, it is matter of preference. Normal
speed is 12x, the slower versions are quieter but the trade-off is longer load

times. Itis up to you to choose the one you want or you can simply go with
12x and there will be no change from normal.

I iPrep 101 v006 ™ =)< |
File  Options Tools  Help |

Phreme Fumwate
S amsung istreme Firmwarne

Versiorn:

MD5:

Bend pitreme Fumware

\Firmware\Ben-CFW.bin

Yersion: Benl #treme 1.1 rev - Bx

MDS5: 3488803E4D34BE0E 3CEDJEBFBTE20E T

SATA Info

MTEFlash and DosFlash compatible
VIAVTE421 RAID Controller v|

4 | SwitchtoIDE Based Contiolers |

D estination
Target Diive: | C:\ v

2

Donate to ¥-Projects

—— 3 Prepare Destnation

1. Confirm that your SATA chipset is selected in the dropdown menu.
You can click the “Switch to IDE/SCSI Based Controllers” button to
detect your SATA chipset.

2. Select your NTFS partition.

3. Click “Prepare Destination”.

If everything goes smooth you should get a “Preparation Complete”
message.

Download the NTEFS4DOS 1SO and burn it to a blank CD-R using any
recording software capable of burning ISO files. (IMGBurn)



http://www.360mods.net/tutorial/NTFSDOS.iso
http://fileforum.betanews.com/detail/ImgBurn/1128426215/1

360W0DS
Xbox 360 and PC Connections

Power off your PC and Xbox 360. Make sure the Xbox 360 power cable
and video cable are both plugged in. You do not need to hook up the video
to a TV, but it does have to be plugged into the back of the Xbox 360.

The Xbox 360 uses a floating point ground. Your PC uses a “true earth”
ground. This difference can cause excess voltage to travel through your
SATA cable and potentially damage your Xbox 360 DVD drive or PC
Motherboard / SATA card. Remedy this problem by connecting the Xbox
360’s ground to the PC’s ground. The easiest way to do this is by using a
“croc clip wire” and connecting the Xbox 360 metal casing to your PC’s
metal case. You can use anything conductive to connect the Xbox 360
case to the PC case - you could just tape some bare/stripped wire to each,
or even just set the Xbox 360 next to the PC so that they are touching.

Many people have flashed their drives completely ignoring this
recommendation. The possibility of damaging something by ignoring this
step is rare, but still possible. So, you could say grounding the PC and 360
together isn’'t absolutely necessary, but it is recommended. If you have the
ability to do so, it is safest to take the time to do it.
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Flashing The Drive (NTFS4DOS CD)

Reading The Original Firmware

Turn on your PC and boot from the NTFS4DOS CD. After a while it
should say:

“Select from Menu [0123], or press [ENTER — Singlestepping (F8) is: OFF”

Hit the Enter key and you should see an NTFS for DOS logo screen with a
disclaimer. On this screen, please notice your drive letter that has been
mounted at the top. You will need to know this when typing in commands.

R Bl el m— Ml el

F o




0‘ P y \ 1 L]

121 GIVIEPIDAS
The disclaimer asks you if you are going to use this for private usage only,
please type in “Yes” without the quotes, and hit the Enter key.

m‘i' M !3'|!3 I“ .'-'i..- Mﬁ 4] .-1! B

F o

€ for commercial use:
p: A datapol .de/ntfsddos

Dos will start in your ram drive. You will need to mount your hard drive.

1] M :-..- ”! !! |] ’Hl -H L i3] E'I»

C. [press enter] < use the drive letter your hard drive was given

cd iPrep_101 [press enter]

If you get a message saying “chdir failed” it is because of the long directory
name. Type “dir” without the quotes and hit enter for a directory listing of
the C: drive. The iPrep_101 folder may show up as something like
IPREP_~2 or similar. So use that with the cd command.

N Bl e — F o o T mm L

Now that you are in the right directory, you can now connect the Xbox 360
to the PC using the SATA cable.
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This iPrep Boot Di ollection of MSDOE applications that allow you to
re—f1 an fhox 3 8¢ and-or BenQ DUD drive.
The Disk cannot he u any other type of DUD drive.

#-Proje e no responsibility for any damage that may be caused
to your ¥ 368 through the use these scripts/prograns.

Do you agree? [Y-/HI]
S‘I‘

Type in the following command, using your Xbox 360 serial number found
on the back of the Xbox 360 case.

(we’ll use the serial number 1234567 12345 as an example)

dBen 1234567 12345 [press enter]
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iPrep Boot Disk vB.8.5

[x=projects.orgl

BenQ® Usage:
To read Firmware and make a hacked Firmware ready for flashing:
dBen 7-digit serial 5-digit szerial
e.g. dBen 1234567 61885

flash Firmuware:
fBen ?—digit serial 5-digit serial
e.g. fBen 1234567 61885

Samsung Usage:
To read Firmware and make a hacked Firmware ready for flashing:
dSam V=digit serial 5-digit =zerial
e.g. dSam 1234567 61885
flash Firmuware:
fSam V?—digit serial 5-digit serial
e.g. FSam 1234567 61885

H:w>dben 1234567 12345

Follow the prompts on the screen, make sure your 360 is OFF and press
any key to continue. Press Y to resend the MTK Vendor Intro.

L8 RN R R R R R R R R R R R R R R R R R R R R R R R AR R R AR R R R R R R E R R R
En"UlP your BenQ@ DUD drive iz turned OFF

Press any key to continue .
Hllﬂﬂ#lﬁﬂiﬂIﬁﬁiﬂlﬂlﬂiﬂlﬂﬂﬂIﬂlﬂﬂlﬂlﬂ#lﬂlﬂﬂIﬂlﬂﬂlﬂlﬂﬂlﬂlﬂﬂlﬂlﬂﬂuﬂﬂﬂuﬂﬂﬂﬁuﬂﬂﬂuﬂﬂﬂuﬂﬂﬂ
For the Fnllnu1n4 steps, you need to:

Press YES to resend the MIK vendor intr»o command

Turn ON the driwv wait for status to change to D1

turn OFF the d» '.I.IJP for 2 seconds

Turn ON the drive, reading should stapt

HTK Uendor Intro Failed on port BxxCCAA. If you chnuﬂw tn 1e"end the command
you should turn the drive off and on after you pressed "Yes'.

Do you want to resend the command wuntil the deive t&“punﬁ‘ (Y AN

e Turn on the Xbox 360 and wait 2 or more seconds, status toggles
between 0x51 and 0xD1.

e Turn off the Xbox 360 and wait 2 or more seconds, status will stay at
0xD1.

e Turn on the Xbox 360, you should get a good drive status 0x73 and
reading should begin automatically.

All 4 banks should read OK and you should get a “Reading finished!”
message with a Datasum.
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HTK Uendor Intro failed on powrt BxCCAB. If you choose to resend the command
you should turn the drive off and on after you pressed "Yes'.

Do you want to resend the command until the drive responds (YANIT y

Status Bx73

Reading Bank 8...0Kt

Reading Bank 1...0K?
Reading Bank 2...0K?
Reading Bank 3...0K?
Reading finished? Datasum: 8216

Firmtool will then run automatically to create the hacked firmware...

Drive Key: 1517BF23FC8E64157E12B18C?A622D53

Original Firmware Uerszion: BenQ UADGA3B-64930C
ift i ersion: BenQ UADGB38-64938C

DI1UE key
Drive sepial L.u],:u.t_ﬂ

Your iXtreme firmwvare iz now ready to be flashed?

Ready to »un fBen 1234567 12345

If you get a message from Firmtool power off the 360 and

proceed to the flashing page. If you get any red error messages DO NOT
proceed with flashing.
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Firmtool Errors

Sometimes there are problems. If your firmware dump is not the
correct size, does not contain a valid key, or does not contain a valid
drive version, FirmTool will abort. If you get something like any of
these pictures, DO NOT PROCEED WITH FLASHING! Doing so
may brick your Xbox 360 and leave you without a valid drive key.
Something is wrong. Make sure you have unplugged all other drives
in your PC and try starting this tutorial over again.

INVALID DRIVE SERIAL

B3 C:\WINDOWS\system32icmd.exe =g
B

Drive Key: DEBS2?375E33FAA1CCSFACS262APAI?BF

Original Firmware Uersion: BenQ UADGAIE-64938C
idtreme Firmware Uersion: BenQ UADGA3E-6423AC

« SUCCESS e
Drive key copied.
BenQ Drive Serdial, SFFBO-FFFF, not valid. Missing ‘Wisely Loves Lan’ string.
our iXtreme firmuvare is now ready to be flashed?

Ben iltreme vl.1l firmware created: beng—ix_bin

Press any key to continue . . .

ORIG.BIN IS WRONG SIZE

B3 C:\WINDOWS\system32icmd.exe =g
B

BenQ idtreme vl.l firmware created: beng—ix.hin
-3oE-Jof- oo - Jof - oo - Jof- oo - Jof - oo Jof- oo Jof- oo -Jof- oo Jof- oo Jof- ook ek ef- ek -k eSS

Press any key to continue . . .

NO VALID KEY IN ORIG.BIN



ey Check locates the key hy comparing the all bytes of the key against
he other hytes in the 16 byte key. If there are more than 6 identical
ytesz in the 16 byte key. it moves to the next logical key location in
ey block. If all of the key locations have more than 6 identical

5, then it will respond with a valid key not found.

f irmtool also checks the key place holders of Samsung fivmware. If
here iz an incorrect hbyte in these place holders, it will also result
in this error.

PFlease check the key range of orig_bin.

ey block not copied — ABORTIMNGT??

Again, your screen should match the screenshot below before
proceeding:

B3 C:\WINDOWS\system32icmd.exe =g
B

Drive Key: B3FB5BA5B17DO547685C3BBAASD1BIYF?Y

Original Firmware Uersion: BenQ UADGAIE-64938C
idtreme Firmware Uersion: BenQ UADGB3IB-64930C

SUCCESS e
Drive key copied.
Drive serial copied.

our iXtreme firmuare iz now ready to be flashed?

BenQ iXtreme vl.l firmware created: beng—ix.hin

ress any key to continue .
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Flashing The Hacked Firmware

After reading the original firmware and firmtool has completed successfully,
you can proceed to flashing the hacked firmware. You should not need to
restart your PC in order to flash, but you will need to power off the Xbox
360.

Type in the following command, using your Xbox 360 serial number found
on the back of the Xbox 360 case.

(we’ll use the serial number 1234567 12345 as an example)

fBen 1234567 12345 [press enter]

H:=~>fben 1234567 12345

ELE LR R R KRR R R LR R R R R AR R R R R R KRR R R R R R R R R R R R R
Enszure your BenQ@ DUD drive is turned OFF

Preszs any key to continue .
H“ﬂﬂH“ﬂﬂH“ﬂﬂH“ﬂﬂu“ﬂﬂH“ﬂﬂH“ﬂﬂH“ﬂﬂ#“ﬂﬂ#“ﬂﬂﬂuﬂﬂ#“ﬂﬂﬂ“ﬂﬂﬂ“ﬂﬂﬂ“ﬂﬂﬂ“ﬂﬂﬂuﬂﬂﬂ“
For» the following steps,. vou need to:

Press YES to resend the MTK vendor intro command

Turn ON the d 2, erasing should start

If status starts to change he D1 and 51, tuen OFF deive for 2 seconds.
then turn ON the drive, erasi ould start

MIK Vendor Intro Failed on po ¢ If yo =h e tn resend the command
you should turn the drive off and t y

Do you want to resend the command until the drive responds \?/N AT

Following the prompts on the screen, make sure your 360 is OFF and
press any key to continue. Press Y to resend the MTK Vendor Intro.

e Turn on the Xbox 360 and wait 2 or more seconds, status toggles
between 0x51 and 0xD1.

e Turn off the Xbox 360 and wait 2 or more seconds, status will stay at
OxD1.

e Turn on the Xbox 360, you should get a good drive status 0x73 and
erasing should begin automatically.
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HTK Uendor Intro failed on port BxCCAA. If you choose to resend the command
you should turn the drive off and on after you pressed "Yes".
Do you want to resend the command until the drive responds (YANHXT gy

Status Bx73
Erasing...0K?
Erasing finished?

You will then see this screen which tells you to power OFF the 360:

b HEHANINERHE NS HRR R ERERUR ansn Iy
ire vour Bend I o LLL: ad OFF
ress any key to continue

PR IR hi g st s egegiainipugid B igeRhRiRgaden B egih g Regudisifig g iibipegsdiSIRTERAOISY

IMPORTANT! You must power the 360 back ON before pressing any key
to continue.

If you press any key to continue with the 360 powered OFF (as instructed
to do on screen) it will immediately freeze attempting to write Bank 0. This
is a bug in iPrep 006 and will hopefully be resolved in a future release.

So power the 360 OFF, wait a few seconds, power it ON, wait a few
seconds, then press any key to continue.

iR RIRERRRTRAR IR RREIR IR R R R R iR R R R AR RRRAR AR R R TRAR R RRCE IR IR R IR R RRCE R R AR R R RAR R
En"utP your Ben@ DUD drive is turned OFF
Press any key to continue

HEBBURHBERUHERHBHEHBERNEE AR B NN HRN BB RN R RN
For the following steps, vyou need to:
Press YES to IEand the MTK vendor intro command

Tu ON the deive, flashing should staxt
Uriting Bank B...0K!

Uriting Bank 1.. _l:ll{’.'

Writing Bank 2...0K?

Writing Bank 3...0K?

Writing finished? DataSum: 8216

Writing should begin as soon as you press any key to continue with the 360
already powered ON. All 4 banks should write OK and you should get a
“Writing finished!” message with a Datasum.
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iPrep (Floppy)

Quick warning about floppies. Lately, people have been bricking their
drives by using floppies. They are unreliable and can die mid-flash.
Sometimes the person is lucky and the bad flash recovery method can be
used to reflash the drive. Others needed to hotswap and use the bad flash
recovery. Floppies are old technology for a reason. They are very
unreliable. Please try to refrain from using a floppy. If you can use a
bootable USB stick or burn an NTFS4DOS CD, do that instead. If you
absolutely must use a floppy, use a new one!

The following process will set up a bootable floppy disk with everything
necessary to read your original firmware and write the hacked firmware
onto the drive. We will use iPrep to automatically detect your SATA port,
format the floppy, and copy the required DosFlash and hacked firmware
files onto it.

First, you need to make sure Microsoft .NET Framework v2 is installed. It
Is needed for iPrep to run. If you do not have this installed, you will be
prompted to download and install it.

Second, you need to make sure the drivers for your SATA chipset are
installed. Use either the CD that came with your computer/SATA card, or
use the manufacturer’s web site to install the latest drivers. The latest
drivers for VIA chipsets and Windows XP are here.

Once you have that taken care of, you can download and install iPrep.
Klutsh updates iPrep frequently, the latest version is always available on
his website at http://www.x-projects.org or on xbins in:

IXBOX 360/firmware/firmware tools/iPrep 101/

The download is in the form of a RAR archive. Use WInRAR to extract all
the files to a new folder and run the installer to install iPrep.

Next we will update Firmtool to the newest version which is 1.2. There are
many improvements from 1.1 to 1.2 so it is recommended to update before
formatting your drive with iPrep and flashing.

To do this, download Firmtool 1.2 from here and extract the
“firmtoolvl.2.rar” file. Then replace the “firmtool.exe” file in the folder below
with the new one from the rar file.


http://filehippo.com/download_dotnet_framework_2/
http://www.viaarena.com/Driver/v-raid_v560a.zip
http://www.x-projects.org/
http://caster420.360mods.net/firmtoolv1.2.rar

\
| \ | ®-
3660ons
C:\Program Files\X-Projects\iPrep 101\Resources\Tools

Since the firmtool.exe already exists, Windows should ask you if you want
to replace the existing file with the new one — click Yes.

Now run the program. The first thing you want to do is check for updates.

" Prep 101 V006

Yersion:

MDE

Benl ixlreme Firrmware
Yersion:

MDE

SATA Info

DosFlash compatible only

1D Hest Controller

SCSI/RA

[v]

| Swicho IDE Based Contiollers |

Deshination

Target Diive: | C:\ B

Donate to #-Projects —
e Prepare Destination

It should find an updated definitions file. Choose “Yes” to install it.

| pdﬂte Status A

2 & new bxDef.xml is available
\'4) Install it now?
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Updﬂte Status

- | ) ixDef, xml v8 installed.

Hit the “Load Firmware” button on iPrep.

| -

’g iPrep 101 v006
fle Options Tools Help

rerne Firmwears
Samsung treme Firmveare

5

Load Firmweare

Yerzion

MD5:

Benll i<treme Firmware
Load Firrmeeare

Yersion

MDE:

SATA Info
[] Patch MTEFlach

MTKFlash and DosFlash compatible
V14V TB421 RAID Controller v
|  Swichio IDE Based Contiollers |

Destination
Target Diive: [HERT (v

[ Fommat/Make device bootable

Dmd:_e InXﬂnieds

———— | Frepare Destination

When you hit this button, a “Load iXtreme” window should open for you to
browse for the iXtreme firmware. Browse and open the:

“Bengq.iXtreme.vl.4.rar” file
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“Luad iXtreme Firmware

My Documents
My Computer
. File narme: _Benq. Ptreme. vl drar E
My Metwork Files of type: :lxtreme Furmware [ ban, =.rar) B

You should then get a series of messages confirming that iPrep has found
the iXtreme firmware files inside the rar, the first one will be for the NON-
STEALTH version, click No.

<2 Found Ben®) idtreme v1.4 -
\') Do you wank bo use this file?

iIPrep will continue loading the firmware, click Yes to choose the speed that
you would like to use. (2x, 5x, 8x, or 12x)

Found Ben DEreme v1.4 - 8x
Do you want o use this file?

7 T




\
o pa 'u,‘ i\ P
X1 VIO
There is no “right” firmware to use here, it is matter of preference. Normal
speed is 12x, the slower versions are quieter but the trade-off is longer load

times. Itis up to you to choose the one you want or you can simply go with
12x and there will be no change from normal.

'iPrep 101 v006 mE x|
CHle Options ook Help |

Ptreme Furnwate
S amsung i<treme Firmware

Version:

D5

Benl iheme Frrmware

\Firmware\Bend-CFW.bin

Wersion: Benl =<treme 1.1 rev2 - Bx
MDS: 3488803E4D 34BB0E ICEDAESFBTR20E 71

SATA Info

MTEFlash and DosFlash compatible
VIAVT6421 RAID Controller v

4 | SwitchtoIDE Based Contiolers |

D estination
Target Dinve: | H:\, v| 5
Farmat/Make device bootable
Donate to ¥-Projects
—— 3 Prepare Destnation

1. Confirm that your SATA chipset is selected in the dropdown menu.
You can click the “Switch to IDE/SCSI Based Controllers” button to
detect your SATA chipset.

2. Select your floppy drive from the drop-down list. Check the box to
Format the floppy and make it bootable. Remember to get any
important data off the floppy first, it will be erased!

3. Click “Prepare Destination”.

If everything goes smooth you should get a “Preparation Complete”
message.
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Xbox 360 and PC Connections

Power off your PC and Xbox 360. Make sure the Xbox 360 power cable
and video cable are both plugged in. You do not need to hook up the video
to a TV, but it does have to be plugged into the back of the Xbox 360.

The Xbox 360 uses a floating point ground. Your PC uses a “true earth”
ground. This difference can cause excess voltage to travel through your
SATA cable and potentially damage your Xbox 360 DVD drive or PC
Motherboard / SATA card. Remedy this problem by connecting the Xbox
360’s ground to the PC’s ground. The easiest way to do this is by using a
“croc clip wire” and connecting the Xbox 360 metal casing to your PC’s
metal case. You can use anything conductive to connect the Xbox 360
case to the PC case - you could just tape some bare/stripped wire to each,
or even just set the Xbox 360 next to the PC so that they are touching.

Many people have flashed their drives completely ignoring this
recommendation. The possibility of damaging something by ignoring this
step is rare, but still possible. So, you could say grounding the PC and 360
together isn’'t absolutely necessary, but it is recommended. If you have the
ability to do so, it is safest to take the time to do it.

Disconnect all other drives in your PC. You should disconnect all hard
drives and DVD drives so they do not get accidentally flashed with the
hacked firmware. Disabling these devices in your BIOS may not work, so
physically unplugging them is the best solution.
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Flashing the Drive (Floppy)

Reading The Original Firmware

Connect the SATA cable from the 360 to your PC / SATA card, then turn on
your PC and boot from the floppy into DOS. The Xbox 360 should still be
off at this point.
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Enter y to accept the iPrep Terms of Use.

projects .orgl

This iPrep Boot Disk is a collection of MSDOS applications that allow you to
re-— h an ¥hox 3 amsung andsor BenQ DUD drive.
The Disk cannot be used For any other type of DUD drive.

A-Projects take no responsibility for any damage that may be caused
to your PCrRbox 368 through the use these scriptssprograms.

Do you agree? [Y¥Y-N]
E,I
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Type in the following command, using your Xbox 360 serial number found
on the back of the Xbox 360 case.

(we’ll use the serial number 1234567 12345 as an example)

dBen 1234567 12345 [press enter]

iPrep Boot Dizk vB.8.5

-—[x—projects.orgl—

BenQ Usage:
To read Firmware and make a hacked Firmware ready for flashing:
dBen V—digit serial 5—digit serial
e.g. dBen 1234567 61885

flash Firmuvare:
fFBen 7-digit serial S5-digit szerial
e.g. fBen 1234567 61885

Samsung Usage:
To read Firmware and make a hacked Firmware ready for flashing:
dSam 7-digit serial S5-digit serial
e.g. dSam 1234567 61885

o flash Firmware:
fSam ?—digi rial 5-digit szerial
e.g. fSam 1234567 61885

H:“>dben 1234567 12345

Follow the prompts on the screen, make sure your 360 is OFF and press
any key to continue. Press Y to resend the MTK Vendor Intro.

LR R R R R R R R R R R R R R R R AR R R e
nsure your BenQ@ DUD drive is tuwned OFF
;2 any key to continue . .
ﬁliﬂﬂlﬂlﬂﬂlﬂlﬂﬂlﬂlﬂﬂﬁﬂﬂﬂﬁﬂﬂiﬂﬂlﬂiﬂiﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂ#ﬂﬂﬂ#ﬂﬂﬂ#ﬁﬂﬂﬂﬁﬂﬂﬂﬁﬂﬂﬂﬁ
For the following steps, vyou need to:
5 ?EJ to resend the MITK vendor intro command
the drive,. wait for status to change to D1

turn ubP the derive for 2 seconds

Turn ON the drive, reading should
HMTK Uendor» Intro [ ailed on port @
you should turn rh& drive off and

e Turn on the Xbox 360 and wait 2 or more seconds, status toggles
between 0x51 and OxD1.

e Turn off the Xbox 360 and wait 2 or more seconds, status will stay at
OxD1.

e Turn on the Xbox 360, you should get a good drive status 0x73 and
reading should begin automatically.
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All 4 banks should read OK and you should get a “Reading finished!”
message with a Datasum.

HTK Uendor Intro failed on powrt @BxCCAB. If you choose to resend the command
you should turn the drive off and on after you pressed "Yes'.

Do you want to reszend the command until the drive responds (YANXT y

Status Bx73

Reading Bank 8. ..0K*?

Reading Bank 1...0K?
Reading Bank 2...0K?
Reading Bank 3...0Kt
Reading finished? Datasum: 8216

Firmtool will then run automatically to create the hacked firmware...

Drive Key: 1517BF23FC8E64157E12B18C?A622D53

Original Firmware Uerszion: BenQ UADGA3B-64930C
idtreme Firmware Uersion: Ben@ UAD&A3E-64938C

Drive sepial L.u],:u.t_ﬂ

Your iXtreme firmwvare iz now ready to be flashed?

Ready to »un fBen 1234567 12345

If you get a message from Firmtool power off the 360 and
proceed to the flashing page. If you get any red error messages DO NOT
proceed with flashing.
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Firmtool Errors

Sometimes there are problems. If your firmware dump is not the
correct size, does not contain a valid key, or does not contain a valid
drive version, FirmTool will abort. If you get something like any of
these pictures, DO NOT PROCEED WITH FLASHING! Doing so
may brick your Xbox 360 and leave you without a valid drive key.
Something is wrong. Make sure you have unplugged all other drives
in your PC and try starting this tutorial over again.

INVALID DRIVE SERIAL

B3 C:\WINDOWS\system32icmd.exe =g
B

Drive Key: DEBS2?375E33FAA1CCSFACS262APAI?BF

Original Firmware Uersion: BenQ UADGAIE-64938C
idtreme Firmware Uersion: BenQ UADGA3E-6423AC

« SUCCESS e
Drive key copied.
BenQ Drive Serdial, SFFBO-FFFF, not valid. Missing ‘Wisely Loves Lan’ string.
our iXtreme firmuvare is now ready to be flashed?

Ben iltreme vl.1l firmware created: beng—ix_bin

Press any key to continue . . .

ORIG.BIN IS WRONG SIZE

B3 C:\WINDOWS\system32icmd.exe =g
B

BenQ idtreme vl.l firmware created: beng—ix.hin
-3oE-Jof- oo - Jof - oo - Jof- oo - Jof - oo Jof- oo Jof- oo -Jof- oo Jof- oo Jof- ook ek ef- ek -k eSS

Press any key to continue . . .

NO VALID KEY IN ORIG.BIN



ey Check locates the key hy comparing the all bytes of the key against
he other hytes in the 16 byte key. If there are more than 6 identical
ytesz in the 16 byte key. it moves to the next logical key location in
ey block. If all of the key locations have more than 6 identical

5, then it will respond with a valid key not found.

f irmtool also checks the key place holders of Samsung fivmware. If
here iz an incorrect hbyte in these place holders, it will also result
in this error.

PFlease check the key range of orig_bin.

ey block not copied — ABORTIMNGT??

Again, your screen should match the screenshot below before
proceeding:

B3 C:\WINDOWS\system32icmd.exe =g
B

Drive Key: B3FB5BA5B17DO547685C3BBAASD1BIYF?Y

Original Firmware Uersion: BenQ UADGAIE-64938C
idtreme Firmware Uersion: BenQ UADGB3IB-64930C

SUCCESS e
Drive key copied.
Drive serial copied.

our iXtreme firmuare iz now ready to be flashed?

BenQ iXtreme vl.l firmware created: beng—ix.hin

ress any key to continue .
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Flashing The Hacked Firmware

After reading the original firmware and firmtool has completed successfully,
you can proceed to flashing the hacked firmware. You should not need to
restart your PC in order to flash, but you will need to power off the Xbox
360.

Type in the following command, using your Xbox 360 serial number found
on the back of the Xbox 360 case.

(we’ll use the serial number 1234567 12345 as an example)

fBen 1234567 12345 [press enter]

H:=~>fben 1234567 12345

ELE LR R R KRR R R LR R R R R AR R R R R R KRR R R R R R R R R R R R R
Enszure your BenQ@ DUD drive is turned OFF

Preszs any key to continue .
H“ﬂﬂH“ﬂﬂH“ﬂﬂH“ﬂﬂu“ﬂﬂH“ﬂﬂH“ﬂﬂH“ﬂﬂ#“ﬂﬂ#“ﬂﬂﬂuﬂﬂ#“ﬂﬂﬂ“ﬂﬂﬂ“ﬂﬂﬂ“ﬂﬂﬂ“ﬂﬂﬂuﬂﬂﬂ“
For» the following steps,. vou need to:

Press YES to resend the MTK vendor intro command

Turn ON the d 2, erasing should start

If status starts to change he D1 and 51, tuen OFF deive for 2 seconds.
then turn ON the drive, erasi ould start

MIK Vendor Intro Failed on po ¢ If yo =h e tn resend the command
you should turn the drive off and t y

Do you want to resend the command until the drive responds \?/N AT

Following the prompts on the screen, make sure your 360 is OFF and
press any key to continue. Press Y to resend the MTK Vendor Intro.

e Turn on the Xbox 360 and wait 2 or more seconds, status toggles
between 0x51 and 0xD1.

e Turn off the Xbox 360 and wait 2 or more seconds, status will stay at
OxD1.

e Turn on the Xbox 360, you should get a good drive status 0x73 and
erasing should begin automatically.
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HTK Uendor Intro failed on port BxCCAA. If you choose to resend the command
you should turn the drive off and on after you pressed "Yes".
Do you want to resend the command until the drive responds (YANHXT gy

Status Bx73
Erasing...0K?
Erasing finished?

You will then see this screen which tells you to power OFF the 360:

b HEHANINERHE NS HRR R ERERUR ansn Iy
ire vour Bend I o LLL: ad OFF
ress any key to continue

PR IR hi g st s egegiainipugid B igeRhRiRgaden B egih g Regudisifig g iibipegsdiSIRTERAOISY

IMPORTANT! You must power the 360 back ON before pressing any key
to continue.

If you press any key to continue with the 360 powered OFF (as instructed
to do on screen) it will immediately freeze attempting to write Bank 0. This
is a bug in iPrep 006 and will hopefully be resolved in a future release.

So power the 360 OFF, wait a few seconds, power it ON, wait a few
seconds, then press any key to continue.

iR RIRERRRTRAR IR RREIR IR R R R R iR R R R AR RRRAR AR R R TRAR R RRCE IR IR R IR R RRCE R R AR R R RAR R
En"utP your Ben@ DUD drive is turned OFF
Press any key to continue

HEBBURHBERUHERHBHEHBERNEE AR B NN HRN BB RN R RN
For the following steps, vyou need to:
Press YES to IEand the MTK vendor intro command

Tu ON the deive, flashing should staxt
Uriting Bank B...0K!

Uriting Bank 1.. _l:ll{’.'

Writing Bank 2...0K?

Writing Bank 3...0K?

Writing finished? DataSum: 8216

Writing should begin as soon as you press any key to continue with the 360
already powered ON. All 4 banks should write OK and you should get a
“Writing finished!” message with a Datasum.
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Toshiba-Samsung TS-H943A Tutorial

Video Tutorial Here



http://www.360mods.net/News/article/sid=58.html

360uWoDs

Opening The Xbox 360

The outer Xbox 360 “shell” is entirely screwless. Plastic friction tabs
hold the case together. There are many different tutorials for opening the
Xbox 360, with different methods. Here are some links to “opening the
Xbox 360" tutorials. | decided not to cover opening the Xbox 360 in this
tutorial since it is already long enough and there are many other tutorials
for opening the Xbox 360. Notes:

- The Anandtech guide says you need to use a Torx 12 screwdriver.
There is no such thing. You need a Torx 10 screwdriver.

- Removing the grey side grill on the hard drive side is a little tricky.
The first friction tab is actually inaccessible from the top holes in the
case, so you need to stick your screwdriver in the hole by where the
hard drive button is and unclip it. (See Pic)

- In order to push in the back clips, you can do one of two things. You
can use a thin metal object such as a precision flathead screwdriver /
bobby pin / paperclip OR you can make an opening “key” out of a CD
spindle case. The key would not work for me, it was too flimsy, but it
works for some people. You can also purchase an “unlock kit.”

- If all you want to do is just flash the firmware, you only need to
remove the six long screws on the bottom. (See Pic)

Read all these guides and watch all the videos, figure out how you want to
go about opening the Xbox 360.

Anandtech Guide

InformIT Guide

Xbox-Accessories Disassembly

Hydra's Guide to Making a CD Unlock Key
Textbook's Video

acDC's Video



http://www.xbox-accessories.com/instructions/images/open3.jpg
http://www.xbox-accessories.com/instructions/images/open15.jpg
http://www.anandtech.com/systems/showdoc.aspx?i=2610&p=2
http://www.informit.com/articles/article.asp?p=430626
http://www.xbox-accessories.com/instructions/disassemble360.html
http://www.clevermod.com/index.php?article=24
http://www.360mods.net/News/article/sid=58.html
http://video.google.com/videoplay?docid=2886649985510902277&q=open+xbox+360&hl=en
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There are currently two versions of the Samsung drive. The
hardware is identical, but there are different firmware revisions. The MS25
Is the easier drive to flash, but this firmware only appears on earlier
systems. The MS28 can be flashed, but you will need a VIA SATA chipset
or take a soldering iron to your drive and remove a resistor. Once you
have your Xbox 360 opened, check the sticker to see if your drive’s
firmware is MS25 or MS28, and follow the instructions below. If you have
an MS25 drive, just continue reading. If you have an MS28 drive, the
process is very similar to flashing an MS25. You will use the same
firmware, same iPrep settings, etc... The only difference is when you
actually read or write from the drive in DOS. You need to use a VIA brand
SATA chipset and the bad-flash recovery method. So follow these
instructions until you reach the “Flashing” section of this tutorial.

MS25 or MS28
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Downloading The Firmware

The hacked firmware may be illegal under the DMCA, EUCD, or other
local, national, and international copyright laws. It contains portions of
Microsoft's copyrighted firmware and therefore cannot be linked to or
downloaded publicly. Do not request the firmware on any forums because
you will most likely be banned. Use Xbins. Xbins is an IRC channel and
FTP server that hosts Xbox and Xbox 360 mod files.

If you have never used Xbins before, the easiest method is to use Ground
Zero’s automated Xbins downloader.

Download and run the xbins.exe file. It will ask you where you want to save
the files, choose your desktop. Now, go into the “Xbins” folder on your
desktop and run the .bat file. The program will connect to the IRC channel,
message the bot, and connect to the FTP server. When FileZilla opens
you should see the local Downloads folder on your left and the Xbins FTP
server on your right.

fZ FileZilla - Connected to distribution.xbins.org

Fle Edit Transfer View Queue Server Help
E- QS ER 2
Address: User: Password: Port: | v
|Command: LIST -
Response 150 Opaning ASCIl mode data connection for directory listing
Response 226 Transfer complete
Dwectory listing successful M
+ | Remote Site: |f‘ ¥
ﬂ Filename / Filesize Filetype Last Modifie St e DA
) Maximus-Gary. .. File Folder 10/6/2006 1 | =¥BOX F']Ie Fﬁ"r os/2272
B MaximusGary... SMB WinRAR archive  10/13/2006 | =0"BOX 360 F¥e Powder 09/14/2
Your Computer Xbins
e | |5 &
1 folder and 1 file with 4701707 bytes. 2 folders.
Local Filename Size Directon = Remote Filename Host Status
£ >
Ready @

The hacked firmware can be found in:
/IXBOX 360/firmware/hacked firmware/Toshiba-Samsung TS-H943/

Simply drag the “Samsung.iXtreme.1.4.rar” file over to the left side of
FileZilla and wait for it to finish downloading.


http://www.360mods.net/Downloads/details/id=29.html
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iPrep (USB Flash Drive)

The following process will set up a bootable USB flash drive with
everything necessary to read your original firmware and write the hacked
firmware onto the drive. We will use iPrep to hex-edit MTKFlash, format
the USB drive, and copy the files onto it.

First, you need to make sure Microsoft .NET Framework v2 is installed. It
Is needed for iPrep to run. If you do not have this installed, you will be
prompted to download and install it.

Second, you need to make sure the drivers for your SATA chipset are
installed. Use either the CD that came with your computer/SATA card, or
use the manufacturer’s web site to install the latest drivers. The latest
drivers for VIA chipsets are here.

Once you have that taken care of, you can download and install iPrep.
Klutsh updates iPrep frequently, the latest version is always available on
his website at http://www.x-projects.org or on xbins in:

/IXBOX 360/firmware/firmware tools/iPrep 101/

The download is in the form of a RAR archive. Use WInRAR to extract all
the files to a new folder and run the installer to install iPrep.

Next we will update Firmtool to the newest version which is 1.2. There are
many improvements from 1.1 to 1.2 so it is recommended to update before
formatting your drive with iPrep and flashing.

To do this, download Firmtool 1.2 from here and extract the
“firmtoolvl.2.rar” file. Then replace the “firmtool.exe” file in the folder below
with the new one from the rar file.

C:\Program Files\X-Projects\iPrep 101\Resources\Tools

Since the firmtool.exe already exists, Windows should ask you if you want
to replace the existing file with the new one — click Yes.

Now run the program. The first thing you want to do is check for updates.


http://filehippo.com/download_dotnet_framework_2/
http://www.viaarena.com/Driver/via_raid_v530c.zip
http://www.x-projects.org/
http://caster420.360mods.net/firmtoolv1.2.rar
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. ' | Load Fimware |
Yersion:

MDS:
SATA Info

Patch MTEFlath

DosFlash compatible only
I'- ."I D Hast Controller |__'d

| Switch to IDE Based Contiollers |

Destination
T arget Diive: 1) B

Formnasl/ M ak & dewies Bool shils

Prepare Destination

It should find an updated definitions file. Choose “Yes” to install it.

| Update Status A

By & new bxDef xml is available
\‘) Install it now?

Hit the “Load Firmware” button on iPrep.



v
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"= iPrep 101 v006
Fle Options Tools Help

i¥treme Fmware

Version:

MD5:
BenQ iXreme Firmware

Version:
MD5;

SATA Info

DosFlash compatible only
'SCSI/RAID Host Controler (]
|__Swichto IDE Based Cortrolers |

Destination
Target Dive: (C\  [v]

Donate to X-Projects
L

Prepare Destination

A “Load iXtreme” window should open for you to browse for the iXtreme
firmware. Browse and open the “Samsung.iXtreme.1.4.rar” you
downloaded from Xbins.
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i_uad"i"l'f reme Firmware

Lok in: | (3 tutorial ¥ O & e @

E - Samsung.treme. 1 .4.rar

My Recent
Documents

Desktop

File name: Samsung.ixtreme. 1 4.rar t]

by Metwork Filez of type: Ptreme Firrmeeare [~ bin, =.rar) |E]

You now have a choice between different read speed firmwares. There are
four available options. There is a firmware that reads backups at 2x speed,
5x speed, 8x speed, and 12x speed. There is no “right” choice, it is purely
up to preference. 12x is the normal read speed of the drive. Higher
speeds are louder, and may have trouble reading backups if you have a
poor quality laser, burner, or media. Lower speeds are much quieter, and
may read better, but you will have slower load times. When | loaded the
firmware, it asked me in this order: 8x, 5x, 2x, 12x.

b d Found Samsung ixtreme v1.4 - 8x
Do you wank ko use this Ffile?

L ves || Mo

After loading the firmware of your choice:
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"™ iPrep 101 v006

Fie Options Tools Help
iXtreme Firmwane

Samsung iXreme Fimware
‘\Firmware'.5am-CFW bin

Version: Samsung iXireme v1.3 - fx
MD5: 2A58B6DE4FOEATFZEDETIAFBASTFACIA

BenQ iXtreme Firmware
Version:
MD5:

1 saTAInfo

|| Patch MTKHash

2 MTKFlash and DosFlash compatible

|__Swichto IDE Based Controllers_|
3

Destination
Target Dave:  H:\ [ﬂ

Format/Make device bootable

Donate to X-Projects
Prepare Destination

1. Select Patch MTKFlash

2. Select your SATA controller from the list. If you can not locate the
correct one in the drop-down list, hit the button below it to switch
between IDE/SCSI based controllers.

3. Choose the flash drive as the target drive and check the box to format
it and make it bootable.
Remember to get any important data off the flash drive first, it will be
erased!

4. Hit Prepare Destination

If everything goes smooth you should get a message saying “Preperation
Complete.”
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Xbox 360 and PC Connections

Power off your PC and Xbox 360. Make sure the Xbox 360 power cable
and video cable are both plugged in. You do not need to hook up the video
to a TV, but it does have to be plugged into the back of the Xbox 360.

The Xbox 360 uses a floating point ground. Your PC uses a “true earth”
ground. This difference can cause excess voltage to travel through your
SATA cable and potentially damage your Xbox 360 DVD drive or PC
Motherboard / SATA card. Remedy this problem by connecting the Xbox
360’s ground to the PC’s ground. The easiest way to do this is by using a
“croc clip wire” and connecting the Xbox 360 metal casing to your PC’s
metal case. You can use anything conductive to connect the Xbox 360
case to the PC case - you could just tape some bare/stripped wire to each,
or even just set the Xbox 360 next to the PC so that they are touching.

Many people have flashed their drives completely ignoring this
recommendation. The possibility of damaging something by ignoring this
step is rare, but still possible. So, you could say grounding the PC and 360
together isn’'t absolutely necessary, but it is recommended. If you have the
ability to do so, it is safest to take the time to do it.

Disconnect all other drives in your PC. You should disconnect all hard
drives and DVD drives so they do not get accidentally flashed with the
hacked firmware. Disabling these devices in your BIOS may not work, so
physically unplugging them is the best solution.
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Booting From USB

You will need to configure your computer’s BIOS to boot from USB. Not all
computers or BIOSes support booting from USB. Since all BIOSes are
different, | can’t give you word-for-word instructions for doing this part.
Your best chance of figuring out if your BIOS can boot from USB, and how
to check the settings is to use a search engine and search your
motherboard model number and terms like “USB boot”. Generally, the
steps you need to follow should be similar to something like this:

When you power up your computer, you should see somewhere telling you
to “Press [key] to enter setup”

fard Nodular BIOS 6. 000G, An Encrgy Star Ally
Copyright (C) 1904-2001. Msard Sof tware, Inc.

b 19-000E For KT-333 POR Chipast

Rain Processor @ Unknow CMU Type 2130MM2(130x16.00,F38 266
Femory Testing @ SZ24208K OX
bRnn CLX @ XRe Type
Frimary Master @ PXTOR GLOAOJZE W3, 0500
Primary Slave ! ASS CO-55200n 1.4K
Socondary Mazter | Mone
Secondary Slave @ None

12 DEL to enter SETUF. ALT+FZ to eater MUDFLASH
190 2002 - UTEM 7 - 02 3 -G LUTVAI C -~

In this example, the key to hit is DEL (delete). So hit whatever key it's
telling you and you may see something like these following pictures.

For my particular BIOS, | need to go Advanced BIOS Features > Boot
Sequence, and then | can select the flash drive as the primary boot device.
F10 to save and exit, which should work with all BIOSes.
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CMOS Setup Utility - Copyright (C) 198%-2004. American Megatrends. Inc.

standard CHOS Features » Cell Menu
fidvanced BIOS Features Set Supervisor Password
Advanced Chipset Features Set User Password
Power Management Features Load Optimized Defaults
PHP/PCI Configurations Load High Performance Defaults
Integrated Peripherals Save & Exit Setup
PC Health Status Exit Vithout Saving
Tles:Hove Enter:Select +/-/:Ua llll!'- F10:Save ESC:Exit Fl1:General Help
F? :Load Fail-Safe Defaults
Set Boot Devices. Floppy function ...

wB2.58 (C)Copyright 1985-2004. American Megatrends. Inc.

CHOS Setup Utility - Copyright (C) 1985%-2004. American Megatrends. Inc
fdvanced BIOS Features

Hr‘lp Iten
Quick Boot [Disabled]
Full Screen Logo Display [Enabled] Specifies the
Boot Sector Virus Protection [Disabled] Boot Device
¢ Boot Sequence [Press Enterl Priority sequence.
Boot Up Mum-Lock LED [Onl
Halt on Eeyboard Error [Disabled]
Boot to 05/2 For DRAN > H4HB [Nol
APIC Interrupt Hode [Enabled]
HPS Revision [1.4]

Tles:Hove Enter:Select +/-/:Ualue F10:S5ave ESC:Exit Fl:Gemeral Help
F? :Load Fail-Safe Defaults
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CHOS Setup Utility - Copyright (C) 1985-2004. American Megatrends. Inc.
Boot Sequence

Ist Boot Device [USB:Kingston D] Help Iten
2nd Boot Device [CD/DUD:SH-LITE]l ¢}
Ird Boot Device (HDD : PH-5T 316021 Specifies the boot
Boot From Other Device [Yesl] sequence from the
it ior vailable devices.
PH-ST 3166212 device enclosed in
HDD: PS-4 D1 |B-00GUA renthesis has been
USB:Kingston DataTraveler sabled in the

{ N DUDRU SHU- 18 rresponding type

Tles:Hove Enter:Select +/-/:Ualue F10:Save ESC:Exit Fl:General Help
F6:Load Optinized Defaults F? :Load Fail-Sale Defaults

CHOS Setup Utility Copyright (C) 1985-2004. fmerican Megatrends. Inc.
Boot Sequence

Ist Boot Device [USB:Kingston DI Help Item
Znd Boot Device [CD/DUD:SH-LITE]

drd Boot Device [HDD : PH-5T 316021 Jpecilfies the boot
Boot From Other Device [Yes] sequence from the

available devices.

1 enclosed in
is has been
Save confliguration changes and exit setup? in the
ding type

[0K] [Cancel]

Tl :Nove Enter:Select +/-/:Ualue F10:5ave ESC:Exit Fl:General Help
Fb:Load Optimized Defaults F? :Load Fail-Safe Defaults
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Flashing The Drive (USB)

This tutorial is for MS25 drives only, if you have an MS28, please click here
to follow the MS28 flashing procedure.

Reading The Original Firmware

Turn on your PC and Xbox 360 at the same time, and boot your PC from
the USB flash drive into DOS. When you reach the DOS command
prompt, plug the SATA cable into the Xbox 360 DVD drive, so that the drive
Is connected to your PC / SATA card.

Enter y to accept the iPrep Terms of Use.
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iPrep Boot Disk vB.8.5

[x—-projects.oryl

This iPrep Boot Disk is collection of MSDOE applications that allow you to
lach an Xbhox 368 zung andsor Bend DUD drive.
The Disk cannot be used for any other type of DUD drive.

¥-Projects take no responsibility for any damage that may be caused
to your PC/Zbox 368 through the use these scripts/programs.

Do you agree? [¥-H]
Y

Type in the following command, using your Xbox 360 serial number found
on the back of the Xbox 360 case.

(We'll use the serial number 1234567 12345 as an example)
dSam 1234567 12345 [press enter]

[x—projects.orgl—

BenQ Usage:
To read Firmware and make a hacked Firmware ready for flashing:
dBen ?-digit serial 5-digit serial
e.g. dBen 1234567 61885

1 Firmware:

jen P-digit serial 5-digit serial
. fBen 1234567 61885

Samsung Lge =

To » Firmware and make a hacked Firmware ready for flashing:
vam P-digit serial 5-digit serial

. dSam 1234567 61885

izh Firmware:
fSam P-digit serial S5-digit
.. fSam 1234567 61885
>dzam 1234567 12345

If you get errors like “Directory already exists” or “MKDIR failed...” don’t
worry. The batch file is trying to create a new folder but it's already there.

MTKFlash should run and your drive should be listed. If you see an item in
the list named “XTREME”, select that and it should make a backup of your
original firmware.
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Firmtool will now check if a valid key exists in both your original and hacked
firmware, and that they match.

If you get a message from Firmtool power off the 360 and
proceed to the flashing page. If you get any red error messages DO NOT
proceed with flashing.
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Firmtool Errors

Sometimes there are problems. If your firmware dump is not the
correct size, does not contain a valid key, or does not contain a valid
drive version, FirmTool will abort. If you get something like any of
these pictures, DO NOT PROCEED WITH FLASHING! Doing so
may brick your Xbox 360 and leave you without a valid drive key.
Something is wrong. Make sure you have unplugged all other drives

in your PC and try starting this tutorial over again.

ORIG.BIN IS WRONG SIZE

B C:\WINDOWS\system32\cmd.exe

BenQ idtreme vl.l firmware created: beng—ix.hin
-3oE-Jof- oo - Jof - oo - Jof- oo - Jof - oo Jof- oo Jof- oo -Jof- oo Jof- oo Jof- ook ek ef- ek -k eSS

Press any key to continue . . .

NO VALID KEY IN ORIG.BIN

B C:AWINDOWS\system32\cmd. exe

ey Check locatez the key by comparing the all buytes of the key against
i . If there are more than b6 identical

ytes in the 16 byte key, it moves to the next logical key location in
ey hlock. If all of the key locations have more than 6 identical
hytes,. then it will respond with a valid key not found.

firmtool also checks the key place holders of Samszsung firmware. If
here iz an incorrect byte in these place holders, it will also result
in this error.

Fleaze check the key range of orig_bin.

ey hlock not copied — ABORTING!*?
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Firmtool will also check your firmware version strings to make sure they
match. These must match or you could get error code 66 after flashing

your drive. If Firmtool asks if you want to copy the version string, type Y to
use the ms25 version strings from your original firmware.

s CAWINDOWS\system32\cmd.exe

Dyrive Key: ClBACSBBS65A5926C52BD51F71CEBGRS

Original Firmware Uersion: MS525
Hacked Fivmware Uersion: MS28 [iXTREMEL .4-5x]

Jo you want to spoof your idtreme Firmware to MS257 (Y- H>»:¥

Again, your screen should match the screenshot below before
proceeding:

= C:\WINDOWS\system32\cmd.exe
T Firnteol vi.2 by casterd: .
e e e o S VIR e mm=[36Bnods . nat J————m

Drive Key: C1BACSBES65A5226C528D51F71CESGRS

Original Firmuware Uersion: MS25
Hacked Firmware Uersion: MS528 [iXTREHEL.4-5x]

Do you want to spoof your iXtreme firmware to MS257 (Y- N):Y

P .
Drive version spoofed.

our hacked firmware is now ready to he
oo~ o~~~ o~~~ o~ o~ o - -~ - -

ittreme vi.4 firmware created: ixl4.hin
b D e

Press any key to continue . . .

Unplug the SATA cable from the 360 DVD drive, power-cycle the Xbox
360, and reboot your PC.
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Flashing The Hacked Firmware

When you're back into DOS, plug the SATA cable back into the Xbox 360
DVD drive.

Thiz iPrep Boot Disk a collection of MSDOS applications that allow you to
h an Xbox 36E m dsoy BenQ DUD drive.
The Disk cannot be for any other type of DUD drive.

#-Project e no responsibility for any damage that may be caused
to your P 368 through the use these scripts/sprograms.

Do you agree? [Y/N]
E‘I‘
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Type in the following command, using your Xbox 360 serial number that
you used with the dSam command.

fSam 1234567 12345 [press enter]

cv C:\WINDOWS\system32\cmd.exe - ab /x

iPrep Boot Dizk vB.8.5
x—projects .orygl

Ben Usage:
To read Firmware and make a hacked Firmware ready for flashing:
dBen 7-digit serial 5-digit serial
e.y. dBen 1234567 61885

o flash Firmware:
fBen ?7-digit serial 5-digit serial
e.gy. fBen 1234567 61885

Samsuny Usage :
To » irmuware and make a hacked Firmware ready for flashing:
8 digit serial 5—digit serial
Sam 1234567 61885

v Firmuware :
FEp

rial 5—digit serial
67 H1EA%
L67 12345

MTKFlash should run and your drive should be listed. If you see an item in
the list named “XTREME”, choose that. iPrep renames your SATA
controller to this when it creates the hexedited MTKFlash. Select the drive
from the list and it should flash your drive with the hacked firmware. It
should flash 4 banks. The 4™ bank may say something like Datasum, it is
normal. When it is done flashing, unplug the SATA cable from the 360
DVD drive, power off the Xbox 360, and power off your PC. Reconnect the
360 DVD drive to the 360 motherboard and test it.
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Backup Your Original Firmware!

Boot into Windows. Plug in your USB drive and find your Sam-OFW.bin
and Sam-CFW.bin in the BACKUPS folder. This is your Xbox 360 drive
firmware and needs to be kept safe! Make a copy of these files. Then make
another one on another drive. Then make another somewhere else. Emall
it to yourself.

You should keep all the files on your flash drive to make future firmware
updates easier.



360W0Ds
iPrep (NTFS4DOS CD)

The following process will set up an NTFS-mountable boot CD so that
you can use your computer’s hard drive to flash your Xbox 360 firmware.
We will use iPrep to hex-edit MTKFlash and copy the files to your hard
drive.

First, you need to make sure Microsoft .NET Framework v2 is installed. It
Is needed for iPrep to run. If you do not have this installed, you will be
prompted to download and install it.

Second, you need to make sure the drivers for your SATA chipset are
installed. Use either the CD that came with your computer/SATA card, or
use the manufacturer’s web site to install the latest drivers. The latest
drivers for VIA chipsets are here.

Once you have that taken care of, you can download and install iPrep.
Klutsh updates iPrep frequently, so please visit the website at http://www.x-
projects.org to download the latest version. The download is in the form of
a RAR archive. Use WInRAR to extract all the files to a new folder.

'¥="iprep_101.rar - WinRAR

File Commands Tools Favorites Opftions HPJp

DARBLIWRO & 4109

Add ExtractTo  Test View Delere Wizard Info VirusScan Comment Protect SFX
[E : [B iorep_101.rar - RAR archive, unpacked size 2,357,824 bytes v
[ Mame € Size Packed Type Modified CRC32
2. Folder
= Folder 6/7/2007 12:48...

3,669 Application 6/7/2007 12:59...  ASZ8D0AB
iPrep.exe.manifest ' 2,833 File manifest 6/7/2007 12:59... BEE28709
iPrepConf. xml 5 XML Document 6/6/2007 9:02 AM  F426C271
lixDef.xmi e XML Document 6/7/2007 1:08AM  ASEOFBBL

;336 Text Document 6/7/2007 1:07 AM  877CS9A7
007 Application Extension  6/5/2007 12:02... 19308549

E9™0 Selected 1 folder and

2,520 bytes in & files Total 1 folder and 1,132,520 bytes in 6 files

After downloading and installing iPrep, download the latest definitions file
here. (If you did not download it from Xbins already)

This is an updated definitions file for iPrep that will support loading the
iIXtreme firmware. The download is a zip archive containing a file named
ixDef.xml.

Overwrite the old ixDef.xml with this new one.


http://filehippo.com/download_dotnet_framework_2/
http://www.viaarena.com/Driver/via_raid_v530c.zip
http://www.x-projects.org/
http://www.x-projects.org/
http://www.rarlab.com/
http://www.360mods.net/Downloads/details/id=85.html

3680WI00S

.3'5 iPrep_definitions_for_ixtreme.1.2.zip - WinRAR
File Commands Tools Favorites Options Help

AWML WRD & 49

ExtractTo  Test View VirusScan Comment

: m - 3 Prep_definitions_for_ixtreme. 1.2.zip - ZIP archive, unpacked size 428 bytes E
| Mame £ Size Packed Type Modified CRC32

251 XML Document 6/9/2007 12:07... OFB5684D

=L mmﬁe Total 428 bytes in 1 fil

Since the default file already exists, Windows should ask you if you want to
overwrite the file — answer Yes.

[ tanﬁrm File Replace

:'f} This folder aiready contains a file named ‘xDef.xmf.
Would you ke to replace the existing file

191 bytes
=| modified: Thursday, June 07, 2007, 1:08:24 AM
with this one?

' 428 bytes
modified: Saturday, June 09, 2007, 12:07:26 AM

| ——

Now run iPrep.exe and load your iXtreme firmware file.

iPrep 101

Step 1: Fimware

Cument Fimware: None Loaded
MD5: N/A

Step 2: Serial ATA
[¥] Force Device List
[C] Custom Serial ATA Dev ID. | | Dew i | ]

Step 3: Hitachi Frmware (Optional)
This aption is for those who have swapped their Htachi drive for a Samsung
I no file is loaded it is ignored. ﬂuﬂnadneanﬁamﬂuﬂ]m'l

Hitachi Version: N/A
Drive Key: N/A Clear Fmware

Step 4: Destination
ST T F target drive is a Fixed Disk’the Format / Clear
Torget Drive: |AN x| oo il Delete the destination folder ONLY.

[ Fomat/Make device boctable

Www X projects org
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When you hit this button, a “Load iXtreme” window should open for you to

browse for the iXtreme firmware. This is where you extracted the
downloaded firmware, and it is the ixtrem12.bin in the fw folder.

f Load iXtreme

=
My Documents
Wc;grr::ner
2
@ File name: |ntrem12bin ¥l
My Network = Flesoftype: | Fimware Files (*bin) v]

You should then have a message confirming that iPrep has found the
iXtreme firmware file.

2 Found iXtreme v1.2 Firmware
o Dio you want to use this file?

Now for the rest of the iPrep process...
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5.
6. Do it!
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= Prep 101

Step 1: Femwane
Cument Frmware: iXreme v1.2 ) 1

MD5: 71902F5EDATSDCE2043E14500609C139

2 Step 2 Serial ATA
. Foree Devics List VIA SATA RAID Controller
[¥] Custom Serial ATA Dev ID: |11063143 | Dev 10: |ECOOED00 |
| Lt IDE Based Controllers | | List SCS1 Based Controllers |
VIA SATA RAID Controller

[<]

Step 3: Hitachi Firmware (Dptional)
This opticn is for those who have swapped their Htachi dive for a Samsung
¥ no file is loaded & is ignored. This will make a single use Destination.
Load Fnmmwane
Hitachi Veersion: N/A
Drive Key: N/A Cear Fpwars

Step 4: Deshination 5

e If target drive iz a Fiwed Disk' the Fomat f Cleas
[Tm Dive: [T\ (| ) oo Delete the destiation folder ONLY:

6

www x-projects ong

Confirm that the firmware loaded is iXtreme v 1.2 and the MD5
matches the image above.

Force Device List should already be checked, just make sure it is.
Check the box for Custom Serial ATA.

Hit either of the list buttons and select your SATA controller from the
drop-down list. It should input the ID and 10 values in the textboxes
above.

Select your hard drive from the drop-down list.

If everything goes smooth you should get this message.

'Operation Complete

i Preperation of destination Complete.
Once in DOS follow the onscreen nstructions.

If using NTFS CD typing ‘intro’ will show instructions.

Download the NTES4DOS 1SO and burn it to a blank CD-R using any

recording software capable of burning ISO files. (IMGBurn)


http://www.360mods.net/tutorial/NTFSDOS.iso
http://fileforum.betanews.com/detail/ImgBurn/1128426215/1
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Xbox 360 and PC Connections

Power off your PC and Xbox 360. Make sure the Xbox 360 power cable
and video cable are both plugged in. You do not need to hook up the video
to a TV, but it does have to be plugged into the back of the Xbox 360.

The Xbox 360 uses a floating point ground. Your PC uses a “true earth”
ground. This difference can cause excess voltage to travel through your
SATA cable and potentially damage your Xbox 360 DVD drive or PC
Motherboard / SATA card. Remedy this problem by connecting the Xbox
360’s ground to the PC’s ground. The easiest way to do this is by using a
“croc clip wire” and connecting the Xbox 360 metal casing to your PC’s
metal case. You can use anything conductive to connect the Xbox 360
case to the PC case - you could just tape some bare/stripped wire to each,
or even just set the Xbox 360 next to the PC so that they are touching.

Many people have flashed their drives completely ignoring this
recommendation. The possibility of damaging something by ignoring this
step is rare, but still possible. So, you could say grounding the PC and 360
together isn’'t absolutely necessary, but it is recommended. If you have the
ability to do so, it is safest to take the time to do it.
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Flash The Drive (NTFS4DOS CD)

This tutorial is for MS25 drives only, if you have an MS28, please click here
to follow the MS28 flashing procedure.

Reading The Original Firmware

Turn on your PC and boot from the NTFS4DOS CD. After a while it
should say:

“Select from Menu [0123], or press [ENTER — Singlestepping (F8) is: OFF”

Hit the Enter key and you should see an NTFS for DOS logo screen with a
disclaimer. On this screen, please notice your drive letter that has been
mounted at the top. You will need to know this when typing in commands.

H! ! M E'H !f! K'
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The disclaimer asks you if you are going to use this for private usage only,
please type in “Yes” without the quotes, and hit the Enter key.

B ¢ ordered fTor EUR 19.980

v & Tull
Thl."l

writite
11l versi
ae

srivate

’H! !l L4 4] H

C. [press enter] < use the drive letter your hard drive was given

cd IPREP [press enter]

N Bl ™ — FoP o T L

Now that you are in the right directory, you can now connect the Xbox 360
to the PC using the SATA cable.



Type in the following command, using your Xbox 360 serial number found
on the back of the Xbox 360 case.

(We'll use the serial number 1234567 12345 as an example)
iDump 1234567 12345 [press enter]
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TS-H943n DUD drive.

. HHHM:HHII ]mlLHp your TS-H943Aa Firmeare

If you get errors like “Directory already exists” or “MKDIR failed...” don’t
worry. The batch file is trying to create a new folder but it's already there.

MTKFlash should run and your drive should be listed. If you see an item in
the list named “XTREME”, select that and it should make a backup of your
original firmware.

Samtool will now check if a valid key exists in both your original and hacked
firmware, and that they match. This is what it should look like.

Key: C18ACSBB565A5926C528D51F71CEBGBS
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If your firmware dump is not the correct size, does not contain a valid key,
or does not contain a valid drive version, Samtool will abort.

Here is a brief explination of the walid key not found error...

Key Check ]DCntEu the key by comparing the all bytes of the key against
the other bytes in the 16 hyte key. If there are more than 6 identical
bytes in the 16 byte key, it moves to the next logical key location in

key block. If all of the key locations have more than 6 identical
bhytes, then it will respond with a valid key not found.

Samtool also checks the key place holders of Samsung firmuware. If
there is an incorrect byte in these place holders, it will also result
in this error.

Please check the key range of hadkey.bhin.
Key block not copied ABORTING?t?

If you get something like these pictures, DO NOT PROCEED PAST THIS
POINT IN THE TUTORIAL! Doing so will brick your Xbox 360, and leave
you without a valid drive key. Something is wrong, make sure you have
unplugged all other drives in your PC and restart the tutorial or get help.

If your screen is like the one above that says “Correct”, you can continue.

Samtool will also check your firmware version strings to make sure they
match. These must match or you could get error code 66 after flashing
your drive. If Samtool asks if you want to copy the version string, type Y to
use the ms25 version strings from your original firmware.

Drive versions do not matchtt?
Do you want to spoof your iXtreme firmware to MS257 (Y /MNo:Y
wivivt S

D:1u+ ke pied.
Drive wversion ﬂpucfed

Your iktreme firmware iz now ready to he flashed?

Unplug the SATA cable from the 360 DVD drive, power-cycle the Xbox
360, and reboot your PC.
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Flashing The Hacked Firmware

Do the same things as before, hit Enter at the singlestepping prompt, type
Yes and hit enter at the private usage disclaimer, then mount your drive
and use the command cd IPREP to change to the correct directory. When
you're there, plug the SATA cable back into the drive.

. ]

Type in the following command, using your Xbox 360 serial number that
you used with the iDump command.

IFlash 1234567 12345 [press enter]

MTKFlash should run and your drive should be listed. If you see an item in
the list named “XTREME”, choose that. iPrep renames your SATA
controller to this when it creates the hexedited MTKFlash. Select the drive
from the list and it should flash your drive with the hacked firmware. It
should flash 4 banks. The 4™ bank may say something like Datasum, it is
normal. When it is done flashing, unplug the SATA cable from the 360
DVD drive, power off the Xbox 360, and power off your PC. Reconnect the
360 DVD drive to the 360 motherboard and test it.
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Backup Your Original Firmware!

Boot into Windows. Go to the C: drive, the IPREP folder, and find your
Sam-OFW.bin and Sam-CFW.bin in the BACKUPS folder. This is your
Xbox 360 drive firmware and needs to be kept safe! Make a copy of these
files. Then make another one on another drive. Then make another
somewhere else. Email it to yourself. You get the drift.

You should keep all the files in your IPREP folder to make future firmware
updates easier.
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iPrep (Floppy)

Quick warning about floppies. Lately, people have been bricking their
drives by using floppies. They are unreliable and can die mid-flash.
Sometimes the person is lucky and the bad flash recovery method can be
used to reflash the drive. Others needed to hotswap and use the bad flash
recovery. Floppies are old technology for a reason. They are very
unreliable. Please try to refrain from using a floppy. If you can use a
bootable USB stick or burn an NTFS4DOS CD, do that instead. If you
absolutely must use a floppy, use a new one!

The following process will set up a floppy disk with everything
necessary to read your original firmware and write the hacked firmware
onto the drive. We will use iPrep to hex-edit MTKFlash, format the floppy
disk, and copy the files onto it.

First, you need to make sure Microsoft .NET Framework v2 is installed. It
is needed for iPrep to run. If you do not have this installed, you will be
prompted to download and install it.

Second, you need to make sure the drivers for your SATA chipset are
installed. Use either the CD that came with your computer/SATA card, or
use the manufacturer’s web site to install the latest drivers. The latest
drivers for VIA chipsets are here.

Once you have that taken care of, you can download and install iPrep.
Klutsh updates iPrep frequently, so please visit the website at http://www.x-
projects.org to download the latest version. The download is in the form of
a RAR archive. Use WINnRAR to extract all the files to a new folder.



http://filehippo.com/download_dotnet_framework_2/
http://www.viaarena.com/Driver/via_raid_v530c.zip
http://www.x-projects.org/
http://www.x-projects.org/
http://www.rarlab.com/
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r-E iprep_1071.rar - WinRAR

He Commands Tools Favorites Options Help

DARLIWRO & 409

Add ExtractTo  Test View Delete Find Wizard VirusScan Comment Protect SFX

[E B iprep_101.rar - RAR archive, unpacked size 2,357,824 bytes
Name £ Size Packed Type Modified
0. Folder

954,368 113,669 Application
11,279 2,883 File manifest

651 176 XML Document

191 145 XML Document
2,703 1,336 Text Document

E3 0 Selected 1 folder and 2,520 bytes in & files Total 1 folder and 1,132,520 bytes in & files

Folder 6/7/2007 12: -1-3

163,328 77,007 Application Extension  6/5/2007 12:02...

CRC32

ASZ8DOAB
BEEZ87/09
F426C271
ASEOFEB1
B7TCI9AT7
19308549

\,w

After downloading and installing iPrep, download the latest definitions file

here. (If you did not download it from Xbins already)

This is an updated definitions file for iPrep that will support loading the
iIXtreme firmware. The download is a zip archive containing a file named

ixDef.xml.

Overwrite the old ixDef.xml with this new one.

i="iPrep_definitions_for_ixtreme.1.2.zip - WinRAR

Fle Commands Tools Favorites Options Help

AWML WRD & 49

ExtractTo  Test View Delete Find Comment

m Q Prep_definitions_for_ixtreme. 1.2.zip - ZIP archive, unpacked size 428 bytes

| Name € Size Packed Type Modified
=) Folder

251 XML Document 6/9/2007 12:07...

S mmm Total 428 bytesin 1 fle

0FB5684D

\.n

Since the default file already exists, Windows should ask you if you want to

overwrite the file — answer Yes.


http://www.360mods.net/Downloads/details/id=85.html
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‘Confirm File Replace

%

X

This folder already contains a file named xDef.xml’,

‘Would you ke to replace the existing file

@3 191bytes
=| modified: Thursday, June 07, 2007, 1:08:24 AM
with this one?

«@5) 428 bytes
=| modified: Saturday, June 09, 2007, 12:07:26 AM

| ——

Now run iPrep.exe and load your iXtreme firmware file.

"™ iPrep 101

Step 1: Fimmware

Load your iXtreme Fimmware fie |
Cument Fimware: None Loaded
MDS: N/A
Step 2: Serial ATA
Force Device List
[ Custom Serial ATA

Step 3: Hitachi Firmware (Optional)
This option is for those who have swapped their Hiachi drive for a Samsung
i no file is loaded i is ignored. This will make a single use Destination,

el | Glear Fimware |
Drive Kay: N/A - -

Step 4: Destination

il i target drive is a Toed Disk’the Format / Clear
Target Dive: (AN [v] option will Delete the destination foider ONLY.

[ Fomat/Make device bootable

www x-projects.org

When you hit this button, a “Load iXtreme” window should open for you to
browse for the iXtreme firmware. This is where you extracted the
downloaded firmware, and it is the ixtrem12.bin in the fw folder.
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¥ 02 @
) 7
w.ﬁw
| 2
@ Fie name: lidrem12bin v
MyNetwok | Flesoftye: |Femware Fies (bin) Cancel__

You should then have a message confirming that iPrep has found the
iIXtreme firmware file.

2 Found iXtreme v1.2 Firmware
" Dio you want to use this file?

'i Yes Il No

Now for the rest of the iPrep process...
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"™ iPrep 101

Step 1: Frmwarne
| Load your iXtreme Fimware file |

Cument Fimware: iXireme v1.2 1
MDS: T1902F5EDATSDCE2043E14500605C135

2 Step 2: Sedal ATA
Force Device List VIA SATA RAID Controller
Custom Seral ATA Dev ID: [11063149 | Dev I0: | ECOOEOQ0 |

[ ListIDE Based Controlles | | List SCSI Based Controllers |

VIA SATA RAID Controller ]

Step 3: Hiachi Frmware (Optional)
This option is for those who have swapped their Hitachi dnve for a Samsung
i no file is loaded & is ignored. This will make a single use Destination.

Load Fimware
Hitachi Version: N/A
Drive Key: N/A immae

Step 4; Destination 5

el . 1) ff target drive is a ‘Ficed Digkthe Format / Clear
o ive: option will Delete the destination folder ONLY.
T )

www x-projects.

Confirm that the firmware loaded is iXtreme v 1.2 and the MD5
matches the image above.

Force Device List should already be checked, just make sure itis.
Check the box for Custom Serial ATA.

Hit either of the list buttons and select your SATA controller from the
drop-down list. It should input the ID and 10 values in the textboxes
above.

Select your floppy drive from the drop-down list.

Check the box to Format the floppy and make it bootable.
Remember to get any important data off the floppy first, it will be
erased!

Do it!

If everything goes smooth you should get this message.

“Operation Complete

. Preperation of destination Complete.
1 Once in DOS follow the onscreen instructions.

If using NTFS €D typing 'intra’ will show instructions.
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Xbox 360 and PC Connections

Power off your PC and Xbox 360. Make sure the Xbox 360 power cable
and video cable are both plugged in. You do not need to hook up the video
to a TV, but it does have to be plugged into the back of the Xbox 360.

The Xbox 360 uses a floating point ground. Your PC uses a “true earth”
ground. This difference can cause excess voltage to travel through your
SATA cable and potentially damage your Xbox 360 DVD drive or PC
Motherboard / SATA card. Remedy this problem by connecting the Xbox
360’s ground to the PC’s ground. The easiest way to do this is by using a
“croc clip wire” and connecting the Xbox 360 metal casing to your PC’s
metal case. You can use anything conductive to connect the Xbox 360
case to the PC case - you could just tape some bare/stripped wire to each,
or even just set the Xbox 360 next to the PC so that they are touching.

Many people have flashed their drives completely ignoring this
recommendation. The possibility of damaging something by ignoring this
step is rare, but still possible. So, you could say grounding the PC and 360
together isn’'t absolutely necessary, but it is recommended. If you have the
ability to do so, it is safest to take the time to do it.

Disconnect all other drives in your PC. You should disconnect all hard
drives and DVD drives so they do not get accidentally flashed with the
hacked firmware. Disabling these devices in your BIOS may not work, so
physically unplugging them is the best solution.
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Flash The Drive (Floppy)

This tutorial is for MS25 drives only, if you have an MS28, please click here
to follow the MS28 flashing procedure.

Reading The Original Firmware

Turn on your PC and Xbox 360 at the same time, and boot your PC from
the USB flash drive into DOS. When you reach the DOS command
prompt, plug the SATA cable into the Xbox 360 DVD drive, so that the drive
Is connected to your PC / SATA card.
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Type in the following command, using your Xbox 360 serial number found
on the back of the Xbox 360 case.

(We'll use the serial number 1234567 12345 as an example)
iDump 1234567 12345 [press enter]
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TS-H943n DUD drive.

. HHHM:HHII ]mlLHp your TS-H943Aa Firmeare

If you get errors like “Directory already exists” or “MKDIR failed...” don’t
worry. The batch file is trying to create a new folder but it's already there.

MTKFlash should run and your drive should be listed. If you see an item in
the list named “XTREME”, select that and it should make a backup of your
original firmware.

Samtool will now check if a valid key exists in both your original and hacked
firmware, and that they match. This is what it should look like.

Key: C18ACSBB565A5926C528D51F71CEBGBS
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If your firmware dump is not the correct size, does not contain a valid key,
or does not contain a valid drive version, Samtool will abort.

Here is a brief explination of the walid key not found error...

Key Check ]DCntEu the key by comparing the all bytes of the key against
the other bytes in the 16 hyte key. If there are more than 6 identical
bytes in the 16 byte key, it moves to the next logical key location in

key block. If all of the key locations have more than 6 identical
bhytes, then it will respond with a valid key not found.

Samtool also checks the key place holders of Samsung firmuware. If
there is an incorrect byte in these place holders, it will also result
in this error.

Please check the key range of hadkey.bhin.
Key block not copied ABORTING?t?

If you get something like these pictures, DO NOT PROCEED PAST THIS
POINT IN THE TUTORIAL! Doing so will brick your Xbox 360, and leave
you without a valid drive key. Something is wrong, make sure you have
unplugged all other drives in your PC and restart the tutorial or get help.

If your screen is like the one above that says “Correct”, you can continue.

Samtool will also check your firmware version strings to make sure they
match. These must match or you could get error code 66 after flashing
your drive. If Samtool asks if you want to copy the version string, type Y to
use the ms25 version strings from your original firmware.

Drive versions do not matchtt?
Do you want to spoof your iXtreme firmware to MS257 (Y /MNo:Y
wivivt S

D:1u+ ke pied.
Drive wversion ﬂpucfed

Your iktreme firmware iz now ready to he flashed?

Unplug the SATA cable from the 360 DVD drive, power-cycle the Xbox
360, and reboot your PC.
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Flashing The Hacked Firmware

When you're back into DOS, plug the SATA cable back into the Xbox 360
DVD drive.

Type in the following command, using your Xbox 360 serial number that
you used with the iDump command.

iIFlash 1234567 12345 [press enter]

MTKFlash should run and your drive should be listed. If you see an item in
the list named “XTREME”, choose that. iPrep renames your SATA
controller to this when it creates the hexedited MTKFlash. Select the drive
from the list and it should flash your drive with the hacked firmware. It
should flash 4 banks. The 4™ bank may say something like Datasum, it is
normal. When it is done flashing, unplug the SATA cable from the 360
DVD drive, power off the Xbox 360, and power off your PC. Reconnect the
360 DVD drive to the 360 motherboard and test it.
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Backup Your Original Firmware!

Boot into Windows. Insert your floppy disk and find your orig.bin in the
BACKUPS folder. This is your Xbox 360 drive firmware and needs to be
kept safe! Make a copy of the file. Then make another one on another
drive. Then make another somewhere else. Email it to yourself. You get
the drift.

You should keep all the files on your floppy to make future firmware
updates easier.



360W0DS
MS28 Instructions

The MS28 firmware has certain lockout routines and can not be
normally flashed via MTKFlash like an MS25 can. There are a couple
workarounds to get the drive flashed. The VCC switch method requires
you to open up the drive, desolder a resistor, and use a switch or wires to
read/write to the drive. The VIA / Bad Flash Recovery method does not
require desoldering/soldering, but will only work with VIA brand SATA
chipsets. The preparation for flashing an MS28 drive is the same as if you
were flashing an MS25. The only difference is the actual flashing.

Preliminary Setup (same as MS25)

1. Check the SATA/MTKFlash Compatibility List

2. Download The Hacked Firmware

3. Use iPrep to prepare a floppy/USB/NTESCD

(Instructions for these are in the MS25 section of the tutorial)
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Flashing an MS28 Using the Bad Flash Recovery Method
(This method is easier and safer than the VCC method)

Video Tutorial Here

Requirements:
- VIA chipset, simply will not work for other chipsets
- Need to be able to power off the drive and power it back on.
Recommend using the console to power the drive or the Xecuter
Connectivity Kit v2 (which has a power switch).
- Need to use the /sata switch in the MTKFlash command or the drive
will not show up (iPrep does this for you)

Setup (iPrep) is the same as MS25.
Xbox 360 and PC Connections

Power off both your PC and Xbox 360. Make sure the Xbox 360 power
cable and video cable are both plugged in. You do not need to hook up the
video to a TV, but the cable does have to be plugged into the back of the
Xbox 360.



http://www.360mods.net/News/article/sid=63.html
http://www.360mods.net/Forums/viewtopic/t=155.html
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The Xbox 360 uses a floating point ground. Your PC uses a “true earth”
ground. This difference can cause excess voltage to travel through your
SATA cable and potentially damage your Xbox 360 DVD drive or PC
Motherboard / SATA card. You can solve this problem by connecting the
Xbox 360’s ground to the PC’s ground. The easiest way to do this is by
using a “croc clip wire” and connecting the Xbox 360 metal casing to your
PC’s metal case. You can use anything conductive to connect the Xbox
360 case is connected to the PC case. You don’t have to use croc clips,
you could just tape some bare/stripped wire to each, or even set the Xbox
360 next to the PC so that they are touching.

Many people have flashed their drives completely ignoring this
recommendation. The possibility of damaging something by ignoring this
step is rare, but still possible. So, you could say grounding the PC and 360
together isn’'t absolutely necessary, but it is recommended. If you have the
ability to do so, it is safest to take the time to do it.

Disconnect all other drives in your PC. You should disconnect all hard
drives and DVD drives so they do not get accidentally flashed with the
hacked firmware. Disabling these devices in your BIOS may not work, so
physically unplugging them is the best solution.

(Unless of course if you are using the NTFS4DOS CD. The drives would
need to remain connected in this case)
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Reading The Original Firmware
Turn on your PC and Xbox 360 at the same time, and boot your PC from
the bootable media into DOS. When you reach the DOS command prompt,

plug the SATA cable into the Xbox 360 DVD drive, so that the drive is
connected to your PC / SATA card.

#-Projects take no responsibility for any :I.-{rm[.js: that may be caused
to your PC wx J68 L]JIII[I!.FI the use these scripts/programs.

Do you agree? [Y./N]
Y

Type in the following command, using your Xbox 360 serial number found
on the back of the Xbox 360 case.
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(We'll use the serial number 1234567 12345 as an example)
dSam 1234567 12345 [press enter]

=+ C:A\WINDOWS\system32\cmd.exe - ab /x - 8%

iPrep Boot Diszk v8.8.5
[x=projects.orgl

BenQ Usage:
To read Fironware and make a hacked Firmware ready for flashing:
dBen Y-digit rial 5-digit serial
e.qg. dBen 1234567 61885

flash Firmwapre:
fBen 7-digit szerial 5-digit serial
e.g. FBen 1234567 61805

Usage :

read Firnware and make a hacked Firmware ready for flashing:
déam ?-digit serial 5-digit serial

e.g. dSam 1234567 61065

fFlash Firmware:
feam ?-digi rial 5-digit serial
g. FSam 12 7 1’11 1

&
25 IPREP_™2>»dzam 12345

If you get errors like “Directory already exists” or “MKDIR failed...” don’t
worry. The batch file is trying to create a new folder but it's already there.

MTKFlash should run and your drive should be listed. If you see an item in
the list named “XTREME”, that’s good — but don’t select it yet.

While at the menu, power off your Xbox 360. To make sure your Xbox 360
is completely powered off, check the light on the power brick to make sure
it is orange.



Select the drive from the list and it should go to a port error. Count to ten,
then power the Xbox 360 back on, and it should dump the firmware. Your
timing will vary based on the drive. Some work with waiting three seconds,
some 5, some ten, some more. Just keep at it, you’'ll get it eventually.

Firmtool will now check if a valid key exists in both your original and hacked
firmware, and that they match.

If you get a green success message from Firmtool power off the 360 and
proceed to the flashing page. If you get any red error messages DO NOT
proceed with flashing.
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Firmtool Errors

Sometimes there are problems. If your firmware dump is not the
correct size, does not contain a valid key, or does not contain a valid
drive version, FirmTool will abort. If you get something like any of
these pictures, DO NOT PROCEED WITH FLASHING! Doing so
may brick your Xbox 360 and leave you without a valid drive key.
Something is wrong. Make sure you have unplugged all other drives

in your PC and try starting this tutorial over again.

ORIG.BIN IS WRONG SIZE

B C:\WINDOWS\system32\cmd.exe

BenQ idtreme vl.l firmware created: beng—ix.hin
-3oE-Jof- oo - Jof - oo - Jof- oo - Jof - oo Jof- oo Jof- oo -Jof- oo Jof- oo Jof- ook ek ef- ek -k eSS

Press any key to continue . . .

NO VALID KEY IN ORIG.BIN

B C:AWINDOWS\system32\cmd. exe

ey Check locatez the key by comparing the all buytes of the key against
i . If there are more than b6 identical

ytes in the 16 byte key, it moves to the next logical key location in
ey hlock. If all of the key locations have more than 6 identical
hytes,. then it will respond with a valid key not found.

firmtool also checks the key place holders of Samszsung firmware. If
here iz an incorrect byte in these place holders, it will also result
in this error.

Fleaze check the key range of orig_bin.

ey hlock not copied — ABORTING!*?
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Firmtool will also check your firmware version strings to make sure they
match. These must match or you could get error code 66 after flashing

your drive. If Firmtool asks if you want to copy the version string, type Y to
use the ms25 version strings from your original firmware.

s CAWINDOWS\system32\cmd.exe

Dyrive Key: ClBACSBBS65A5926C52BD51F71CEBGRS

Original Firmware Uersion: MS525
Hacked Fivmware Uersion: MS28 [iXTREMEL .4-5x]

Jo you want to spoof your idtreme Firmware to MS257 (Y- H>»:¥

Again, your screen should match the screenshot below before
proceeding:

= C:\WINDOWS\system32\cmd.exe
T Firnteol vi.2 by casterd: .
e e e o S VIR e mm=[36Bnods . nat J————m

Drive Key: C1BACSBES65A5226C528D51F71CESGRS

Original Firmuware Uersion: MS25
Hacked Firmware Uersion: MS528 [iXTREHEL.4-5x]

Do you want to spoof your iXtreme firmware to MS257 (Y- N):Y

P .
Drive version spoofed.

our hacked firmware is now ready to he
oo~ o~~~ o~~~ o~ o~ o - -~ - -

ittreme vi.4 firmware created: ixl4.hin
b D e

Press any key to continue . . .

Unplug the SATA cable from the 360 DVD drive, power-cycle the Xbox
360, and reboot your PC.
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Flashing The Hacked Firmware

When you're back into DOS, plug the SATA cable back into the Xbox 360
DVD drive.

Type in the following command, using your Xbox 360 serial number that
you used with the dSam command.

fSam 1234567 12345 [press enter]

MTKFlash should run and your drive should be listed. If you see an item in
the list named “XTREME”, that is what you want, but don’t choose it yet.

While at the menu, power off your Xbox 360. To make sure your Xbox 360
is powered off, check the light on the power brick to make sure it is orange.
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Select the drive from the list and it should go to a port error. Count to ten,
then power the Xbox 360 back on, and it should dump the firmware. Your

timing will vary based on the drive. Some work with waiting three seconds,
some 5, some ten, some more. Just keep at it, you'll get it eventually.

It should flash 4 banks. The 4" bank may say something like Datasum, it is
normal. When it is done flashing, unplug the SATA cable from the 360
DVD drive, power off the Xbox 360, and power off your PC. Reconnect the
360 DVD drive to the 360 motherboard and test it.

Backup Your Original Firmware!

Boot into Windows. Plug in your USB drive and find your Sam-OFW.bin
and Sam-CFW.bin in the BACKUPS folder. This is your Xbox 360 drive
firmware and needs to be kept safe! Make a copy of these files. Then make
another one on another drive. Then make another somewhere else. Email
it to yourself.

You should keep all the files on your bootable media to make future
firmware updates easier.
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Flashing an MS28 Using The VCC Switch Method
(Not for noobs, requires desoldering of a very small smt resistor)

The VCC method is like temporarily making your drive an MS25. So for
that reason, you still need a SATA chipset that is capable of flashing MS25
drives.

Open up your drive and desolder the middle VCC resistor (resistor
R408) like in the following picture:

; 39?10? JA
70-4C- NHE
533181-¢

Wire up a simple SPST toggle/slide switch (or use wires) to the blue and
red locations. The second blue circle is just an alternate point if needed.
Set the switch to “On.”
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Xbox 360 and PC Connections

Since you already have the drive apart and now have a switch installed on
it, leave the PCB out of the DVD drive like xboxto did in the following
image. Just make sure you supply power to the board through the Xbox
360 and you still have the video cables connected to the Xbox 360.

Power off your PC and Xbox 360. Make sure the Xbox 360 power cable
and video cable are both plugged in. You do not need to hook up the video
to a TV, but it does have to be plugged into the back of the Xbox 360.



The Xbox 360 uses a floating point ground. Your PC uses a “true earth”
ground. This difference can cause excess voltage to travel through your
SATA cable and potentially damage your Xbox 360 DVD drive or PC
Motherboard / SATA card. Remedy this problem by connecting the Xbox
360’s ground to the PC’s ground. The easiest way to do this is by using a
“croc clip wire” and connecting the Xbox 360 metal casing to your PC’s
metal case. You can use anything conductive to connect the Xbox 360
case to the PC case - you could just tape some bare/stripped wire to each,
or even just set the Xbox 360 next to the PC so that they are touching.

Many people have flashed their drives completely ignoring this
recommendation. The possibility of damaging something by ignoring this
step is rare, but still possible. So, you could say grounding the PC and 360
together isn’'t absolutely necessary, but it is recommended. If you have the
ability to do so, it is safest to take the time to do it.

Disconnect all other drives in your PC. You should disconnect all hard
drives and DVD drives so they do not get accidentally flashed with the
hacked firmware. Disabling these devices in your BIOS may not work, so
physically unplugging them is the best solution.
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Reading The Original Firmware

Power on your Xbox 360 and PC. Insert your bootable media, to a DOS
prompt. Connect the Samsung drive to the PC using a SATA cable.

Enter y to accept the iPrep Terms of Use.

iPrep Boot Disk vB.8.5

—[x |_|}_'|:||_1'rw'. ts.oryg 1—

This iPrep Boot Disk i collection of MSDOS applications that allow you
re—flash an Xhox 368s cung andsor BenQ DUD drive.
The Dizk cannot be use any other type of DUD drive.

#-Projects rake no responsibility for any damage that may bhe caused
to your PC/%box 368 through the use these scripts/programs.

Do you agree? [Y/NI]
L

Type in the following command, using your Xbox 360 serial number found
on the back of the Xbox 360 case.

(We'll use the serial number 1234567 12345 as an example)
dSam 1234567 12345 [press enter]

<+ C:\WINDOWS\system32\cmd.exe - ab /x

iPrep Boot Diszk vB.B.f
[x=projects.

BenQ Usage :
To read Firmnware and make a hacked Firmware ready for flashing:
dBen ?-digit sewrial 5-digit szerial
e.qg. dBen 1234567 61885

flash Fip o

fBen ?7-digit serial 5-digit serial
e.g. FBen 1234567 610885

samsunyg Usage :
To read Firnware and make a hacked Firmware ready for flashing:
P-digit serial 5-digit serial
. dSam 1234567 61885

C:~IPREP

If you get errors like “Directory already exists” or “MKDIR failed...” don’t
worry. The batch file is trying to create a new folder but it's already there.
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MTKFlash should run and your drive should be listed. If you see an item in

the list named “XTREME”, that is it, but don’t select it just yet. Just leave it
at the menu of drive choices.

At this point, power off the Xbox 360.

To make sure your Xbox 360 is completely powered off, check the light on
the power brick to make sure it is orange.

When you are sure the Xbox 360 is off, flip your VCC switch to the “Off”
position, and power up your Xbox 360 again.

You will want to have one hand on your VCC switch, and the other hand on
the key to select your drive. Quickly flip the VCC switch to “On”, and then a
split-second later, hit the key for your drive. It should dump your original
firmware.
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Firmtool will now check if a valid key exists in both your original and hacked
firmware, and that they match.

If you get a message from Firmtool power off the 360 and
proceed to the flashing page. If you get any red error messages DO NOT
proceed with flashing.
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Firmtool Errors

Sometimes there are problems. If your firmware dump is not the
correct size, does not contain a valid key, or does not contain a valid
drive version, FirmTool will abort. If you get something like any of
these pictures, DO NOT PROCEED WITH FLASHING! Doing so
may brick your Xbox 360 and leave you without a valid drive key.
Something is wrong. Make sure you have unplugged all other drives

in your PC and try starting this tutorial over again.

ORIG.BIN IS WRONG SIZE

B C:\WINDOWS\system32\cmd.exe

BenQ idtreme vl.l firmware created: beng—ix.hin
-3oE-Jof- oo - Jof - oo - Jof- oo - Jof - oo Jof- oo Jof- oo -Jof- oo Jof- oo Jof- ook ek ef- ek -k eSS

Press any key to continue . . .

NO VALID KEY IN ORIG.BIN

B C:AWINDOWS\system32\cmd. exe

ey Check locatez the key by comparing the all buytes of the key against
i . If there are more than b6 identical

ytes in the 16 byte key, it moves to the next logical key location in
ey hlock. If all of the key locations have more than 6 identical
hytes,. then it will respond with a valid key not found.

firmtool also checks the key place holders of Samszsung firmware. If
here iz an incorrect byte in these place holders, it will also result
in this error.

Fleaze check the key range of orig_bin.

ey hlock not copied — ABORTING!*?
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Firmtool will also check your firmware version strings to make sure they
match. These must match or you could get error code 66 after flashing

your drive. If Firmtool asks if you want to copy the version string, type Y to
use the ms25 version strings from your original firmware.

s CAWINDOWS\system32\cmd.exe

Dyrive Key: ClBACSBBS65A5926C52BD51F71CEBGRS

Original Firmware Uersion: MS525
Hacked Fivmware Uersion: MS28 [iXTREMEL .4-5x]

Jo you want to spoof your idtreme Firmware to MS257 (Y- H>»:¥

Again, your screen should match the screenshot below before
proceeding:

= C:\WINDOWS\system32\cmd.exe
T Firnteol vi.2 by casterd: .
e e e o S VIR e mm=[36Bnods . nat J————m

Drive Key: C1BACSBES65A5226C528D51F71CESGRS

Original Firmuware Uersion: MS25
Hacked Firmware Uersion: MS528 [iXTREHEL.4-5x]

Do you want to spoof your iXtreme firmware to MS257 (Y- N):Y

P .
Drive version spoofed.

our hacked firmware is now ready to he
oo~ o~~~ o~~~ o~ o~ o - -~ - -

ittreme vi.4 firmware created: ixl4.hin
b D e

Press any key to continue . . .

Unplug the SATA cable from the 360 DVD drive, power-cycle the Xbox
360, and reboot your PC.
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Flashing The Hacked Firmware

When you're back into DOS, plug the SATA cable back into the Xbox 360
DVD drive.

Thiz iPrep Boot Disk a collection of MSDOS applications that allow you to
h an Xbox 36E m dsoy BenQ DUD drive.
The Disk cannot be for any other type of DUD drive.

#-Project e no responsibility for any damage that may be caused
to your P 368 through the use these scripts/sprograms.

Do you agree? [Y/N]
E‘I‘




' 1~ y \ 1 L]

309U UDS
Type in the following command, using your Xbox 360 serial number that
you used with the dSam command.

fSam 1234567 12345 [press enter]

¢ C:\WINDOWS\system32\cmd.exe - ab fx

iPrep Boot Dizk vB8.8.5
—projects.orgl

Ben Usage:
To read Firmware and make a hacked Firmware ready for flashing:
dBen 7?-digit serial 5-digit serial
e.g. dBen 1234567 61885

o flash Firmware:
fBen ?7-digit serial 5-digit serial
e.gy. fBen 1234567 61885

Samsunyg Usage:
To » irmuware and make a hacked Firmware ready for flashing:
digit serial 5—digit serial
Sam 1234567 61885

1 Firmware :
rial 5—digit serial

L67 12345

It should display your SATA chipset. Do not select it yet, just leave it at the
menu.

At this point, power off the Xbox 360. When you are sure the Xbox 360 is
off, flip your VCC switch to the “Off” position, and power up your Xbox 360
again.

You will want to have one hand on your VCC switch, and the other hand on
the key to select your drive. Quickly flip the VCC switch to “On”, and then a
split-second later, hit the key for your drive.



360uWoDs

It should flash 4 banks. The 4" bank may say something like Datasum, it is
normal. When it is done flashing, unplug the SATA cable from the 360
DVD drive, power off the Xbox 360, and power off your PC. You must now
desolder your VCC switch and resolder the resistor, or you can just bridge
the two solder pads together with some solder. Reconnect the 360 DVD
drive to the 360 motherboard and test it.

Backup Your Original Firmware!

Boot into Windows and insert your floppy/USB or go to the C: drive. Find
your Sam-OFW.bin and Sam-CFW.bin in the BACKUPS folder. This is your
Xbox 360 drive firmware and needs to be kept safe! Make a copy of these
files. Then make another one on another drive. Then make another
somewhere else. Email it to yourself. You get the drift.

You should keep all the files on your bootable media to make future
firmware updates easier.
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Updating Your Firmware

New firmware is inevitable. There will always be firmware updates.
Whether it is extra / added security or a new feature, you can count on
there being a new firmware released. | do not always have the time to
update this tutorial, or sometimes I'm just too lazy to do so. This section of
the tutorial is for when a new firmware is released, you shouldn’t have to
wait for a whole new revision of this tutorial in order to flash. There are a
few different ways to update the firmware. If your drive is currently working
fine, (boots retail games, no e64 or e66), then you should not need to flash
back to your original firmware. Your current firmware contains the drive
key and version, and that is all that is needed to create the new, updated
firmware.

Updating Your Firmware — Method 1 — Firmware Overwrite

This method only works if you still have the bootable media (flash
drive/floppy/iPrep folder) that you previously used to flash the firmware
with. This is one reason why it is a good idea to not delete the files off your
media after flashing the drive — leave them there if you can. This method
involves overwriting the hacked firmware (.bin file) on the media with the
new firmware.

In this example, | will be “updating” from iXtrem14 and using a bootable
media that has been formatted with the latest iPrep.

Open the updated firmware with WinRAR and enter the fw folder.
Whatever the new firmware is named, you must rename it to Sam-
CFW.bin. You can rename files right in WinRAR.

File Commands Tools Favorites Options Help

gamwﬁ@m@ & 40U %

Extract To Test Delete Find ‘Wizard Info WirusScan  Comment  Protect
m @ Samsung.iXtreme. 1. 4.rar\Samsung Bdtreme 1.415:\fw - RAR archive, unpacked size 1,152,150 bytes »
Mame > Size: Packed Type Modified CRC32

.. Folder
[Pl 14-5:,bin 262,144 62,695 VLC mediafile (bin)  7/14/2007 7:00... SAS754C1

EJ O Selected 262,144 bytesin 1 file Taotal 262, 144 bytes in 1 file



http://www.rarlab.com/
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lii_.' Samsung.iXtreme.1.4.rar - WinRAR

File Commands Tools Favorites Oplions Help

FABLHINWO & 1Y

Extract To Wiew WirusScan Comment  Protect

[ (D semsung reme. 1 4.rar\Samsung treme 1415w - RAR archive, unpacked size 1,152,150 bytes

| Name € Size Packed Type Modified CRC3Z
Folder
Select &l Chl+A 262,144 62,895 VLC media File (.bin) 7114/2007 7:00... SAS754C1
add files to archive Alb+8
Extract to the specified folder Alk+E
| Test archived files Ale+T
| View file Al
Tokal 262,144 b in 1 File
Delete files Del Lhniuites
Repair archive Ale4+R
Extract without confirmation  Alk+W
Shiow information Ale+1
Set default password Chrl4+P
Add to favorites... Chrl+F

Create a new folder

Rename

View as 13
Sart by »
Change drive CtelD @

..'i'.:: Samsung.iXtreme. 1.4 rar - WinRAR

File Commands Tools Favorites Options Help

AWML bmPO & 41U ¥

Add  Extract To View Delete Find WWizard Info ¥irusScan Comment  Protect SFR

m '3 Samsu'bg.imsm{l.war'l,Samng ixtreme l&ﬁ,Sﬂ,Fw - RAR archive, unpacked size 1,152,150 bytes

| Name € Size Packed Type Modified CRC32
o Folder

S5AS754CL

E3mT Selected 262,144 bytes in 1 file Total 262,144 bytes in 1 file

Once the new firmware has been renamed, you can just drag it to your
bootable media and overwrite the Sam-CFW.bin in the CFW folder.
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AR LB RWED & IU®

Extract To Wi Delete Find ‘Wizard ‘irusScan Comment  Protect SFX
m a  Samsung.istreme. 1.4. rar'l,Sar'rlg.ng ixtreme 1. 4'1,5x'gfw RARarthwe upad:ed size 1,152, lSD bvt&s |Z[
Mame  4¢ Size Packed Type Modified CRC32

Folder

y YLC media file (.bin) 71142007 7:00...

| 1 Sam-CFW, Bin

Total 262,144 bytes in 1 file

Size Type Dake Maodified
= £ BenQ-CFWibin 256KE WLCmediafde (bin)  11/7/2007 2:49PM

& Sam-CFW.bin 256 KB VLC mediafile (bin)  7/14/2007 7:00 PM

_Q This Folder already contains a file named 'Sam-CFW.Bin',

Wauld you like to replace the existing file

" 256KB
modified: Saturday, July 14, 2007, 7:00:48 PM

with this one?

6 rrmiﬁed Saturday, July 14, 2007, 7:00:47 PM

[ ves [ no ]

Then you need to do follow the same flashing procedure you used to flash
your drive the first time. Boot to DOS, run dSam, reboot, and run fSam.

Remember to read the second necessary section on updating firmware —
Disabling FirmGuard.
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Updating Your Firmware — Method 2 — The “make” command

Another way you can upgrade your firmware is using the “Make firmware”
command file included in the firmware package. This method also
assumes you have kept your bootable media. All the files that were on it
when you flashed your drive should still be on there.

Extract the new, updated firmware to a folder on your computer, it should at
least have a fw folder, a “make” command file, a readme, and firmtool.

File Edt Wiew Favorites Tools Help Z"
Qoo - () (T O seach [ Folders [T
Address || ) C:\Documents and Settingsiadministrator|My DocumentsitutoriallSamsung idtreme 1.4412x :i] Go

- :!Nane - Size  Type Date Modified
File and Folder Tasks

= File Folder 12/4/2007 7:22 PM
=9 Moke a new Folder FrrmrooL.exe 24KB  Application 12/8/2007 12:32 PM
Publch this Folder bo [FYmake idtreme Firmware.crmd LKE ‘Windows NT Comm..., 1252007 1:34 amM
@ theweb  [E) ReadMe.txt 2KB  Text Document 12/6/2007 10:21 PM
W

1 Choows i Ealdny

You will need to copy your original firmware to this location. This is located
in the IBACKUPS/1234567/12345/ folder on the bootable media. (1234567
12345 being the serial numbers you used when you flashed your drive)

& 12345
File Edit ‘View Favorites Tools Help

cﬁack r \J "' /ﬁ\‘iea'd'l - Folders -

Address ) F:\BACKUPS|123456712345 a Go
= Size | Type Date Madified

File and Folder Tasks = & #% 256 KB VLC mediafile (bin)  12f15/2007 10:24 AM
) Rename this fle = o 256 KB WLC mediafile (bin)  12f15/2007 10:28 &M

&y Move this file

ﬁ Name 4 Type Date Modified
| EFw File Folder 1244/2007 7:22 PM

/

— EFrmrooL EXE 24KB  Application 128/2007 12:32 P
I
f

=} Rename this File

[ Move this File

) copy this file

€D Publish this file to the
et

EMake ixtreme firmware.cmd {KE Windows NT Comm...  12/5/2007 1:34 AM
[Z] ReadMe.txt ZKB Text Document 12/6/2007 10:21 PM

After copying the file over, rename it to orig.bin. The “Make” command is
set up so to look for orig.bin, so it needs to be named that.
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360WoUs
Help
Qoek - ) - (T O seach [ rokders [

Address Q C:\Documents and Settings\Administrator|My Documents|tutoriallSamsung ixtreme 1.4412x 3 Go
|4 Name = Size  Type Dake Modified

P File and Folder Tasks | &

| Cifw Fils Folder 12f4/2007 7:22 PM
9 Make a new Folder 4 FIRMTM'E:'E 24KB  Application 12{8/2007 12:32 PM
@ Publsh thi Foder to Fmake ittreme firmware. cmd 1KB Windows NT Comm...  12/5/2007 1:34 AM
the Web EJ ReadMe.txt Z2KB Text Documenkt 12{6/2007 10:21 PM
£ share this folder £ ORIG.EIN ZSEKE WLC media file (bin)  12/15/2007 10:24 AM
(]

Double-click the “make firmware” command to run firmtool.

Firmtool will now check if a valid key exists in both your original and hacked
firmware, and that they match.

If you get a green success message from Firmtool power off the 360 and
proceed to the flashing page. If you get any red error messages DO NOT
proceed with flashing.
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Firmtool Errors

Sometimes there are problems. If your firmware dump is not the
correct size, does not contain a valid key, or does not contain a valid
drive version, FirmTool will abort. If you get something like any of
these pictures, DO NOT PROCEED WITH FLASHING! Doing so
may brick your Xbox 360 and leave you without a valid drive key.
Something is wrong. Make sure you have unplugged all other drives

in your PC and try starting this tutorial over again.

ORIG.BIN IS WRONG SIZE

B C:\WINDOWS\system32\cmd.exe

BenQ idtreme vl.l firmware created: beng—ix.hin
-3oE-Jof- oo - Jof - oo - Jof- oo - Jof - oo Jof- oo Jof- oo -Jof- oo Jof- oo Jof- ook ek ef- ek -k eSS

Press any key to continue . . .

NO VALID KEY IN ORIG.BIN

B C:AWINDOWS\system32\cmd. exe

ey Check locatez the key by comparing the all buytes of the key against
i . If there are more than b6 identical

ytes in the 16 byte key, it moves to the next logical key location in
ey hlock. If all of the key locations have more than 6 identical
hytes,. then it will respond with a valid key not found.

firmtool also checks the key place holders of Samszsung firmware. If
here iz an incorrect byte in these place holders, it will also result
in this error.

Fleaze check the key range of orig_bin.

ey hlock not copied — ABORTING!*?




" [ 2 . \ 1 ®s

300 Y 0UDS
Firmtool will also check your firmware version strings to make sure they
match. These must match or you could get error code 66 after flashing

your drive. If Firmtool asks if you want to copy the version string, type Y to
use the ms25 version strings from your original firmware.

s CAWINDOWS\system32\cmd.exe

Dyrive Key: ClBACSBBS65A5926C52BD51F71CEBGRS

Original Firmware Uersion: MS525
Hacked Fivmware Uersion: MS28 [iXTREMEL .4-5x]

Jo you want to spoof your idtreme Firmware to MS257 (Y- H>»:¥

Again, your screen should match the screenshot below before
proceeding:

= C:\WINDOWS\system32\cmd.exe
T Firnteol vi.2 by casterd: .
e e e o S VIR e mm=[36Bnods . nat J————m

Drive Key: C1BACSBES65A5226C528D51F71CESGRS

Original Firmuware Uersion: MS25
Hacked Firmware Uersion: MS528 [iXTREHEL.4-5x]

Do you want to spoof your iXtreme firmware to MS257 (Y- N):Y

P .
Drive version spoofed.

our hacked firmware is now ready to he
oo~ o~~~ o~~~ o~ o~ o - -~ - -

ittreme vi.4 firmware created: ixl4.hin
b D e

Press any key to continue . . .
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Once firmtool has completed successfully, you should have a new file. Itis
the hacked firmware injected with your drive key and version. In this
example, the “make” generates a file named ix14.bin. If the firmware
version was iXtreme 1.5, it would probably be named ix15.bin.

Favorites Tools Help

¥ O search [ Foders [T

File Edt View

Q- ©

File and Folder Tasks

= If:'}fw
@) Rename this file Tl E:::g;im EXIE o
., reme Firmaare.
L—_,i Maove this file 2] ReadMe.txt

&) Publish this file to the
b

ddress () Ci\Documents and Setings|Adninstrator|My Documents\tutoriafiSamsung dreme 14112

B

Size  Type Date Modified
File Folder 12/4{2007 7:22 PM
24KB  Application 12/82007 12132 PM

1KB Windows NT Comm. .,
2EB Text Document
ZS6 KB  WLC media file { bin)
256 KB YLC media file (.bin)

12/5/2007 1:34 &M
12}6{2007 10:21 PM
12/15/2007 10:24 AM
12/25/2007 4:09 AM

Copy the generated file over to your bootable media.

| & 12x

Back » (& 5 (D search [ Folders =
@ © & 7 = HH

Address () C:\Documents and Settings\AdministratoriMy Documentsitutorial\Samsung ixtreme 1,4412x%
A Name = Size Type

File and Folder Tasks =

. BRIk
=] Publish this e to the = [ A ix14.bin ]

| EE— ST

"*=IPREE "107 (F2)
File Edi “iew Favorites Tools Help

@ Back

ol {25

.-=_-L—-

B«

256 KB YLC media file (.bin)

e - ¥ /.F) Search ||~ Folders [(37]+

Date Modified

_ Dfw File Folder 12/412007 7:22 PM
) Rename ths fle — ™FIRMTOOL.EXE 24KB  Apphcation 12/8/2007 12:32 PM
P Flmake ixtreme firmware cmd 1KB Windows NT Comm,..  12/5/2007 1:34 AM
@ . i E] ReadMe.bxt 2KB Text Document 12/6f2007 10:21 PM
[y Copy this file 256KB VLC mediafile (bin)  12{15{2007 10:24 AM

12/25{2007 4:09 AM

Address <o 2\

A A, | Nome
File and F Ider Tasks = | (BPNG oo s

ICFW

) Tools

| B]den.bat
Fldsam.bat
FlrBen.bat
Flrsam.bat
m!ﬂm.em
= 10,55
2] MSDOS.5YS
[Frgen.bat

Tlrsam.bat

Other Places

i§ My Computer

v

Flautoexec.bat
_ | ] coMMAND, COM

Size

1KB
92 KB
2KB
2KB
2KB
1KB
6 KB
218 KB
0KB
2KB
1KB

Type

File Folder

File Folder

File Folder
M5-DOS Batch File
MS-DOS Application
MS-DOS Batch File
M3-DOS Batch File
MS-DOS Batch File
M5-DOS Batch File
Application
System file
System file
MS-DOS Batch File
M3-DOS Batch File

M B

Date Modified

12/25/2007 12:30 AM
12/25{2007 12:30 AM
12/2542007 12:30 AM
12/25{2007 12:30 AM
11/19/2007 10:50 AM
12/25{2007 12:30 AM
12/25/2007 12:30 AM
12/25{2007 12:30 AM
12/25/2007 12:30 AM
11/20§2007 10:58 AM
11/19/2007 10:50 AM
11/19/2007 10:50 AM
12/25{2007 12:30 AM
12/25{2007 12:30 AM

Now your bootable media is all set. To flash the drive, boot to DOS and

type this command:

mtkflash w /m /sata ix14.bin
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You will still need to disable or bypass FirmGuard.

Edit the command for whatever file you are flashing. For example, if the
“make firmware” generated an ix15.bin, you would use the command

mtkflash w /m /sata ix15.bin
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Updating Your Firmware — Method 3 — “Repeat Entire Process”

This method would be your choice if you do not still have the bootable
media you used when you last flashed your drive.

With the release of a new firmware, iPrep will require a “definitions update”
to load that new firmware. You should be able to use Tools > Check for
Updates right within iPrep to download the latest definitions file.

Then you would run iPrep, load the new firmware, go through the process
of setting up bootable media again, and flash the drive like you did the first
time. You would have to boot to DOS, run dSam, reboot, and run fSam.
Essentially, just repeating the entire process, with the new firmware and
updated definitions file for iPrep. You would still have to disable or bypass
FirmGuard.
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Disabling FirmGuard

(Reflashing when your drive if already flashed with a hacked firmware)

Firmware versions Xtreme v4.x-5.x and all iXtreme versions include
FirmGuard, which makes reading and writing to the drive much more
difficult. This FirmGuard uses the MS28 core firmware lockout routines.
Essentially, once you flash the drive with a hacked firmware you then have
an MS28 drive, no matter what your drive was originally. In order to be
able to read or write from a drive that has FirmGuard, follow either of these
methods.

Now, when following the above instructions, remember to do this instead:

FirmGuard disable method 1 — 0800 Disc

1.

2.

S

You need to disable FirmGuard. Burn the activate.iso to a DVD+R
DL using IMGBurn or CloneCD.

Boot your PC to DOS,; leave the 360 powered off, but with both
power and video cables connected. The drive should be hooked up
to your SATA port.

When you reach the DOS command prompt, power on your Xbox
360, hit the eject button, and insert your 0800 disc. Let it spin up and
read the disc. It usually takes a good 10 to 20 seconds. If you listen
carefully, you can hear the drive laser shift and when you hear no
more sounds except for the constant spinning disc, the disc has done
the job.

Eject the drive back open and take out the 0800 disc.

FirmGuard should now be disabled and you should be able to read
and write to the drive just like it was a normal MS25 drive.

FirmGuard bypass method 2 — VIA & bad-flash

1. Users with a VIA chipset can avoid using the 0800 disc if they can

correctly follow the instructions for “Bad-Flashing an MS28 Drive” in
this tutorial. The FirmGuard is basically just the MS28 firmware, and
this method for flashing the MS28 drives also works with bypassing
FirmGuard.



http://www.360mods.net/Downloads/details/id=69.html
http://fileforum.betanews.com/detail/ImgBurn/1128426215/1
http://www.slysoft.com/en/clonecd.html
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Restoring Original Firmware

Restoring the drive to the original firmware should not be necessary if your
drive is currently working and you are only interested in updating to a
newer hacked firmware. Nevertheless, you may have some reason to flash
back to the original firmware, so | have included the instructions.

Restoring the Samsung drive’s original firmware is very easy if you still
have the bootable media you created with the latest iPrep. All you need to
do is boot to dos like you would for flashing the drive, and instead of typing
dSam or fSam, type rSam. You would use the serial number you used
when you flashed the drive, so something like rSam 1234567 12345.

You will still need to disable or bypass FirmGuard.
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Video Tutorial Here (v46/47/59 drives)



http://www.360mods.net/News/article/sid=66.html
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Opening The Xbox 360

The outer Xbox 360 “shell” is entirely screwless. Plastic friction tabs
hold the case together. There are many different tutorials for opening the
Xbox 360, with different methods. Here are some links to “opening the
Xbox 360" tutorials. | decided not to cover opening the Xbox 360 in this
tutorial since it is already long enough and there are many other tutorials
for opening the Xbox 360. Notes:

- The Anandtech guide says you need to use a Torx 12 screwdriver.
There is no such thing. You need a Torx 10 screwdriver.

- Removing the grey side grill on the hard drive side is a little tricky.
The first friction tab is actually inaccessible from the top holes in the
case, so you need to stick your screwdriver in the hole by where the
hard drive button is and unclip it. (See Pic)

- In order to push in the back clips, you can do one of two things. You
can use a thin metal object such as a precision flathead screwdriver /
bobby pin / paperclip OR you can make an opening “key” out of a CD
spindle case. The key would not work for me, it was too flimsy, but it
works for some people. You can purchase an “unlock kit.”

- If all you want to do is just flash the firmware, you only need to
remove the six long screws on the bottom. (See Pic)

Read all these guides and watch all the videos, figure out how you want to
go about opening the Xbox 360. It is not rocket science.

Anandtech Guide

InformIT Guide

Xbox-Accessories Disassembly

Hydra's Guide to Making a CD Unlock Key
Textbook's Video

acDC's Video



http://www.xbox-accessories.com/instructions/images/open3.jpg
http://www.xbox-accessories.com/instructions/images/open15.jpg
http://www.anandtech.com/systems/showdoc.aspx?i=2610&p=2
http://www.informit.com/articles/article.asp?p=430626
http://www.xbox-accessories.com/instructions/disassemble360.html
http://www.clevermod.com/index.php?article=24
http://www.360mods.net/News/article/sid=58.html
http://video.google.com/videoplay?docid=2886649985510902277&q=open+xbox+360&hl=en
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You can determine what version Hitachi drive you have simply by looking at
the sticker. Your ROM version will matter in this tutorial. ROM version
46/47/59 drives will all have the same instructions. ROM 0078FK drives
can only use the Slax method to get into ModeB, and must use a different
method when flashing the drive. The most recent version, the ROM
0079FK and 0079FL, are more difficult. Currently, there are two methods
to flash these drives, and will be explained in the ROM v79 section of the
tutorial. Be warned that modifying a Hitachi v79 using either method is very
difficult and risky, and thus should not be attempted by those with poor
soldering experience. Since ModeB does not apply to modifying a Hitachi
79 drive, you should ignore that section and instead skip ahead directly to
the v79 section of the tutorial.

Which Version

ROM v0078FK

If you have a drive with ROM v0078FK, you will need to follow different
instructions for flashing. The drive must still be put into ModeB, but can
only be done using Method 1, the Slax CD.

Currently, SATA-to-USB adapters like the X360USB and generic adapters
will not work. SIL SATA chipsets are also not supported at this time due to
read corruption. Your best bet would be to use onboard Intel ICH* chipsets
or NForce chipsets. VIA chipsets will work with a majority of v78 drives, but
not all of them.
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Xbox 360 and PC Connections

Power off your PC and Xbox 360. Make sure the Xbox 360 power cable
and video cable are both plugged in. You do not need to hook up the video
to a TV, but it does have to be plugged into the back of the Xbox 360.

The Xbox 360 uses a floating point ground. Your PC uses a “true earth”
ground. This difference can cause excess voltage to travel through your
SATA cable and potentially damage your Xbox 360 DVD drive or PC
Motherboard / SATA card. Remedy this problem by connecting the Xbox
360’s ground to the PC’s ground. The easiest way to do this is by using a
“croc clip wire” and connecting the Xbox 360 metal casing to your PC’s
metal case. You can use anything conductive to connect the Xbox 360
case to the PC case - you could just tape some bare/stripped wire to each,
or even just set the Xbox 360 next to the PC so that they are touching.

Many people have flashed their drives completely ignoring this
recommendation. The possibility of damaging something by ignoring this
step is rare, but still possible. So, you could say grounding the PC and 360
together isn’'t absolutely necessary, but it is recommended. If you have the
ability to do so, it is safest to take the time to do it.

Disconnect all other drives in your PC. You should disconnect all hard
drives and DVD drives so they do not get accidentally flashed with the
hacked firmware. Disabling these devices in your BIOS may not work, so
physically unplugging them is the best solution.
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ModeB

ModeB is the Hitachi drive’s built-in debug mode that we need to get into
before anything else can be done. When in ModeB, the drive can be
recognized in Windows and flashed with the hacked firmware. There are a
few different ways to get into ModeB. You only need to use whatever
method works and you feel comfortable with.

ModeB Method 1 — SLAX

The first method you can use to get your Hitachi drive into ModeB is by
using a bootable SLAX Live CD. Itis a specially edited Linux LiveCD that
will send custom commands to the Hitachi drive on bootup.

1. Download the latest SLAX image from Xbox-Scene

2. Burn the .iso image to a blank CD-R using IMGBurn, CloneCD, Nero,
or any other recording software capable of burning .iso image files.

3. Make sure your computer’s BIOS is set to boot from CD first. Most

are set to this by default.

Power off both the Xbox 360 and PC.

Make sure both power and video cables are plugged into the Xbox

360. Also provide a true path to ground between the Xbox 360 case

and PC case by using croc clips, small wire, or setting them against

each other so they are touching.

6. Unplug the small, black SATA cable from the back of the Hitachi DVD
drive and connect your Hitachi drive to your PC via a SATA cable.

7. Power on the Xbox 360 and PC at the same time. Boot the PC from
the Slax CD and wait until you reach the login prompt. If you get a
message that says “Spinning up disc....” , hit eject on your Hitachi
drive, and the Slax disc should continue to load. If you get that
message, that's a good thing, it means your drive is probably already
in ModeB.

8. Check for ModeB! (see below)

ok

Troubleshooting: Some people are having problems with the Slax disc,
and the only suggestion | can give you is to try turning on the Xbox 360 at a
different time. | know with my VIA chipset, it usually works best if | don’t
turn on the 360 until just after the Slax disc started to load. You can also
check out this video of how to use Slax to get a Hitachi drive into ModeB.

(The video is for a Hitachi 78FK drive, but the information on using Slax
would be useful for all drive versions.)


http://dwl.xbox-scene.com/xbox360pc/dvd/p_slax2.0_alpha1.iso
http://fileforum.betanews.com/detail/ImgBurn/1128426215/1
http://www.slysoft.com/en/clonecd.html
http://www.360mods.net/News/article/sid=87.html
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ModeB Method 2 — Two-Wire/Resistor Trick

Note: This ModeB method will not work on Hitachi vOO78FK drives. You
must use Slax if you have a vOO78FK drive.

Experimentation and research by SeventhSon and others early on found a
way to put the drive into ModeB by grounding one of the pins on the DVD
power plug. This method works every time when done correctly, but take
caution. This method is much more dangerous than other ModeB
methods. You must read this entirely and understand what you are doing.
If you screw up on this, you may brick your drive and what is worse, is
without an original firmware backed up, you won't be able to purchase a
new drive for your Xbox 360. Screw up on this and it's a good chance
you'll make a permanent drive-less Xbox 360.

For safety reasons (less chance of bricking) please use a 1K-ohm resistor
when doing the “two-wire trick.” You can purchase resistors at a local
Radioshack or other hobby electronics shop. This resistor has brown-

brown-red-gold bands onit. ' Radioshack model number 271-1118.

Now, take a look at the back of your DVD drive and you should see a black
SATA cable to the right and the power cable to the left. The power cable
consists of ten smaller black wires and has a white connector.

X® 8% 5% 4% 28 o® SATA signal

" gm 7m 5m 3m 4 connector

¥hox 360 DYD drive power connector pinout

What you will want to observe is pins 0 and 9. Since the left side pin holes
of the connector are empty, the wires you want are the top right and bottom
left wires.

Stick a sewing pin in next to these wires as shown in the image below.
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What you need to do is use the resistor to touch these two pins together
when booting the Xbox 360, then release the resistor immediately
afterwards. So, with the Xbox 360 off, hold the resistor so that each end
touches the sewing pin. With your other hand, hit the power button on your
Xbox 360 and as soon as you see the power light come on, remove the
resistor and break the connection. This is the tricky part and where people
were bricking their drives. You can screw this up in two ways. First, some
people were accidentally using the wrong points on the power cable.
Second, people were holding the two wires together for too long. The pins
should be connected at most for only a half second on bootup.

Again, just for clarity:

1. Make the cable as shown above by sticking sewing pins in the 0 and
9 locations on the power plug.

2. Plug this newly made power plug back into the back of the DVD drive
with the Xbox 360 off.

3. With the Xbox 360 powered off, use a 1Kohm resistor and hold it to
connect the two pins together.

4. Power on the Xbox 360 and immediately remove the resistor as soon
as you see the green power led on the Xbox 360 light up.

5. Check for ModeB! (see below)
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ModeB Method 3 — Connectivity Kit

Note: This ModeB method will not work on Hitachi vOO78FK drives. You
must use Slax if you have a vOO78FK drive.

If the Slax disc did not work for you and you are too afraid to use the two-
wire/resistor trick method, you can purchase a Xeno or Xecuter
Connectivity Kit to put the drive into ModeB.

Some important warnings about the kits —

You can blow up the kit and/or drive if you plug in the DVD power cables
upside down. Look on the connector. There are small tabs to make sure
you are connecting the cables correctly.

You can also blow up the kit and/or drive if you short it out on something.
The back of the kit is not protected, and you can see bare solder points on
the circuit. If you aren’t careful, you can short the kit onto your PC case,
Xbox drive, or another metal object.

For a clear explanation of these dangers, take a look at this PDF.

Disconnect all cables from the DVD drive and take it out of the Xbox 360.
Power off your PC and hook up the connectivity kit. Hook up the SATA
cable to the DVD drive as well. Push the ModeB button down and power
on your PC and boot into Windows.

For the Xecuter kit, make sure the Eject button is up and the ModeB button
is down before powering up the system.


http://www.cheapestmods.com/manuals/XODD_en.pdf
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ModeB Method 4 — Hotswap

Note: This ModeB method will not work on Hitachi vOO78FK drives. You
must use Slax if you have a vOO78FK drive.

The fourth method of ModeB in fact is not a method to get into ModeB at
all. The drive never goes into ModeB, but using this method, you will be
able to flash your drive and since that’s what we are trying to do here, it is
still included as a “ModeB method.” This method is not very applicable to
many people so | won’t spend too much time going over it.

You need a SATA DVD-ROM drive hooked up to your PC and detected in
Windows. This can be a normal PC SATA DVD-ROM drive like the SH-
D163A or it can also be an Xbox 360 Samsung drive in 0800 mode.
Whatever it is, it has to be a SATA DVD-ROM drive detected and working
in Windows. Note your drive letter, then unplug the SATA cable from your
“normal” drive and plug it into the Hitachi drive. You can then flash your
Hitachi with that drive letter.

| personally couldn’t get this working, but others have, so it's in here.
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ModeB Method 5 — Boot Previously Flashed Drive With an Open Tray

All previous hacked Hitachi firmwares have a seldom-known feature that
allows them to be easily put back into ModeB. Remember, this only works
with hacked firwmares (drives that have already been flashed). This
ModeB method is not one to be used on drives that still have the original
firmware.

Power on the Xbox 360, eject the Hitachi tray, and make sure there is no
disc in the tray. Leave the tray open, and then unplug the Xbox 360 power
supply from the wall electrical outlet. Just hitting the 360’s power button
would make the tray retract, we want it to stay open — and unplugging from
the wall does this. Then, plug the power supply back in, and power the 360
back up. The drive should go into ModeB.
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ModeB Indicators

It is obvious that we must first get the Hitachi drive into ModeB before doing
anything else. Before worrying about your PC, before worrying about
flashing, or anything else, focus on ModeB. ModeB is a property of the
DVD drive alone. It does not rely on SATA and has nothing to do with your
computer. In fact, you can do the following checks with no SATA cable
hooked up to the Hitachi drive at all. The following are signs of ModeB.
Your Hitachi drive must be doing one of the following. Your drive does not
have to display all these signs to be in ModeB. If your drive is showing just
one of these, it is in ModeB.

Signs of ModeB:

1. If using the Xbox 360 to power the drive and using the wire/resistor
trick, your Xbox 360’s power LED should flash rapidly

2. With all methods, it should take two presses of the eject button to
either open or close the DVD tray.

3. With all methods, when you eject the drive back in using the eject
button, it should auto-eject back open a second later. This only
occurs if you are using the Xbox 360 to power the drive.

4. Obviously, if the drive shows up in Windows, then it is in ModeB.

When you do get into ModeB, do not power off the drive. Powering off the
drive will make you lose ModeB and you would have to repeat your steps
all over again.
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Drive Detection in Windows

When you have made sure your drive is in ModeB, connect it to your PC
and power up your PC. If you used Slax, remember to take out the Slax
disc because you need to boot from the hard drive into Windows. At the
Windows loading bar, you should eject the Hitachi drive in and out a few
times. Some people believe that they only need to eject the drive if the
loading gets stuck, but this is NOT true! Testing has shown that device 1/O
errors while flashing were a result from the failure to eject the Hitachi drive
at the Windows loading bar.

When Windows boots up, check to see if the drive is detected. First, open
device manager. Right-click “My Computer” and select “Manage.” A
Computer Management window should open up with a list to the left. In
that list to the left, under System Tools, is Device Manager.

Check your CD/DVD drives to see if the Hitachi GDR-3120L is listed.

-

L "Computer Management

=] Fie Acton View Window Help =1g| %]
4 AESE 2 A =ERa
,g Computer Management {Local) = ) DESKTOP -
ﬁSystem Tools + J Computer Fl
+ |4l] Event Viewer + <o Disk drives
+ &2l Shared Folders - g D;;plal,' adapha's
+ § Local Users and Groups = -
+ @ Performance Logs and Alerts
2, Device Manager :
=] 3 Storage 4 LITE-ON DVDRW SHW-160P65
+ Removable Storage ‘ VK72 128 TQKE82P SCSI CdRom Davice
g Disk Defragmenter é VE7212R TQKB82P SCSI CdRom Device
Dhsk Management e VKT212R TOKE82P SCSI CdRom Device
+ @ Services and Applications + @ Floppy disk confrollers
. _; Floppy disk drives
+ (g Human Interface Devices
+ =) IDE ATASATAPI controllers
+ 3 Keyboards
¥ "J Mice and other pointing devices
+ ® Monitors
+ BB MNetwork adapters
+ Y Ports (COM &LPT)
<) (> . ! Processors [ne

Open up “My Computer” and see if you have a new CD-ROM drive. Right-
click on your drive and eject it. You just want to make sure you know which
drive is the Hitachi drive. Remember the drive letter.



< My Computer
File Edit View Favorites Tools Help

Qoack - © - ¥ Psearch [Foders [~

Address | § My Computer
Name

Type

Poystem Tasks % Files Stored on This Computer

()5hared Documents  File Folder
() Administrator's D... File Folder

Hard Disk Drives
S P (C:) Local Disk
Other Places 3 = Western Digital (D:) Local Disk
ikl S VISTA (V:) Local Disk
b S S FAT (X:) Local Disk
a My Documents
(03 Shared Documents Devices with Removable Storage
g J3vaFloppy (&) 3%:-Inch Floppy Disk
Details -3 jD\'D Drive (F
s CD Drive (G:)
DVD Drive (E:) L,V Drive (H Command Prompt
€D Drive - & search...
SODRWDI  pipiay
DV Drive (L: -
L5DVD Drive (M Sharing and Security...
Scan with AVG Free
B Add to archive. ..
B Add to “Archive.rar”
B Compress to “Archive.rar” and email
(& PowerIS0 3
Copy
Create Shortout

Properties

Total Size

20.0GB
95.2GB
20.0GB
11.8GB

5.83GB
9.72GB
10.1GB
11.8GB
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Flashing v46/47/59 Drives

The rest of this tutorial is for the “old” version Hitachi drives. If you have a
vOO78FK drive, please click here for those instructions. If you have a

v0079 drive, you shouldn’t even be reading this in the first place since you
were instructed to skip the ModeB section, but here is the link to the vO079

instructions.
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Downloading The Firmware

The hacked firmware may be illegal under the DMCA, EUCD, or other
local, national, and international copyright laws. It contains portions of
Microsoft’s copyrighted firmware and therefore cannot be linked to or
downloaded publicly. Do not request the firmware on any forums because
you will most likely be banned. Use Xbins. Xbins is an IRC channel and
FTP server that hosts Xbox and Xbox 360 mod files.

If you have never used Xbins before, the easiest method is to use Ground
Zero’s automated Xbins downloader.

Download and run the xbins.exe file. It will ask you where you want to save
the files, choose your desktop. Now, go into the “Xbins” folder on your
desktop and run the .bat file. The program will connect to the IRC channel,
message the bot, and connect to the FTP server. When FileZilla opens
you should see the local Downloads folder on your left and the Xbins FTP
server on your right.

[Z FileZilla - Connected to distribution.xbins.org

File Edit Transfer View Queue Server Help
&~ |k QE - OER | ?
Address: User: Password: Port: b
Icommand LIST 2
Response 150 Opening ASCIl mode data connection for directory ksting
Response 226 Transfer complete
Status Directory listing successful s
Local Ste: i + | Remote Ste: |;" v
Flename ¢ Filesize  Filetype Last Modifie F“E“m Hesze | Fletype Dotz
) Maximus-Gary... File Folder 10/6/2006 1 | SDXEOX F']'e F“::E' 0722
B MaximusGary... SMB WinRAR archive 107132006 | —XBOX 360 e Foder 09/14/2
Your Computer Xbins
S = | il =]
1 folder and 1 file with 4701707 bytes, 2 folders.
Local Filename Size Direction Remote Filename Host Status
4 >
|Ready s

The hacked firmware can be found in:
IXBOX 360/firmware/hacked firmware/ Hitachi-LG GDR-3120L/

Simply drag the “iXtremel.4_Hitachi.rar” file over to the left side of FileZilla
and wait for it to finish downloading. You can use WIinRAR or 7-zip to
extract the RAR archive. You will want to copy the

iIXtremel.4 Hitachi_C4EVA revl folder to the C: drive.


http://www.360mods.net/Downloads/details/id=29.html
http://www.rarlab.com/
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Upgrading From Older Firmware?

If you are upgrading from an older hacked firmware, like a previous
GaryOPA firmware, a Birdy firmware, or Commodore4Eva firmware, you
must restore your drive to the original firmware before continuing. If you
are flashing the firmware to a stock drive, ignore this section and skip to
“Flashing The Drive.”

Inside the iXtremel.4 Hitachi_ C4EVA revl folder is a file named
‘“RESTORE.BAT”. You can run this simply by double-clicking on it.

=+ RESTORE.bat Bin1

RESTORE.bhat

C4EUA: iktreme vil.2 Stealth
HITACHI ALL UVERSIONS 8inil

Restores wyour =360 drive to ORIGIMAL

What is the Hitachi drive letter?

That should open a command prompt asking you for the Hitachi drive letter.
So type in the drive letter of your Hitachi, and press enter, and it should
restore the drive back to the original firmware automatically. This is
necessary before flashing to the latest firmware. After restoring the
firmware, you can continue on to flashing the new firmware.
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your x360 deive to ORIGINAL

What is the Hitachi drive letter?

DRIVE g:=~ HITACHI V.59 FIRHUARI

B0-/11 sector 98833888 (UnStealth>
RES.BIN
RES.BIN
RES.BIN

900356000 i tor Readd...
90834888 (Hedia Detect)...
sector ¢Build Security Sectord...

B83b/11 to g U.3x and MultiSpeed All)>...

20825888 (Mode B into A U.5¥ only>...

B4bh/11 sector 98814888 (Game Part Unlock U.5X only

toring B85/ sector 9881cB88 (Drive R e > Decryptd...

done

Restoring E: 90882888 (TRAY Tweak>...

estoring sector 90006008 (HODE B Tuwea

one

toring 08/ sector 9002000 C(iXtren

90083008 (KXtreme Custom Coded...

sector (Master Checksumd>...

tor 9083FA0A (F RA m U.S5% onlyd...

or 98885888 (Stealth Data and Code...

Checking RESTOREd version..

FirmCrypt vB.1 loser 2885
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Flashing The Drive

Inside the iXtremel.4 Hitachi_ C4EVA revi folder is a file named
“FLASHIX.BAT”. You can run this simply by double-clicking on it.

o[

FLASHIX .bhat

C4EUA: iX¥treme vl.4 HultiSpeed (8x)
HITACHI ALL UVERSIONS 8ini

Updates your =368 DUD deive firmuvare

What is the Hitachi deive letter?

That should open a command prompt asking you for the Hitachi drive letter.
So type in the drive letter of your Hitachi, and press enter.

B

FLASHIX .bhat

C4EUA: i¥treme vil.4 HultiSpeed (8
HITACHI ALL UVERSIONS Bini

Updates your x368 DUD drive firmware

What is the Hitachi deive letter?

q

Hame the backup folder,. use [Ra-Zz]1 [B-71]
Ho punctuations or spaces.

A165-08088

Now it asks for the name you want for the folder to store the files in. This
will be used to store your original firmware and hacked firmware. You
should keep it short, just choose something easy to match to your drive,
like your first name.

Wait until the process to finish. You will find a backup of your original
firmware in the iXtremel.4 Hitachi_ C4EVA revl folder. There will be a
folder in there starting with X16S- and whatever you chose to name the
folder. Zip or Rar this folder up and email it to yourself for backup
purposes.



N1 JIVIEOIPS

EUn 4 MultiSpeed {8x)>

C4EUR: {tremn
HITACHI ALL U ONE Bini

Updates wour =368 DUD drive firmware

What is the Hitachi drive letter

N

Ho punctuations

aking BACKUP of your DRIVE KEY...
Done .

Jumping CURRENT fiw
Done .

'LASHING DRIVE g:»~ HITACHI V.59_16-8 FIRMUARI
59 True.

ing B1-11 sector 780883888

B2/11 sector 9803008

90834888 (Hedia Detect v.5¥ onlyd>...

v.5X only>...

sector 98827808 (Build Security Secto

hBBB (Challenge Response v.3x and Mul

B6-11 sector 98825888 (Mode B into A

9881 d888

Flashing 9881cBBB <(Drive Response Table Decryptl....

90082808 <UNDO — TRAY Tweak)...

98886888 (MODE B Tweak

(iktreme)...

{FW STEALTH DATA/CO
Flashing 11bs11 sector 78833888 (FW STEALTH HACK>...
———— RES.BIN

Hitachi fw f1l ¢« iz 188 complete!?

You can now shut—down your system??
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v0078FK Instructions

Video Tutorial Here

Once you have the v78 drive in ModeB using the Slax disc and detected in
Windows, follow these instructions for flashing the vOO78FK drive.

1. Download the latest version of Maximus 360 Firmware Toolbox from
Xbins. Itis a .NET application that requires Microsoft .NET
framework v2 to run properly. It is available on Xbins in /XBOX
360/firmware/firmware tools/Firmware Toolbox/

2. Insert an original retail game or movie DVD into the Hitachi drive.
Remember that the Hitachi drive in ModeB likes to automatically eject
after a few seconds. Follow one of these methods to keep the drive
closed.

- With the Hitachi drive tray open, press the eject button once, and
then push the tray in manually or...
- Press eject a third time, while the tray is closing

3. Wait for Windows to recognize the disc inserted, then close out of
any autoruns caused by the disc.

4. Open 360 Firmware Toolbox.

5. Select Tools > Direct Drive Dump (GDR Only)

File Key Database WOGN Options Help

Frusiaun Eie: Direct Drive Dump (GDR Only) |

Direct Drive Flash (GDR Only) »

[Open a Firmware

Create Multibank Frmware

Make sure your Hitachi drive is selected in the drop-down list
Select “Raw Dump Firmware As...”

~N o


http://www.360mods.net/News/article/sid=87.html
http://filehippo.com/download_dotnet_framework_2/
http://filehippo.com/download_dotnet_framework_2/
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|I w! Direct DVD Drive Functions (Only GDR3120L Drives)

Chiooze wour DVD Drive:

— Eeneral Oplions:
I E: [DVD-ROM GDR2120L ROM 0078 Eject Start Spin
Clazzic Dump Firmmware s | Back / Cancel

8. Save the original firmware as original.bin somewhere safe

My Network File name: ||::riginal ;I Save I

Places

Save as type: |Ein Files " bin) ;I Cancel

9. The program will tell you that your firmware has been dumped and
asks if you want to open it, select “Yes”

10.Make sure the key displayed looks fairly unique, with no multiple FF
or 00 bytes. You may also want to dump the firmware a couple times
and make sure the key is the same for each dump.

11.Select Tools > Smart Hack Patcher
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== 360 Firmware Toolbox Ver.4.6

 Firnwate Fie: [Chel  Drect Drive Dump (GOR Only)
Direct Drive Flash (GDR Only) »
|E:"\D acuments an 13l bin _]
Create Multibank Firmware

ROM Versiore 1 = LE

ROM Size: :
= ‘ Spoof Frmware J
Smart Hack Patcher

Vabdate Checksum

Generate Enciypted file.. |

Key Information: (@

Koy Er—s——e——rw e wrwwe0d
" To replace the key onto curment firmware file, type-it or paste-it and Click "Replace Key'

Replace Key

Tag Data: [Related to this Key)
Serial Me: L Date: | Tndayl
Owner. | Save onDatabase |

Bricked Drive ?

Click here and call the
experts on your area...

12.Read the warning and accept it
13.0n the line labeled output file, click the box to the right with the

ellipsis (three dots) and save the file as hacked.bin where you saved
the original firmware

e

.'- Smart_HacI-c Pa}c her

- Parameters:
Output File:  c\hacked bin
Rule Set i TREME14_0078+_8X

Ll
=]
- 78/73 FIRMWARES - ’: |

i TREME14_0078+_2x
i TREME14_0078+_5x
i TREME14_0078+_5x
i TREME14_0078+_12+

14.Select one of the v78 firmwares, 2x, 5%, 8x, and 12x are the different
read speeds for the firmware.
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You now have a choice between different read speed firmwares. There are
four available options. There is a firmware that reads backups at 2x speed,
5x speed, 8x speed, and 12x speed. There is no “right” choice, it is purely
up to preference. 12x is the normal read speed of the drive. Higher
speeds are louder, and may have trouble reading backups if you have a
poor quality laser, burner, or media. Lower speeds are much quieter, and
may read better, but you will have slower load times.

15.Select “Generate File”

16.1t should say the hacked firmware was created, and asks if you want
to open it, again select “Yes”

17.Verify that the key is still the same as before

18.Select Tools > Direct Drive Flash (GDR Only)

19.Select Differential Flash (Patch)

=2'360 Firmware Toolbox Ver.4.6
File KeyDztabase RLLH Optons Help
Firmware File: [Che| _ Direct Drive Dump (GDR Oniy) |

Direct Drive Aash (GDR Only) » Flash Keys

[C\Documents ar ) |
= Create Multibank Frmware Flash String ID (Spoof data)
ROM Vesion: | e
A f ed file... ]
B Spoof Firmware Differential Flash (RESTORE) _I}‘Ff

Smart Hack Patcher

Key Inforrration: (@ Vabdate Checksum

Key: F e et e IR0SR DAY Replace Key
* To replace the key onlo cunent furmware file, tppe-t of paste-t and Chck "Replace Key"

- Tag Data: [Felsted to this Key)

Senal Mo ] Date: Taday

Owner; | Save on Database |

Click here and call the
experts on your area...

20.Check that your Hitachi drive is selected in the drop-down list
21.Hit “Read and Detect Differences”
22.Select “Start Flashing” and let it finish
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.

B Direct DVD Drive Flash
— Chooze your DVD Drive;
|E: [0WD-ROM GDR120L ROM 0078] -

— Flazsh Program to lnvoke
| Internal Flasher j

— Flash thiz Sectaors

30003000
A000E000
90004000
3001 Coaa
90026000
30034000
30035000
3003E000

Start Flazhing Back / Cancel

23.Close out of the program, hook the drive back up to the 360, and test
it out.

Email yourself the original.bin and hacked.bin for backup purposes.
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v0079 Instructions

The Hitachi vOO79FK and vO079FL drives have extra security in place that
makes flashing the drives using software alone currently not possible.
There are two ways to flash a v79 drive, but both require soldering and
both are difficult.

Method 1 — Modchip

There are modchips for the v79 drives that, when fitted, allow you to use
Maximus 360 Firmware Toolbox to flash the drive. There are two different
modchips for v79 drives. The first is a Maximus 79 Pass Key. The second
is the Infectus FLASHO79. The features of both chips are very similar, the
main point being that it allows you to flash the v79 drive. Both chips will
also boot the drive into ModeB if the chip detects the drive is still flashed
with the original firmware. So after fitting the chip, you shouldn’t need to
worry about ModeB, just powering the drive should put it in ModeB. With
both chips, the modchip needs to remain installed if you plan on upgrading
the drive firmware in the future.

The official 79 Pass Key site is:
http://www.maximusgames.net/79passkeyinfo.php

Here you will find links to resellers, installation diagrams, and tutorials.

The official FLASHO79 site is:
http://www.infectus.biz/news.php?news=2007-09-28%2012.09.13

You can purchase the FLASHO79 chip from:
http://www.hardstore.com/default.asp?cmd=getProd&cmdID=9204&idC=62
3&pType=-1



http://www.maximusgames.net/79passkeyinfo.php
http://www.infectus.biz/news.php?news=2007-09-28%2012.09.13
http://www.hardstore.com/default.asp?cmd=getProd&cmdID=9204&idC=623&pType=-1
http://www.hardstore.com/default.asp?cmd=getProd&cmdID=9204&idC=623&pType=-1
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Purchase whichever chip you prefer. | know that with the 79 Pass Key,

there is an option of adding a fcc ribbon connector socket and flat cable for
usually around $6 extra. That choice is up to you.

You will need to open up the DVD drive using a Philips head screwdriver
and remove the printed circuit board.

The drive PCB should look like this.
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On the right, you can see the SST39VF020 firmware chip. The black
material surrounding the chip is some form of epoxy or potting solution.
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This epoxy will need to be removed on the bottom side of this firmware
chip. We do not need to remove all of it, just enough to expose the copper
pads underneath, since this is where the modchip will be soldered to. The
best method for removing the epoxy is by using a heatgun. A heatgun is
not the same thing as a hair dryer, it is much hotter. Generally they are
used for removing paint, so you should be able to buy one from a home
improvement store or online. You will also need a scalpel or hobby knife
(like an Xacto razor) to remove the epoxy.

Use the heatgun to heat up the epoxy to around 120 degrees Celsius.
Then, use the razor blade to get underneath the epoxy and it should flake
off. A video of the black epoxy removal procedure can be found at
http://teammodfreakz.hostwg.net/_menue/Extras.php

Hopefully you end up with something like this.



http://teammodfreakz.hostwq.net/_menue/Extras.php
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Once the epoxy has been removed, you can install the modchip.

If you are installing a 79 Pass Key, using wires, please use this diagram.
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If you are installing the 79 Pass Key with the flat cable, please download
the official tutorial here or here.

If you are installing the FLASHO79, please use this diagram.


http://www.maximusgames.net/diagramas/DIAGRAM_V11.jpg�
http://rapidshare.com/files/45042230/79Passkey_FlatCable_tutorial.pdf.html
http://www.sharebigfile.com/file/201093/79Passkey-FlatCable-tutorial-pdf.html
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v0079 Instructions

Video Tutorial Here (video is for flashing v78 — it is the same procedure)

A v0079 drive fitted with a 79 Pass Key or FLASHO79 is flashed with
Maximus 360 Firmware Toolbox. The instructions are the same as flashing
a vOO78FK drive.

1.

~N o

Download the latest version of Maximus 360 Firmware Toolbox from
Xbins. Itis a .NET application that requires Microsoft .NET
framework v2 to run properly. It is available on Xbins in /XBOX
360/firmware/firmware tools/Firmware Toolbox/

Insert an original retail game or movie DVD into the Hitachi drive.
Remember that the Hitachi drive in ModeB likes to automatically eject
after a few seconds. Follow one of these methods to keep the drive
closed.

With the Hitachi drive tray open, press the eject button once, and
then push the tray in manually or...
Press eject a third time, while the tray is closing

Wait for Windows to recognize the disc inserted, then close out of
any autoruns caused by the disc.

Open 360 Firmware Toolbox.

Select Tools > Direct Drive Dump (GDR Only)

File Key Database REOCCEM Options Help

Direct Drive Dump (GDR Only)
Direct Drive Flash (GDR Only) # |

Firmware File:

Open a Fimware

Create Multibank Firnmsare

Make sure your Hitachi drive is selected in the drop-down list
Select “Raw Dump Firmware As...”


http://www.360mods.net/News/article/sid=87.html
http://filehippo.com/download_dotnet_framework_2/
http://filehippo.com/download_dotnet_framework_2/
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"w Direct DVD Drive Functions (Only GDR3120L Drives)

Choose your DVD Drive: 1 [ General Dplions:
|E: [DVD-ROM GDR3120L ROM 0079) = Eiet | StantSpin

Clazsic Dump Firrmware As .. | Back / Cancel

g

8. Save the original firmware as original.bin somewhere safe

i
[ Save As

My Nﬁwﬂﬂi File name: ||::riginal ;I Save I

Places
Save as type: |Ein Files " bin) ;I Cancel

9. The program will tell you that your firmware has been dumped and
asks if you want to open it, select “Yes”

10.Make sure the key displayed looks fairly unique, with no multiple FF
or 00 bytes. You may also want to dump the firmware a couple times
and make sure the key is the same for each dump.

11.Select Tools > Smart Hack Patcher
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== 360 Firmware Toolbox Ver.4.6

 Firnwate Fie: [Chel  Drect Drive Dump (GOR Only)
Direct Drive Flash (GDR Only) »
|E:"\D acuments an 13l bin _]
Create Multibank Firmware

ROM Versiore 1 = LE

ROM Size: :
= ‘ Spoof Frmware J
Smart Hack Patcher

Vabdate Checksum

Generate Enciypted file.. |

Key Information: (@

Koy Er—s——e——rw e wrwwe0d
" To replace the key onto curment firmware file, type-it or paste-it and Click "Replace Key'

Replace Key

Tag Data: [Related to this Key)
Serial Me: L Date: | Tndayl
Owner. | Save onDatabase |

Bricked Drive ?

Click here and call the
experts on your area...

12.Read the warning and accept it
13.0n the line labeled output file, click the box to the right with the

ellipsis (three dots) and save the file as hacked.bin where you saved
the original firmware

e

.'- Smart_HacI-c Pa}c her

- Parameters:
Output File:  c\hacked bin
Rule Set i TREME14_0078+_8X

Ll
=]
- 78/73 FIRMWARES - ’: |

i TREME14_0078+_2x
i TREME14_0078+_5x
i TREME14_0078+_5x
i TREME14_0078+_12+

14.Select one of the v78+ firmwares, 2x, 5%, 8x, and 12x are the
different read speeds for the firmware.
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You now have a choice between different read speed firmwares. There are
four available options. There is a firmware that reads backups at 2x speed,
5x speed, 8x speed, and 12x speed. There is no “right” choice, it is purely
up to preference. 12x is the normal read speed of the drive. Higher
speeds are louder, and may have trouble reading backups if you have a
poor quality laser, burner, or media. Lower speeds are much quieter, and
may read better, but you will have slower load times.

15.Select “Generate File”

16.1t should say the hacked firmware was created, and asks if you want
to open it, again select “Yes”

17.Verify that the key is still the same as before

18.Select Tools > Direct Drive Flash (GDR Only)

19.Select Differential Flash (Patch)

=2'360 Firmware Toolbox Ver.4.6
File KeyDztabase RLLH Optons Help
Firmware File: [Che| _ Direct Drive Dump (GDR Oniy) |

Direct Drive Aash (GDR Only) » Flash Keys

[C\Documents ar ) |
= Create Multibank Frmware Flash String ID (Spoof data)
ROM Vesion: | e
A f ed file... ]
B Spoof Firmware Differential Flash (RESTORE) _I}‘Ff

Smart Hack Patcher

Key Inforrration: (@ Vabdate Checksum

Key: F e et e IR0SR DAY Replace Key
* To replace the key onlo cunent furmware file, tppe-t of paste-t and Chck "Replace Key"

- Tag Data: [Felsted to this Key)

Senal Mo ] Date: Taday

Owner; | Save on Database |

Click here and call the
experts on your area...

20.Check that your Hitachi drive is selected in the drop-down list
21.Hit “Read and Detect Differences”
22.Select “Start Flashing” and let it finish
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~ Choose your DVD Dirve:
|E: [DVD-ROM GDR3120L ROM 0079 -]

 Flash Program o Invoke
[ntemal Flasher =~

~ Flash this Sectors
S000:3000
90006000
90004000
S001C000
S0026000

$0034000
80035000

S003E000

Back / Cancel

23.Close out of the program, hook the drive back up to the 360, and test
it out.

Email yourself the original.bin and hacked.bin for backup purposes.
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Method 2 — Using an External Programmer

Another way to flash the drive firmware is by desoldering the TSOP
firmware chip and using an external Willem programmer. The chip is then
resoldered back to the drive. This process should not be taken lightly.
Many would say that this is more difficult, and at a higher risk because the
PCB or chip can easily be damaged. You will need a Willem programmer
and 14mm TSOP32 socket adapter for this method. Those alone are more
expensive than either of the v79 modchips. The advantage this has to the
modchips would be for people who will be flashing many v79 drives. With a
programmer, you can use the v78 firmware, and then firmware upgrades in
the future can be flashed like the vOO78FK, using software alone.

Many people sell Willem programmers and TSOP sockets on ebay. Do a
search for “14mm TSOP32” and you will probably find the socket and a
programmer together in a combo. If you do some research you can find
sites that sell the programmer and socket, Sivava is the only one | know of.

You will need to open up the DVD drive using a Philips head screwdriver
and remove the printed circuit board.



http://search.ebay.com/14mm%20tsop32
http://www.sivava.com/
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The drive PCB should look like this.

On the right, you can see the SST39VF020 firmware chip. The black
material surroundlng the chip is some form of epoxy or potting solution.
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This epoxy will need to be removed everywhere around the chip. The best
method for removing the epoxy is by using a heatgun. A heatgun is not the
same thing as a hair dryer, it is much hotter. Generally they are used for
removing paint, so you should be able to buy one from a home

improvement store or online. You will also need a scalpel or hobby knife
(like an Xacto razor) to remove the epoxy.

Use the heatgun to heat up the epoxy to around 120 degrees Celsius.
Then, use the razor blade to get underneath the epoxy and it should flake
off. A video of the black epoxy removal procedure can be found at
http://teammodfreakz.hostwqg.net/_menue/Extras.php

Hopefully you end up with something like this.
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The chip must then be desoldered carefully. This is probably the riskiest
and most difficult part of the entire procedure. The Modfreakz video shows
you two methods for removing the chip, with a pyropen or some other heat
source, or by flooding with a soldering iron. One important note | would like


http://teammodfreakz.hostwq.net/_menue/Extras.php
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to make is that for every v79 drive | have done, there has been epoxy
underneath the firmware chip. Just look at the following image:

(- T8 gnuu ou v

- 9 'evzo.u -

This means that the solder flood removal technique isn’t going to work.
You have to use a pyropen or heat gun to desolder the firmware chip. |
personally use a heat gun. Below is an image of a board | removed the
chip on. | also cleaned up the epoxy on the PCB after removing the chip.
If you notice on both FuzzylLogic’s photo above and my photo below, you
can see in some places where the thin foil of the PCB has started to
“bubble” because of the heat. Personally, | would rather have some
relatively safe bubbles and make sure everything was hot enough than |
would risk pulled traces or broken chip legs.


http://www.xboxhacker.net/index.php?topic=4311.msg33011�

When (if?) you have successfully desoldered the firmware chip, you will
want to inspect the PCB and chip. Clean up both using solder, desoldering
braid, maybe a fiberglass pen if you have one, and some rubbing alcohol.
Make sure that no pads or legs are bridged. If any of the chip legs are
bridged, you will not be able to read it using the programmer.

To insert the chip into the socket, push down on the top of the socket, and
you will notice that the teeth move “out”. Still holding down the top, you can
then place the chip in the socket in the correct orientation. When you let
go, the teeth will move back into position, each tooth making contact with a
leg of the chip.
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Then just insert the socket into your Willem programmer, and hook it up to
your PC. If you will notice, the DIP switches on the programmer are set to
3,5, 6,10, and 11. | already know what these switches are because | have
programmed SST39VF020 chips before, but if you didn’t know, the
programming software would tell you anyways.
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Using the Willem Software

If you run the software that comes with your programmer, it should look
something like this.

-=1DCB5.0C Eprom (0-9606) R
Fle Edit Device Action Help
= B Q%124 % . a8 PCesOC % <
Device Select | SST28LFAFO20
Size & Checksum | Dw3FFFF 040000

Shift & Pattem adr | A0->A17 | 0x020000

[u,...rprl—l_ull“””“““I“IIZ.DU‘S

W Limﬂus

Vpp 1 2 3 4567 8 9101112
1 0EDo 0o

Frogrammer Settings
v Skip Write DxFF

[~ Fast Programming

Dffset [Hex) iﬂ
Check Type |16BitAdd |
Piinter Port | LPT1 (0¢378) v

.....................

Hardware present

To make sure the programmer is working correctly, the first thing you want
to do is go to Help > Test Hardware. If it all checks out good, it should
show “Hardware present” at the bottom of the program.

|| Hardware present |

Set the device by clicking on the box marked Device Select. The firmware
chip is an SST39VF020. So you will want to select that. The way the chips
are listed in your software may be different than mine, but it should have it
somewhere. Note that the chip | have selected is actually listed as
SST29LF/VF020 (29 instead of 39). If you look above and below that, the
chips in the list are 39, so | believe this is just a typographical error by the
software developers, and that it really should say 39.
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== PCB5.0C Eprom (0.98D8)

Fle Edit Device Action Help
= @ X% lEef . A PCBSOC % <
Device Select | SST23LFAF020 EPROM ‘
EPROM Electrical Erase ]
Size & Checksum | Ox3FFFF |0:0000  EeproM »
Shift & Pattern adr |A0->A17 | 0x020000  Flash 28Focx %
. Flash 29/39/49F ¥
WP e, 205 e — e ) |
W S . ]m““: S— — gl SST | SSIEEORA
: - ::prwa "o ,| ATMEL | ssTesiro0
Vpp 1 234567889 1|]111_25EIr i > wibond »| sSTHLFODIA
oo R
. PMC P SST49LFOD4A
- STmico #  SST45LF004B
DS TaerkErpe *| syncMOS | SST49LFO0BA
i S .
Wﬁogrmm EON SST 0
Microchip PIC10/12/16 ¥ ST » SST'EU umA
i ]
Microchip PIC 18Fxxx ¥ AMD er s
12C — 29Cxxx 13 MYIC [
SST4GLF040
SPI - 25CXxX b AMIC 1 [t
Microwire = 93Cxx k SST49LFOB0A
S2HH(S)ux » LPT1(0
‘Device | Buffer | temp | Configs | TestHAW | CFB  _aequest adapter 3.3v— $m$
Hardy Flash 16 bit (LV) ¥ et aneEcty
Flalsh 3/16bt Gryke mode) SST 395F010
29VF [35LF VF /45LF 000 »
Un/Protect 28LVx00 » 2l Zﬂ
i SST 395F040
SST29LE/VEO 10
SST29LE/VE020
SST29VFS12
SST29VF010
SST29VF020
SST29VF040
SST39LF/VF512
SST3SLF/VFO10

SST2OLFNFO20

SST39LFVFO40

When you have selected the device, you'll notice the software shows you
what the DIP switches need to be set to on the programmer.

Vpp 1 2 3 456 7 8 9101112

Now, the fun part. You need to make sure the programmer is correctly
identifying the SST chip. Hit the Electronic ID button.
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= @ a%ld A>B  PCB5.0C % <

ectronicID|— |

You should see a small popup like this. If you do not, that means the
programmer is not reading the chip correctly. Make sure no legs on the
chip are bridged.

Electronic ID

Manufactwe | 058F | 55T /Sanyo

Device code | 0sDE | SST3IILFAFO20

0K,

Then hit Read Chip to read the contents of the SST chip.

‘ = & E:l G W A>B  PCB5.0C % <
"¥ad Chip |

During reading:

Reading Chip

E— |

twp peak twe peak

Cancel
Loop Peak

And hopefully, you see this at the bottom of the program:

I Chip read OK |

You can even check the program’s buffer to see the hex contents of the
chip you just read. Hitachi firmware is encrypted, so you won't see
anything useful.



= PCB5.0C Eprom (0.98D8) SSTZ9LF/VFO20 Image
Fle Edit Device Action Help

= B Q%1% % . a8 PCBSOC %
offrser  |ofifolslalslefrlelolalolciplelr]| ascis |
$000000 |D5 6EBY 12 15D2 28 22/1C 91 EE 78 F7.09 F9.00 .0, ..o (™. . X.oss B
§000010 |50 F8 A3 FE 94 6AAC 36 B4 9B 24 3E 3FAEA1 41 P....5.6..5>2..4
§000020 |9F 1BBF 48 A2 20 4182 6A0D 68 98 E9 1F 49D9 ...H..A.3.h...I.
§000030 |F4 BA 36 DD 77 67 61 C3/F2 62 38 D1 20 B4 64 CE . .6.wga. .b8...d.
§000040 |27 E4 50 D6 C6 2E BB FD F6 701D D1 60 B4 64 CF ' .P...... p..".d.
§000050 |BE D114 D6 63 44 61 B3 C6 2E BB FD D658 D7 D9 ....cla...... X o
$000060 |6CC6C2 71 A5 BAFS/CBSE 05 9ACEASA670111..G....".....D-
§000070 |EF 66 7BEDBC 1A 16DD 9F 1BBF 9BA7TE241B2 .f{...........A.
§000080 |FE 51 B8 57 9F 1B BF 9B A3 F6 45B2 FE 51 B8 57 .Q.W. ... .. E..Q.W
§000090 |BD 8B BD CB 6E 2D 58 D6 C6 26 EASD2FE4 69 F3 ....n-X..(.]1/.1.
$0000A0 |FF /5134 D122 07E1ASEE 54 TAFDFFEFACC3 .Q4. ... T2, ...
£0000B0__ |C4 28 225D 1546 01 69 9C 60/C54081 72 F5C2.("]...i. .8.r..
§0000C0 |98 48 83 9A 2DE4 41 D6 E3 40 FO D3 6E 45 34 D4 .H..-.A..Q. .nE4.
$0000D0__ |68 4534 D4 83 20 72 43 35 64 41 D3 A3 CO 70 C3I hE4...rC5dA. . .p.
$0000E0 __ |6A 01 34 D4 56 06 22 AF 56 04 22 ADES 72 75C3 3.4.V.".V.". .ru.
§0000F0 _ |E7 40 F6 D7 SE 4DA0F6 66 EOE3 75 25ES 6103 . Q..M. .£. .us.a.
§000100 |E4'E0 74 C7E6 40 F7 D7 5E1DB2 FEBADL 3D 11 ..¢..8..%.....=.
§000110 |SA 24 E2 BF 24 E6 70 D7 CF 8B FE DF BD 1B BF 482§, .§.Ps0v0. ... H
§000120 (2 61 8B 9A /8D 18 D9 9ABFD279/C2CE 491674 .8.uuuu.. .. e 3 v
Devi temp | Configs | TestHA¥ | CFG PIC18Fxnx |
Chip read OK

After a read, you will want to save the data from the buffer into a .bin file.

=(a

??_ﬁ I & % . A>B  PCB5.OC %

'._;_ ave File | —

Savein: | J tutorial ~| « @k Em-

Filename:  ong Save

Save as type: |Binary " bin) - Cancel |
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If you open this file with Maximus 360 Firmware Toolbox, it should show up
as an original v79 encrypted firmware.

=360 Firmware Toolbox Ver.4.5

Fie KeyDatsbase Tools Options Help
Firmseare File: [Checksum: 657CO7ET)

ICADocuments and S ettings\Administr ator\D eskiop\tutonialonig BIN =
ROM Yersion:{ Hitachi-GDR3120L-0079-ENCRYPTED
ROM Size:  256KB more info... | Generate Decrypted fle.. |

K.ey Informationll] @4B00]]

* To replace the key onto cument firmsvane file, lype-it or paste-t and Chck "Replace Key''

Tag Data: [Felated to this Key)
Setial No: | Date: | Today
Owmer: | Save on Database |

Click here and call the
experts on your area...

Probably the first thing you want to do is copy the key down into a .txt file in
Notepad, or email it to yourself. After that, take note of the key location in
the firmware. Hitachi v78 and v79 firmwares can have the key located in
one of 4 addresses: 4B00, 4C30, 4D20, 4E10. What | do is flash the drive
with a v78 firmware, which is then spoofed to v79. | do this so that in the
future, upgrading the firmware will be as easy as upgrading the firmware on
a v78. But to do this you need to know where the key is located at. In this
example, it is 4B00. Included in the download for Maximus 360 Firmware
Toolbox is a folder named “orig_fw”, containing the original firmware for
many drives. What you will want to do is copy the 78-xxxx.bin firmware to
the same place you saved your orig.bin you dumped with the programmer.
(xxxx meaning the key location)
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& 59.bin
JEY 75.-4500.bin

256 KB
256 KB
256 KB
256 KB
256 KB
256 KB

VLC media file (.bin)
VLC media file (.bin)
VLC media file (.bin)
VLC media file (.bin)
VLC media file (.bin)
VLC media file (.bin)
VLC media file (.bin)

8/13/2006 4:24PM
5/11/2007 2:15PM
5/11/2007 2:15PM
5/11/2007 2:16 PM
5/11/2007 2:16 PM
5/11/2007 2:16 PM
5/11/2007 2:17 PM

Size Type
256 KB VLC media file (.bin)

You should still have firmware toolbox open with your orig.bin loaded.

Copy the key to the clipboard.

~ Keyp Information: (@4800]

Key: HMK&;
To:mlaceﬂ'nkwmmmﬁmateﬁel}w ck "Replace Key"
Cut
TopDate (Reledo i ey
Paste
Serial No: | e r.| Tudag.l]
Dwmer: | == Save on Database ]

Open the 78-xxxx.bin file with firmware toolbox.




My Network  Fie name:
Places

Files of type:

| 78-400 bin

| Bin Files (*bin)

Lef L

i[5

A

It should look like this:
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O 360 FIrmware ToolDoX Ver 45
File KeyDatabase Tools Options Help

 Firmweare File: [Checksum: DATFECAA]-

|C:\Documents and Setlings\Administrator\Deskiop'\hutorial78-4b00.bin _|
ROM Yersionr Hitachi-GDR31200L-0078
ROMSize: 256 KB more info... | Generate Enciypted fe.. |

- Ky Information: [E4800)

Replace Key
Setial No: | Date: [ Today|
Owner. | Save on Database |
Maximus ®
Bricked Drive ?
Click here and call the
experts on your area...
Paste your key into the textbox and hit replace key.
~ Key Information: (@4800)
Key: Replace Key
* To replace the key onto cunent firmware file, typ - - Chick "Replace Key"
| {  Cut
-Tag Data: [Related to this Key]- {  Copy 1
. Paste
sesd | = o,
Owmer. | _ . Save on D atabasze |

- Key Information: (@4B00] -

Key: [F4lE =% #-% o &~ Replace Key | ]
* To replace the key onto curent firmware file, type-it or paste-it and Click “Replace Key™
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-
1 } The New Key has been set

QK

Now run the smart hack patcher from Tools > Smart Hack Patcher.

é.’ 360 Firmware Toolbox Ver.4.5

File KeyDatabase W8 Options Help

Direct Drive Flash (GDR Only) »

[C\Documents ar fal\78-4b00. bin |

| ©Or tibank Firm

ROl o= titbenc Frmnare

! 1 Generate Encr file...
ROM Size: s ] yptedfie... |
Smart Hack Patcher
|  Recover Lost Original file
Key Information: [& -

| Validate Chedksum

Key:  [Fali [Besisrzter]

* Ta replace the key onto current firmware file, ype-t or paste-it and Click. "Replace Key"

~ Tag Data: [Related to this Key)

Serial Mo ! Date: I Today I
Dwiner: | Save on Database |
Maximus ®

Bricked Drive ?

Click here and call the
experts on your area...

You will probably get a warning to make sure you have opened an original
firmware, just hit Ok.

“Warni ng:

L Make sure you have opened an Original Firmware File
1 You will get unexpected results if you patch over a patched fiw
Press OK to continue. ..

Ok
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You now have a choice between different read speed firmwares. There are
four available options. There is a firmware that reads backups at 2x speed,
5x speed, 8x speed, and 12x speed. There is no “right” choice, it is purely
up to preference. 12x is the normal read speed of the drive. Higher
speeds are louder, and may have trouble reading backups if you have a
poor quality laser, burner, or media. Lower speeds are much quieter, and
may read better, but you will have slower load times.

Make sure the Rule Set is the iXtreme firmware and it is for v78+. Select
one of the v78+ firmwares, 2x, 5x, 8x, and 12x are the different read
speeds for the firmware. Then hit the ellipsis button to choose the save file.
Save as hacked.bin

Parameters:

Output File: | e-\hacked bin

Rule Set  [iXTREME14_0078+_8X ~|

- 78/79 FIRMWARES -- ~
i< TREME14_0078+ 2 B

i TREME14_0075+_5x |
i TREME14_0075+_8x C
i< TREMET14_D078+_12<




My Network  File name: Ihacked -] | Save I
Save as type: | Bin Files (" bin) - Cancel

”n Smart Hack Patcher

~ Parameters: -
Output File:  &-\hacked bin |
Rule St [iXTREME14_0078+_8X -l
Cooaore])_cocs_|
Sucess b3
The hacked file has been generated
Do you want to open it now?

[ v [

Notice how the firmware is now v78, hacked with iXtreme v1.2, but it has
your drive key from the v79.



3680WI00S

é" 360 Firmware Toolbox Ver.4.6
File KeyDatabase Tools Options Help
- Firmware File: [Checksume 00000000]

fe:\hacked bin (]
ROM Version: (Hitachi-GDR3120L-0079 - [Xtreme :79:V1.4-8x];
ROM Size: 256 KB mote info..._ | Generate Enciypted file... |

- Key Infarmation: (@4800]

Key: Replace Key
* To replace the key onlo cunent fimware file, type-it or pasle-it and Click "Replace Key"

— Tag Data [Related to this Key]-

Bricked Drive ?

Click here and call the
experts on your area...

Senal No: I Date: I— ﬂl
Owner. | Save on Database |
Maximus ©

Now we spoof the firmware to v79. Go to Tools > Spoof Firmware.




Direct Drive Flash (GDR. Only) »
c:\documents an - = . = hhacked bin
ROM Version: 1 “E o b wﬂ

ROM Size: 1

Spoof Frmware

Generate Encrypted fl... |

Smart Hack Patcher
Recover Lost Original file

-~ Key Informatior: [é

Key: [ m— Replace Key
* To replace the key onto current firmware file, type-it or paste-t and Click “Replace Key"

- Tag Data: (Related to this Key)

Bricked Drive ?

Click here and call the
experts on your area...

Senal Mao: | Drate: | Today |
Owner | Save on Databaze |
Maximus ®©

Select v79 from the list and master checksum, then hit Apply Spoof.




i Spoof Firmware
~ Cumrent Detecton Sinng: -
HL-DT-STOVD-ROM GOR3120L00780BMBE  DB/05/25

— Make this Firmsvare gets identified as:

Samszung TSH3434 ROM M525
Samseung TSH3434 ROM MS28
Hetachi GDR3120L AOM 0032
Hitachi GDR3120L ROM 0036
Hitachi GDR3120L ROM 0040
Hitachi GDR3120L ROM 0046
Hitachi GDR3120L ROM 0047
Hitachi GDR3120L ROM 0058
Hitachi GDR3120L ROM 0053
Hitachi GDR3120L ROM 0078

Hitachi GDR3120L ROM D073
BengVADED33 ROM 62430C
Beng VADED38 ROM 64930C

Diginal Setting [Unda-spoaf]

- Re-calculate checksum (Only for GDR3120L fws) —
& Master Checksum " Calculated Checksum

You can always revert it if you want

If you will go to manually fiash the drive use this sectors:
- 9003C000 (string id)
- 9003E000 (chedksum)

\i) The string detection has been changed.

o |
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:..-:? 360 Firmware Toolbox Ver.4.5
File KeyDatabase Tools Options Help

~ Firrmweare File; [Checksum: 00000000]

|z \documents and settings\administratoridesktophtutonial\hacked. bin _______I
ROM Verzion:  Hitachi-GDR3120L-0078 - [iXtreme :78:¥1.2]
ROM Size: 296 KB Generate Encrypted file.. |

= * FIRMWARE SPOOFED AS GDR3120L00790 = =
Key Infarmation: [@4800)

Key: Replace Key

* To replace the key onto cument firmware file, type-it or paste-it and Chick "Replace Key"

- Tag Data: [Felated to this Key)

SerialNo: | Date: [ Todw|
Owner: | Save onDatabase |
Maximus ®

Bricked Drive ?

Click here and call the
experts on your area...

Now the last part is to generate an encrypted firmware.
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;..-:-'-!' 360 Firmware Toolbox Ver.4.5

File KeyDatabase Tools Options Help
~ Firrmweare File; [Checksum: 00000000]

|z \documents and settings\administratoridesktophtutonial\hacked. bin ___|
ROM Versionn  Hitachi-GDR3120L-0078 - [iXtreme :78:¥1.2]

ovse w0 e |

* * FIRMWARE SPODFED AS GDR3120L00730 = =

Key Information: (@4B00)

Key [ Replace Key

* To replace the key onto cument firmware file, type-it or paste-it and Chick "Replace Key"

Tag Data [Related to this Key)

Senal Na: I Date;l TM'
Owner: | Save onDatabase |
Maximus ©

Bricked Drive ?

Click here and call the
experts on your area...

L i ) The Encrypted file has been saved as "c:\documents and settings\administrator \desktop\tutorialthacked-e. bin®

OK

You're done with firmware toolbox. You can close out of it. Now we need
to flash this firmware back to the SST chip. Before you do that, take a look
at the folder you saved your files in.
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& tytorial
Fle Edt View Favortes Tools Help

eﬂad: - \_) J‘ )‘_ﬁSnnrd'l {{ - Folders - s@mdersmc

Address |3 C:\Documents and Settings \Administrator \Desktop tutorial v B
|#| Name Size Type Date Madified

File and Folder Tasks =

| & orig.BIN 256KB  VLC media fle (bin)  11/24/2007 12:39 AM
£ 78-4b00,bin 256KB WLC media file (bin)  11/24/2007 12:45 AM

| & hacked.bin 256 KB VLC media file (.bin)  11/24/2007 12:45 AM
= | A hacked-a.bin I56KB VLC media file (bin)  11/24/2007 12:50 AM

original v79 encrypted firmware

original v78 decrypted firmware with your key

hacked v78 decrypted firmware with your key and spoof
hacked v78 encrypted firmware with your key and spoof

Other Places

Only an encrypted firmware can be flashed back to a drive. Flashing a
decrypted firmware would result in a non-working drive (brick).

Go back to the Willem sotware. Before programming the chip, we need to
erase it first. A chip erase should take less than a second.

e et s | |

Then you should check to make sure the chip is empty.

I = B a% !. “. A>B  PCB5.0C % < ‘
7 — . |'

Bla Testl

"=/ PCB5,0C Eprom (0.98D8)  origZ.BIN =
= B @%IiG % . aAs  PCESOC % |
= -aseﬂt:i |

I Device is Empty |

Open the hacked-e.bin

H @%ll% % a8 PoSIC % < I
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FCaracT Eprom file to Load
Look in: | (3 tutorial ~| « @& ok EB-
£ 78-4000.bin
& hacked.bin

F¥hacked-<.bin

& orig.BIN

File name:  |hacked-e bin
Files of type: | All Eprom Fies - Cancel |

Then program the chip.

= Hd a% !!.Ilﬁ 5 . A>B  PCB5.0C <
. 1 Frogram Chip |

programming chip

- |
twp peak twi peak
' Cancel |

tirner 0.1 Sec

Yernfying chip

— |
wp peak twie peak
' - Cancel I

timer 0.1 Sec

' Device Programmed OK
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Once the chip has been programmed, you need to resolder it back to the
drive. First clean up the PCB as best you can, making sure there are no
bridges between pads and you have removed all of the epoxy. There are a
couple different ways you could go about resoldering the chip. As you saw
in the Modfreakz video, he used a pyropen/heatgun to resolder the chip.
This would definitely work, and there’s not much to it, just make sure the
chip is lined up, heat the area, and put pressure on the chip while it cools
so that it is flush with the board.

Personally, | like to use another method that | found using Google one day.
http://warmcat.com/milksop/soldering.html uses a “flood and braid”
procedure. You can view the tutorial there, and it works great for me.

First | tack the corners down so the chip is aligned and won’t move.

SR by
-3
Qa

# "‘.
£ :

..1'."
LALAE

g
LR

|:"-
"

Then | cover both sides of the chip in solder.


http://warmcat.com/milksop/soldering.html

Usually at this point, | do the opposite of what Modfreakz did in their video.
When they did this method for removing the chip, they heated up all of the
solder and lifted the chip. | heat up all of the solder on one side and use a
screwdriver or something else to push on top of the chip. This just makes
sure that side is flush to the PCB. | then do it for the other side. Then | use
desoldering braid to remove the solder.

e SAR)
‘& S 4 t_‘
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Hopefully you get a clean resolder job and everything works, so go test it
out.

S T
LR - L

' Ny

If anybody cares, the drive used in these photos worked perfectly :P
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Backing Up Xbox 360 Games

There are a few different ways to back up your Xbox 360 games. There
are two free/cheap methods, but are pretty complex. There is a much
easier method as well, but it requires that you purchase a specific DVD-
ROM drive and install it in your PC.

Method 1 — Purchasing a “Kreon” Drive (best option)

The following drives can be purchased, installed in your PC, and then
flashed with one of Kreon'’s alternate firmwares for reading Xbox 360
games.

SH-D162C (IDE)
*TS-H352C (IDE)
SH-D163A (SATA)
*TS-H353A (SATA)
SH-D162D (IDE)
*TS-H352D (IDE)
SH-D163B (SATA)
*TS-H353B (SATA)

*If you notice in this list, after each SH drive there is a matching TS drive
right underneath it. This TS drive has the same hardware and firmware,
and it can be flashed with the above drive’s firmware. For example, a TS-
H352C can be flashed with the SH-D162C firmware and the TS-H353A can
be flashed with the SH-D163A firmware. The only difference when flashing
these TS drives is you need to run the —nocheck option.

After purchasing the drive, install it in your PC and then get on Xbins and
download the firmware. Alternatively, many people sell these drives pre-
flashed with the Kreon firmware on eBay.

Downloading the Kreon Firmware

The best method to obtain the firmware is by using Xbins. Xbins is an IRC
channel and FTP server that hosts Xbox and Xbox 360 mod files,
homebrew programs, and development software.

If you have never used Xbins before, the easiest method is to use Ground
Zero's automated Xbins downloader.

Download


http://forums.xbox-scene.com/index.php?showtopic=567113
http://search.ebay.com/kreon
http://www.360mods.net/Downloads/details/id=29.html

\

+* o Lo

X1 VIO
Download the self-extracting archive and run the xbins.exe file. It will ask
you where you want to save the files, choose your desktop. Now, go into
the “Xbins” folder on your desktop and run the .bat file. The program will
automatically connect to the IRC channel, message the bot, and connect to
the FTP server. When filezilla opens up you should see the local Xbins
folder on your left side, and a few folders on your right side (this is the FTP
server).

IZ FileZilla - Connected to distribution.xbins.org

File Edit Transfer View Queus Server Help
E-LQE BCOER ?

Address: User; . Password: Pot: V
Command: LIST ~
Response 150 Opening ASCII mode data connection for directory listing
Response 226 Transfer complete
Status: Directory listing successful N
EE AL downloads | v | Remote Ste:|/ v

7 Flesize | Fletype Last Modifie Filename Filesize Filetype Date
[Ty Maximus-Gary. .. File Folder 10/6/2006 1 | SXBOX ?:E :“:de’ ug"zf G
B maximus-Gary... SMB WinRAR archive  10/13/2006 | =950 360 eroder: D94
Your Computer Xbins

Sl e e — — | |80 e S ——— >
1 folder and 1 file with 4701707 bytes. 2 folders.

Local Filename Size Directon Remote Flename Host Status

< >
Ready @

The hacked firmware can be found in:
IXBOX 360/firmware/hacked firmware/Samsung SH-D162C/
Or whatever drive yours is.

Simply drag the .RAR file over to the left side of FileZilla, into the Xbins
folder and wait for it to finish downloading. You can use WIinRAR or 7-zip
to extract the RAR archive.

Read the “How to upgrade firmware.txt” included in the RAR archive for
instructions on flashing your drive with the Kreon firmware.

When the drive is flashed with the Kreon firmware, you can start making
backups of your Xbox 360 games.


http://www.rarlab.com/

\
| \ | ®-
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The easiest-to-use software to backup your games is Xbox Backup

Creator. All you need to do is insert your game and run Xbox Backup
Creator.

.\’l *box Backup Creator vZ.7 Build:0765 By Redline99

[1] T55Tcosp DVD-ROM SH-D1634 SBO0 |v l [+) 5F'TI

Media Type DVD-ROM
Bytes Iis&d 532 MB [5,5?11?52 bytes)

Writel m Drive Tools | 3 Image Tnnls] @ Clptiunsl
mase meempmener, (e ]
3 (om image. See Read Me'for more dstals
() Cunent Pastition Cance &

File Information:
Bytes left to read:
Byles available:
Save location:

|{Found ODD: LITE-ON DVDRW SHW-160P&S5 PSOR at [H] |A.
Additionel Info: 200&6/04/12 19:20

Hero API is not available

ImgBurn 2.3.2.0 is available
ImgBurn - The Ultimate Image Burner! by LIGHTHING UK!

Getting media info [I]
Media Type: DVD-ROM =
Bytes Used: 5.32 MB (5,578,752 bytes)

Make sure your Kreon drive is selected.
Select the Read tab.

Select Complete Backup

Hit Start

PwONPE


http://dwl.xbox-scene.com/xbox360pc/isotools/Xbox_Backup_Creator_v2.3.0.185.zip
http://dwl.xbox-scene.com/xbox360pc/isotools/Xbox_Backup_Creator_v2.3.0.185.zip

Save image as

My Documents

My Computer -
File name: | IMAGE]

Qs

q Save a3 type: [.Irnage Files ["is0,”.000)

by Metwaork

il

Name the file anything you want and hit Save.

Wait for the game to backup to your computer.

To burn the game, you can also use Xbox Backup Creator.




Bytes Available

T espma b
DE SIS |

File Drive

Supports Double Layer DVD Plus drives (DVD+R DL)

R |
O Sy

L,

Media Type T DVD+R DL (Blank, Manufactured by RICOHIPN)
7.96 GE (8,547 991,552 bytes)

Ra Drive Tnolsl ﬁ Image Tnnlsl @ Gptiunsl

Stat

(

‘media to booktype DI0-ROM

g an older firmware

Xbow 150 Type
() Auto Detect

() #box 360
() ¥box One

Additional
|Getting media

|Getting media

Media Type:
Bytes Used:

Info: Z004/059/17 17:48
info [E]

DVD-ROM

13.7 MB (14,319,616 bytes)
infe [F)

NP

Disk Book Type: DVD4R DL
Media Type: DVD+R DL (Elank, Hanufactured by RICOHJPN)
Bytes Available: 7.96 GB (8,547,991 552 bytes)

38

[¢

|
Make sure your DVD recorder is selected.

Select the Write tab
Select your writing speed , 2.4x recommended

Hit Start and select your .dvd file

Select DVD file

Look i | 3 wwww 360mods.net e © @ e @

My Recent
Documents

Deskiop

My Documents

My Computer —
| IMAGE.dvd

| DVD Files [*.dvd)
[ Open as read-only

File name:

-~

i

Filess of type:

My Network
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Method 2 — Using Your Xbox 360 Drive (Samsung only)

NOTE! — The iXtreme firmware does not have the ability to be recognized
in Windows with the 0800 disc and therefore cannot be used to backup
games. The only way to backup games with a Samsung drive is if it is
flashed with the xtrm0800 firmware (from the very first firmware release) or
with an Xtreme firmware and using the 0800 disc.

This method involves connecting the Samsung drive to your PC. This
method currently does not work with the Hitachi drive because the game
partition fails to unlock correctly. In order to get the Samsung drive
recognized in Windows, the drive needs to already have the flashed
firmware on it. You will then need to enable the built-in 0800 mode of the
firmware. First, you need to burn the enable0800.iso to a DVD+R DL using
IMGBurn or CloneCD.

Unplug the SATA cable from the DVD drive. Make sure both power and
video cables are hooked up to the Xbox 360. Power on the 360 and insert
the 0800 disc you burned. Listen to the drive, let it spin up and read the
disc. After 10-20 seconds, you can take eject the drive and take out the
0800 disc. Your drive is now in 0800 mode. Now, you can either connect
the drive to the PC (plug in SATA cable) with the PC off, then boot into
Windows. You may also try “hot plugging” the SATA cable with Windows
already running.

The easiest-to-use software to backup your games is Xbox Backup
Creator. All you need to do is insert your game and run Xbox Backup
Creator.



http://www.360mods.net/Downloads/details/id=69.html
http://fileforum.betanews.com/detail/ImgBurn/1128426215/1
http://www.slysoft.com/en/clonecd.html
http://dwl.xbox-scene.com/xbox360pc/isotools/Xbox_Backup_Creator_v2.3.0.185.zip
http://dwl.xbox-scene.com/xbox360pc/isotools/Xbox_Backup_Creator_v2.3.0.185.zip

NP
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S5Tcorp DVD-ROM T5-HS

E] IS

Media Type DWD-ROM 1
Bytes Used 2 2.35 GB (2.518,286,336 bytes)

Write | W DriveTnnIs] 3 Image Toaols Gpﬁunsl
This is not & true 1 to 1 copy of the “
3 lete B ackup image. See 'Head Me' for more detadls.

() Cumrent Partition Use Sector Mapper [xbox Une] Cancel &

File Information:
Bytes left to read:
Bytes available:
Save location:

Additional Info: 2006/04/12 19:20 [
_!ound 0Dl : Memorex DVD+/-DLEWL1L Flé BWSE at [G]
Addicvional Info: Z004/09/17 17:4%8

Uknowmn Partition size. Used bytes = Z.35 GB
Getting media info [E] |

Uknown Parcition size. Used bytes = Z.35 GB |

Hedia Type: DVD-ROM

Bytes Used: Z.35 GE {(Z,518,286,336 bytes)

Make sure your Xbox 360 drive is selected.
Select the Read tab.

Select Complete Backup

Hit Start



Save image as

Savein | -3 www.350mods net

My Recent
Documents

€

Desktop

My Documents

58

My Computer

File name: IMAGE|

g Saveastype | Image Files [“iso.”000)
My Netwark,

Name the file anything you want and hit Save.

Wait for the game to backup to your computer.
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To burn the game, you can also use Xbox Backup Creator.

hwONPE

Media Type 1 DVD+R DL (Blank, Manufactured by RICOHJPN)
Byles Avadable 7.9 GB (8,547,991 552 bytes)

@ Rea ﬁ Drive Tools‘ 3 Image Taalsl Clptiansl

Supports Double Layer DVD Plus drives (DVD+R DL) Sharl
Besure lo sel) irivelmedia to booklype DVLROM

File Dwrive
#box 150 Type
(%) &uto Detect

() ¥bow 360
() ¥bow One

2]

Additional Info: Z004/09/17 17:48
Getting media info [E]
HMedia Type: DVD-ROM
Bytes Used: 13.7 MB (14,319,616 bytes)
Cetting media info [F]
Disk Book Type: DVD+ER DL
Hedia Type: DVD+ER DL (Blank, Hamufactured by RICOHJIPHN)
Bytes Available: 7.96 GB (8,547,991 _552 bytes)

=]

Make sure your DVD recorder is selected.
Select the Write tab

Select your writing speed , 2.4x recommended
Hit Start and select your .dvd file




My Computer —————

File name: |IMAGE. dvd

Files of type: | DVD Files [, dvd)
My Network [[] Open as read-only

ala
i
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Method 3 — WxRipper

There is another method used to backup Xbox 360 games by hotswapping
discs with a normal PC DVD-ROM drive. This method involves
hotswapping a large (8 gb+) movie DVD with your Xbox 360 game. The
reason this is done is because the Xbox 360 discs have a fake table of
contents. So, hotswapping and finding the “magic number” offset is the
only way to read the real contents of discs. Hotswapping the discs means
switching them without actually hitting the eject button on your drive. So,
you will have to either use the emergency eject hole on your drive or open
the drive up and make it external with the screws off so you can take off the
lid.

Here is an example of my setup using a magnet from a drive lid to keep the
discs in place.

Download WxRipper 1.2

Insert your large DVD, let it get recognized by Windows, and then close out
of any autoruns or installers. Then, open up WxRipper.


http://gael360.free.fr/files/wxRipper-1.2.rar

368W0Ds

wxRipper - 1.2,0.42 | Gaelzs0 o

1. Make sure your DVD drive is selected
2. Hit the Stop button to stop the disc from spinning

This is when you swap the DVD with your Xbox 360 game. Either use the
emergency eject hole or take off the lid and stick in your Xbox 360 game.
Make sure you replace the lid completely so the disc will spin correctly.
Please note that the emergency eject hole method works with very few
drives. If you get an error using this, you will most likely have to take the
drive apart to hotswap.
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File  Hotswap 7
i = FlGuaDIaToR [UDF) v F @ 2 3
Action LBA 3 2Siee 1status
wixRipper - 1,2.0,42 | Gael360

1. Select the Play button to spin the Xbox 360 disc.
2. Select the magnifying glass to find the magic number.
3. Select the green arrow to start dumping the game.

If you get errors in WxRipper, your DVD drive doesn't like the bad sectors
between LBA19408 & LBA20479. LBA20480 isn't a bad sector, but your
drive has a problem aligning the lens on LBA20480...

To fix:

1 - Click on 'Find magic number’, the action list is generated
2 - Save the action list to a layout file (File->Save layout file...)
3 - Edit the layout file with notepad, you should have these 3 first lines:

C19408
D1072
C109344

if you want to make an 1ISO with the XDVDFS session starting at
LBA129824, like a raw dump, replace these 3 lines with these ones:

D19408
D1072
D109344
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Then File-> Load Layout File and dump as normal.

OR METHOD 2:

Regarding the layout file:

- Usually the first 3 lines are like this:

« (C19408
. D1072
. C109344

- People say to change them to this (bold represents the changes):

. D19408 <- D = Dummy instead of C (Copy)
« D1072 <- Same as original
« D109344 <- D= Dummy instead of C (Copy)

In this case, all you're doing is ‘faking' the first three lines. | figured out that
9 out of 10 problems occur at the 3rd line, so that's really the only one you
need to Dummy. Therefore:

- Most of the time this will work (bold represents the only change):

o (€19408 <- Same as original
. D1072 <- Same as original
o D109344 <- D = Dummy instead of C (Copy)

This way you get more of the original information. I'm not sure if this
matters, but | say more is better when it comes to duplicating a game.

If you want to go even further:

- Since | noticed most people (myself included) occasionally get a CRC
error at 91136, especially on games like Tomb Raider and Hitman, | use
this layout (replace first 3 lines with these 4):

. (C19408 <- Same as original

. D1072 <- Same as original

o (C91135 <- Original used to be C109344, which | split into 2 parts,
stopping at 1 byte before my CRC error @ 91136
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. D18209 <- Dummy the remainder of the part that gives the error.
18209 (this line) + 91135 (previous line) = 109344 (original number)

Patching Your Image

After making the dump with WxRipper, you must inject the security sector,
pfi, and dmi files into the image before burning it. To do this, we will be
using XDVDMulleter. You can get this off Xbins in /XBOX
360/xdvdfs/XDVDMulleter/

Run the program and select “View ISO Details.”

"% XDVDMulleter Beta 10

XDVDMulleter Beta 10

‘Welcome to XDVDMulleter... the solution to all your non mulleted 1S0
problems

(&) View IS0 details

O Build/Rebuild an 150

() Extract/Browse files in 150
Advanced IS0 Creation

() Batch 150 Operations

(O Misc Functions

() Settings

Select an option and press nest to continue

[ nNew> ] [ cancel

Then load the .iso you dumped with WxRipper.
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| 25 XDVDMulleter Beta 10

Load 150
Select an Xbowl or Xbow360 150 and press Load

_Loadlocalfolder | LoadFTP Folder | LoadISO Folder
| Loadfiomfile | Loadfrom DVOR | Hotswap Retai disc |

Load an IS0 from disc

G

Browse

150 loaded successtully

[] Check for crosslinkable files

[ <Back |l New> | | Cancel |

Now under the compatibility list, you should see that the image does not
have a security sector, pfi, or dmi sector. This image would not work with
the iXtreme firmware, so that's why we need to inject these files.

[] Secuity sector present

[] FFI present
[] DMI Present

At the bottom, hit the insert ss button, then browse and select this game’s
ss.bin. Do the same for inserting the stealth files, select the pfi.bin and
dmi.bin.

Stealth | Video | Other | CRC Checking|

|| ExtractSS || EstractDMI || Eatracl.F'Fll Inseit Steakth I'

To burn the game, you can use Xbox Backup Creator, IMGBurn, or
CloneCD.
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|[FILITE-ON DVDRW SHW-160PES PS04 EE SPTI
— ASPI

Media Type 1 DVD4R DL [Blank, Manufactured by RICOHJPN)
Bytes Avaldable 7.96 GB (8,547.991,552 bytes)

2
)

ﬁ Image 'I'cmlsl Dplionsl

Supports Double Layer DVD Plus drives (DVD+R DL) Statt
Besure to set your drivelmedia to booklype DVOLROM

i ol are Using an older firmwvare
Ayl are Using fderi al 4
File Drive
Kb 150 Type e
(%) Auto Detect ™ E]
O Xbox 360 :
) ¥bow One 3

Additional Info: Z004/09/17 17:48
Eﬂel.'.t.:i_ng media info [E]
Hedia Type: DVD-RON
|  Bytes Used: 13.7 MB (14,319,616 bytes)
|Getting media info [F]
Disk Book Type: DVD4R DL
Hedia Type: DVD+R DL (Blank, Hanufactured by RICOHJPN)
Byces Available: 7.96 GE (8,547,991,55Z bytes)

0|

Make sure your DVD recorder is selected.
Select the Write tab

Select your writing speed , 2.4x recommended
Hit Start and select your .dvd file

"Select DVD file

Laok in: | 13 v, 360mods. net El W il

My Computer B
File name: | IMAGE.dvd vl

Flesof pe: | DVD Files [".dva)

My Network [ Open as read-only
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Verifying Game Images

The iXtreme firmwares were created with security in mind. Features from
previous “Xtreme” firmwares were scrapped, because they could potentially
be detected by Xbox Live. The most important difference was that the
iIXtreme firmware will only play completely stealth backups. It will refuse to
play backups that do not have a valid pfi or dmi sector. For this reason, itis
a good idea to check all of your backup images after you have ripped them
to the hard drive. Doing this takes only a few seconds, and it may stop you
from burning off a game that won’t work with the iXtreme firmware.

To do this, we will be using XDVDMulleter. You can get this off Xbins in
/IXBOX 360/xdvdfs/XDVDMulleter/

Run the program and select “View ISO Details.”

(8 XDVDMulleter Beta 10

XDVDMulleter Beta 10

Welcome ta XDVDMulleter... the solution to all your non mulleted 150
problems

(® View 150 details

O Build/Riebuild an 150

() Extract/Browse files in 150
Advanced ISO Creation

() Batch 150 Operations

(O Mise Funclions

O Seltings

Select an option and press nest to continue

[ Nex> | [ Cancel

Then load the .iso
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T8 XDVDMulleter Beta 10

Load 150
Select an Xbowl or Xbow360 150 and press Load

 Loadlocalfolder | Load FTP Folder | Load IS0 Folder

Loadfromfle | Load from DVDR | Hotswap Retail disc |

Load an IS0 from disc

Browse

G

150 loaded successtully

[] Check for crossinkable files

The next screen will analyze the .iso and show whether the ss, pfi, dmi files
and other critical parts are present. Everything should be checked, and if
they are, then “iXtreme Compatibility” should also be checked. Then you
know you can burn the image and it should work.



" XDVDMulleter Beta 10

Viewing Xbox 150 Detads
W esktophSTORAGENT he Orange Boxhimage izo

150 Reagion Hirerne Compatibility
[] Japan Asia Video parlition present
[v] UsA China Video Data Present
[v] Europe Security sector present
Australia Region Free PFl present

[] DMl Present
Filespztem Details Random Padding
Files in 150 384 54 c bl
Falders in 150: |
Size of 150 Content: 4086037 KB IS0 Type

Stealth | Video = Other | CRC Checking|

| InsetS || EwractSS || EsractDMI || EsractPFl || Insert Steakth |

I{Bad:.ilﬁm>||cm.|
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Bitsetting

The latest firmware for both the Xbox 360 Hitachi and Samsung drives
does not require bitsetting. For the most part, this is true. But in some
cases, bitsetting is still required and it is still recommend, even when using
the latest firmware. It only takes a second and if it doesn’t cause any
problems and may actually help, why not do it?

Bitsetting is a standard of the +R DVD format. It allows you to set the
booktype of your +R and +R DL discs to DVD-ROM for greater
compatibility. Since bitsetting/booktyping is dependent on what burner you
are using, | can’t give you universal instructions that everybody will be able
to follow, but I can help.

| would recommend using your favorite search engine such as Google and
search for your DVD burner model number with the terms bitsetting and/or
booktype. Just do a little research on your drive. Some drives auto-bitset,
some may need a firmware update, some may need to use a specific
program, and some may work with IMGBurn alone.

1. Pioneer burners, including the 111D and 112D drives, are already set
to auto-bitset all +R and +R DL media to DVD-ROM. No firmware
update is needed, no program, no settings at all. Just burn the discs
without messing with anything. They will already be set for you.

2. LiteOn burners enable bitsetting differently from other drives. You
can use the LiteOn Bitsetting Utility or IMGBurn to bitset to DVD-
ROM. In order to bitset, you must have a blank +R disc already
inserted into the drive. Also, if the booktype does not look like it
changed, don’'t worry. Mine doesn’t appear to change, but every burn
does end up being DVD-ROM booktype.
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Select a target VD Burner :

| 2-0-0-0 F:Memorex DVD+/-DLEWL1 F16 EWSE a|

Current Disc Type |D"-I'D+R |

Current Disc Booktype |D'I.|'D+R

Change Booktype to |DVD-ROM

DVD-ROM

BookType changed successfully !

3. For other drives, you can try using IMGBurn. With a +R disc in the
drive, open IMGBurn and go to Tools > Drive > Change Booktype.

b ]
File View Mod elp
Source X . )|
S Refed
Create DVD MDS File. .. ReZero
Label:  Unknow
ImpID: Unknow  Seach for SCSI f ATAPI devices Load
File Sys: Unknow Eject
Setlings...
Sectors: Unknown Lack Tray
Size: Unknown UnLock Tray
L= Unknown Set Read Speed 3
Destination Erase Disc 4
Synchronise Cache
Close 3
[(O1estMode  []verify R [w]
@ @ Regional Code ¥ g" al
Capabilities
Ready Chedk For Firmware Updates. ..

ﬂ 03:33:29 ImgBurn Version 2. 1.0.0 started!

(&) 03:33:29 Microsoft Windows XP Media Center Edition (5. 1, Build 2600 : Service Pack 2)
(A} 03:33:30 Initialising SPTL...

(&) 03:33:30 Searching for 5CSI / ATAFI devices...

ﬂ 03:33:30 Found 1DVD-0M, 1 DVD-ROM/CD-RW and 1 DVDERW!
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There will be tabs for different types of drives. If you select your drive and it
says “Unknown” then you do not have that drive type or your drive does not
support bitsetting. As | said earlier, some drives have an updated firmware
for bitsetting support. You may notice some settings for “EEPROM.” This
will permanently change the bitsetting of the drive, so that it will always set
to DVD-ROM, similar to how the Pioneer drives bitset automatically. You
will only have to bitset one time if you choose the eeprom option.

-,

Ehange Book Type E

Device
@ [0:0:0] Memorex DVD +/-DLRWL 1 F16 BWSE (F:) (USE)

Current Media: DVWD+R @
Mu Tech Plextar RICOH Samsung
YWelcome! BenQ LG LITE-OM NEC
Change For: Flease Select... [V]
Current Setting: Mext Wirite ["

Current Media (For DVD +RW Media)
Drive (For DVD+R Media)

Drive (For DVD+RW Media)

Mew Setting: Crive (For DVD+R DL Media)

Drive (For DVD+R Media - EEPROM!)
Drive (For DVD+R\W Media - EEPR.OM!
Drive (For DVD+R DL Media - EEPR.OM )
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Burning Using IMGBurn

You can also burn any backups using IMGBurn. The latest version of
IMGBurn supports setting the layerbreak via .dvd files.

1. Insert your blank DVD+R DL into your burner

2. Open IMGBuUrn

3. Make sure the destination drive is your burner

4. Change the booktype if necessary

5. Load your .dvd file

6. Set your write speed (2.4x recommended, approximately 45 minutes
to burn)

7. Uncheck verify as it is unnecessary and will just add time to the
process

8. Burn the image to the disc

[ ImgBurn e v o
File View Mode Tools Help
Suur e Memorex DVD+/-DLRWL1 F 16 BWSE (USB) ~]
= C:\...\My Documents\GowW \GoW..dvd E& Current Profile: DVD+R 3|
; 5 Disc Information:
Label:  SLAX Status: Empty E
Imp ID:  Unknown Erasable: Mo
File Sys: IS09660 {Bootable), Joliet Free Sectors; 2,295,104
Free Space: 4, 700,372,992 bytes
Sectors: 27,910 (MODE1/2048) Free Time: 510:03:29 (MM:55:FF)

Supported Write Speeds: 4x, 6x, 8
Size: 57,159,530 bytes FRHCEIER SRR e S e

Time:  06:14:10 (MM:55:FF) Physical Format Information (ADIF):
Disc ID: YUDEMOOO-T02-00
Pt atian 3 Book Type: DVD4+R
— Part Version: 1
&5 [0:0:0] Memorex DVD +/-DLRWL1 F16 (F:) @ Disc Size: 120mm
Ml Rk bt R oo bt Maximum Read Rate: Not Specified
L T
[[] Test Mode ? @ " Mumber of Layers: 1 i_Y]'

@ ;
' \irite Speed: | 2.4x |'__vD 4
Q D @ B Copies: 1 |V] l:}

Ready
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CloneCD also supports the custom layerbreak via the .dvd file. To burn
using CloneCD:

Burning Using CloneCD

1. Insert your blank DVD+R DL into your burner
2. Open CloneCD
3. Select “Write from image file

Wwirite fram ImagsFils

e
|

4. Hit the browse button and open your .dvd file. Check to make sure
the layerbreak is set to 1913760.

& Copy from ImageFile to CO-Writer

Image File
Info oh Image File:
tz and Settingz Adminiztratortby DocumentzhGotw G ot I:I\H:I| i
LaverBreak: 1913760
| Browse. |
[] Delete after a successiul Wiite

5. Hit next, and select your burner from the list of drives to the left.
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Info on COWriter:

M atutacturer: Memores
Froduct: DVD+/-DLRWL1 F16
Revizion: BWSE

Device Capabilities:

Mote: Thig information iz provided by the unit, it might be
inaccurate, CloneCD does not use thiz information!

Can write CD-R Dizce Wes

Can write CD-Rw Discs: Yes

Compatible with CloneCh Ras-DAD: Yes

Compatible with CloneCD RaW-DAD YWrite Simulation: Yes
Supports writing of CO+G R&W-DAD: Yes

Compatible with CloneCD R&W-5A0: Yes

Compatible with CloneCD BAW-SA0 Write Simulation: ez
Supportz Buffer Underrun Protechion: ves

l < Back ” et » ]

6. Hit next again, select your write speed (2.4x recommended), and then
hit Ok to start burning.

» Copy from Imagekile to CD-Writer

Select CD wiriter
Info on COMWriter:
% Memorex DWVD+~ADLRWLT F16 B\WWSE [F:) Manufacturer: kemorex
Product: DYD+/-DLRWLT F16

Revizion: BwSE

e ribe: SPCCdi( 00-3240 kB, D evice Capabililies.

Mate: Thiz infarmation iz provided by the unit, it might be
inaccurate. CloneCD does not uze thiz informationl

Can write CO-R Discs: Yes

Can write CO-BYWw Digcs Yes

Compatible with CloneCD Ratw'-Da0: Yes

Compatible with ClonaCD Rabw-DAD wiite Simulation: 'es
Supports writing of CD+G Raw-DA0: Yes
oD Compatible with CloneCD Raw-SA0: Yes

Compatible with CloneCD Rat -S40 ‘wiite Simulation: Yes
Supports Buffer Underrun Protection: Yes

Info on inserted Disc:
Digz can be erased: Mo
Dizc iz empty: Yes

o] -

Mext Step [RETLURM)




360W0DS

Downloads

This Tutorial

WinRAR

Microsoft .NET Framework v2
Easy Xbins

Latest VIA SATA Drivers
iPrep

Xbox Backup Creator
WxRipper

activate.iso / enable0800.iso
IMGBuUrn

CloneCD

"Open CMD Here” Powertoy
Slax v2.1

Connectivity Kit Precautions



http://www.360mods.net/Downloads/details/id=61.html
http://www.rarlab.com/
http://filehippo.com/download_dotnet_framework_2/
http://www.360mods.net/Downloads/details/id=29.html
http://www.viaarena.com/default.aspx?PageID=420&OSID=1&CatID=1180&SubCatID=117
https://www.x-projects.org/download.php?view.43
http://dwl.xbox-scene.com/xbox360pc/isotools/Xbox_Backup_Creator_v2.7.0.265.zip
http://www.360mods.net/Downloads/details/id=50.html
http://www.360mods.net/Downloads/details/id=69.html
http://fileforum.betanews.com/detail/ImgBurn/1128426215/1
http://www.slysoft.com/en/clonecd.html
http://download.microsoft.com/download/whistler/Install/2/WXP/EN-US/CmdHerePowertoySetup.exe
http://dwl.xbox-scene.com/xbox360pc/dvd/p_slax2.0_alpha1.iso
http://www.cheapestmods.com/manuals/XODD_en.pdf

360W0DS
Thanks

www.360mods.net — site | started

www.xboxhacker.net — the hardcore Xbox hackers
www.xbox-scene.com — huge resource for Xbox mods
www.free60.0rg — getting Linux on the Xbox 360
commodoredeva — for hacking the drives and being so consistent
Iriez — for Xbins and his amazing dedication to the scene
Maximus / carranzafp — for the time put into the Hitachi drives and firmware toolbox
GaryOPA — for his Hitachi work early on

TheSpecialist — group that first hacked the system

Seventhson / Kev.nu — so much information on the drives
MacDennis — group that first hacked the system

Robinsod — group that first hacked the system, as well as hv info
probutus — for making “Slax”

Dr. Matrix — wow, hv knowledge is crazy

Team Modfreakz — always around, doing something cool
arnezami — for the timing attack and hopefully a hacked kernel in the future
crawler360 — for recreating the tmbinc’s exploit

Felix Domke(tmbinc) — for the hypervisor exploit and Linux development
stonersmurf — for Linux testing and development

cpasjuste — for Linux tutorials and testing

Birdy — for help with the Hitachi development

Joseph Lin — for making MTKFlash

Caster420 — for firmtool and helping me run the site

Lahey — for rewriting the Hitachi batch files

Klutsh — for Xtreme Boot Maker and now iPrep

Exobex — for X360SAM

Redline99 — for Xbox Backup Creator

Schtrom — for Dosflash

Badsheepy — for XDVD Mulleter

Gael360 — for WxRipper

Ground Zero — for “Easy Xbins”

I33 — for AutoSAM

Grim187 — for finding the MTKFlash hexedits

Boke — for his MTKFlash force list patch

Redline — for helping me with MS28 testing

XTNSO06 — MS28 testing

rodpad — MS28 testing

[IsTixIl — MS28 testing

Primitive X5 — helping moderate forums

vinomarky — helping moderate forums

bigd23 — helping moderate forums

sosotit — for his game backup tutorial

AccidentProne — for his many tutorials

Geebee - the original tutorial creator

mksoftware — helped GB on the tutorial

#fw on EFNET

#360mods.net on EFNET

And anybody else | forgot


http://www.360mods.net/
http://www.xboxhacker.net/
http://www.xbox-scene.com/
http://www.free60.org/
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